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Abstract. Globalization initiated the challenges in Supply Chain (SC) such as management and
control. In this situation, Blockchain as a digital distributed ledger can guarantee clarity, tractabil-
ity, and safety. Many case studies proved that we can use Blockchain Technology (BT) to solve
global supply chain problems especially in smart contracts with their potential applications. BT
is in its early period and it is hard to find supply chains that have successfully implemented this
technology to track their sustainable actions. Therefore, it is worth studying about the role of cus-
tomers, members, domestic, national, and international challenges that could resist implementing
Blockchain and may affect SC sustainability. Accordingly, four categories of barriers to the use
of BT are introduced which are inter-organizational, intra-organizational, technical, and external
barriers. Then with Bayesian Best Worst Method, we ranked the BT barriers and the sub-barriers.
The study illustrates the interconnection of these barriers and the priority of each element. The
lack of business models and the best practices in implementing Blockchain technology is a chal-
lenge and it is important that practitioners acknowledge these barriers in the first steps.
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Introduction

Contemporary Supply Chains (SCs) are naturally multifarious with multi-echelon, uncon-
nected organizations geographically that struggle to serve customers (Carter et al., 2015;
Hendalianpour et al., 2020b). It is practically impossible to assess data and manage risk in
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Supply Chain Networks (SCN) due to various controlling strategies, globalization, and dif-
ferent cultural and hominid behavior in this sophisticated network (Borgatti & Li, 2009).
Ineffective transactions, pilferage, fraud, and poor execution of SCs, results less trust and
that is why SC members need better data exchange, and verifiability.

Traceability in many Supply Chain sectors, such as the agri-food industry, pharmaceuti-
cal, and high-value products is turning to be an increasingly pressing necessity and a basic
differentiator (Skilton & Robinson, 2009). Luxury and high-value products otherwise de-
pendent on paper licenses and receipts may be readily lost or modified. Indeed, the absence
of transparency in any item’s supply value stops SC entities and clients from checking and
validating that item’s actual value (Hendalianpour et al., 2020a). Managing this traceability in
the SC is further complicated by the costs engaged in managing intermediaries, transparency,
and reliability. These risks and absence of transparency will harm strategic and reputational
competitiveness. The triple-bottom-line notion, including stability of social, environmental,
and business dimensions once handling SC, has determined sustainability (Hendalianpour,
2020; Skilton & Robinson, 2009). The verification and confirmation that products, process-
es, and operations in the SC fulfill certain sustainability requirements and certifications is
a significant strategic and competitive problem for SC sustainability (Busse et al., 2017).
Given these concerns, the present SC information systems can support the data required for
the timely source of services and products in a trustworthy manner in terms of clarity and
strength should be determined. The answer to such complex issues is to improve SC trans-
parency, durability, security, and process integrity. We believe that Blockchain Technology
(BT) will be the solution to this issue. Novel technological applications and developments
with BT notion make the objectives of the improvement more feasible technologically, orga-
nizationally, and economically (Flynn et al., 2016). BT provides global-scale transactions and
procedure decentralization and disintermediation among different parties that integrates the
features of decentralized trustless databases (Abhishek & Divyashree, 2019).

There are some instances of first use that exemplify BT opportunities and issues such as
Maersk and his corporation. In this situation, IBM stated that there could be billions in sav-
ings by having more precise and reliable landing bills connected to containers (Ellis et al.,
2011). Although billions of savings are stated in implementing BT, owing to scaling problems,
it is not evident that full execution was feasible. Originally, a Blockchain service provider, has
attempted to incorporate BT into the seafood SC from a sustainable SC view. Validity and
transparency of sustainable activities were critical in this situation (Adams et al., 2018). The
prospective uses of Blockchain have been therefore well addressed in professional literature
from environmental and socioeconomic perspectives. Despite its growing application in re-
cent years, Blockchain may encounter many complications and obstacles in terms of execu-
tion and adoption in SC networks, as in the case of all potentially-disruptive schemes and
technologies. We believe that Blockchain is in initial phases of development with different
complications from technological, behavioral, organizational, or policy-oriented facets (Busse
et al., 2017). For several years, these problems will be crucial in the discourse on scholarly
literature. Today, the emerging practical problems determine and lead academic debates and
discussions. These concerns need to be thoroughly and efficiently addressed. Regarding above
indications, we can summarize the paper’s contributions as follows:
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- Highlights the problems of and obstacles to Blockchain-based SCs and discusses the
advantages and applications of implementing Blockchain in sustainable supply chain
Considering uncertainty in demand, distribution and retail network.

- Using Bayesian Best-Worst Method to rank the challenges of implementing block-
chain technology in sustainable supply chains.

- Rankings parameters affect the use of technology to Blockchina’s sustainable SC en-
abling users to employ this technology in a sustainable SC in order to distinguish
the obstacles with priority that help practitioners for proper planning and execution.

The remaining parts of the present article were structurally presented in the follow-
ing manner: the first section introduces BT, applications in the Supply Chain Management
(SCM) and discusses the advantages of Blockchain in terms of maintaining the sustainabil-
ity of SC networks. Section second proposed the fifth segment categorizes the obstacles to
implementing BT in SCs and supporting sustainability as four groups, then we present the
research directions and recommendations in section three. Finally, we summarize the results
and concludes practical recommendation.

1. Literature review
1.1. Blockchain Technology

BT is a shared private/public ledger or record database of digital actions performed and
distributed amongst Blockchain participating agents (Kasten, 2019). Its background may be
traced back to shared ledger technology. BT varies from the most current information sys-
tems by comprising four main features of decentralization, security, suitability (Saberi et al.,
2019a), and smart execution (Figure 1). This original transaction is added as a new block to
the chain when this transaction is authorized by the majority of nodes in the chain under
pre-specified authorized guidelines. Several distributed nodes save a record of all transactions
for the safety and tracing. Meantime, as BT critical element, the smart contract enables reli-
able transactions to be performed without the participation of the third parties.

f;o‘

ok, known and represents the q | CRYPTOCURRENCY
transaction
ol9J9 —

Has no Intrinsic value in

The network of nodes valldates t o > o @ thatis redeemable for
Someone requests nsaction and person’s status .‘ other commodities such
atransaction usm encrypted algorithms. O O o asgold
© @ :
Validated transaction can | A h Typxcall/ no
involve ¢ CUITENCY, e orr \andoxnsls
comacls rccords C!Olh r E onlym lhenelwovk
< ® & IlsSUDD) b
Thcncmlockx then added tothe ol e

0. nkand (he dmaig
inaway thatis ot

Ml ing bockctaiin s wey Once verified, the transaction £ S, completely decentralizad
perm unaltor Is combined \mhomcr °

transactions to create a

rthel r —_—

The transaction [s et
mplete

Figure 1. The data and transaction steps of BT



Technological and Economic Development of Economy, 2021, 27(3): 656-680 659

BT’s main difference from the present scheme of the internet lies in the fact that the
internet was designed to transfer copies of stuff rather than values. Value is characterized in
dealings documented in a distributed ledger and protected through the provision of a verifi-
able, time-stamped transaction record that offers safe and auditable data in Blockchains (Sa-
beri et al., 2019a). Through a verification method, these transactions appear consistent with
network consensus guidelines. As the novel validated record is added to Blockchain, multiple
copies are generated in a decentralized model to produce the trusting chain.

Decentralization is a significant BT characteristic and is a check on every data contami-
nation, hence raising its validity. Given the impossible removal of jointly-kept documents,
a verified record of individual transactions is available to respondents via shared govern-
ment or private documents (Underwood, 2016). Centralized databases are more vulnerable
to crashing, corruption and hacking (Fanning & Centers, 2016). In the network, usually
there is no requirement to evaluate the reliability of the intermediary and other participants
and data effortlessly is viewed and compared, trust is a major result of decentralization.
This strategy requires no specific conducts on behalf of respondents; rather, the underlying
technology ensures the integrity of the system even in untruthful or idle conditions (Tokar
& Swink, 2019). We all know that partakers can view ledgers and evaluate transactions. This
characteristic ensures transparency while at the same time maintaining anonymity by main-
taining cryptographic documents (Saberi et al., 2019a). A Blockchain can be generalized and
applied to an agreed upon collection of guidelines that cannot be broken by anyone, neither
the users nor the system operators.

The Blockchain layout that depends on the technology implementation can form public
or private networks and ledgers (Schmidt & Wagner, 2019). The scheme associated with the
players of the network and guidelines for the Blockchain maintenance is also distinct. The
parties understand each other in a personal or closed Blockchain and there is no anonymity.
New roles such as certifiers in this situation confirm SC network respondents and maintain
the private network. In other word, in an open or public Blockchain, cryptographic methods
are implemented to allow customers to join the network and record their transactions with
many anonymous customers (Manupati et al., 2020). A new generation of transactional ap-
plications supported by BT, which creates transparency, confidence and accountability, are
managed through the so-called smart contract. A smart contract typically refers to a soft-
ware program that stores policies and guidelines among parties for negotiating actions and
terms which automatically confirms the realization of transactions and contractual terms
(Manupati et al., 2020). The smart contract logic is implemented by a network of actors that
agree on the execution result of the contract. The agreement runs the corresponding code as
it receives a signal from another agreement or a network actor and; accordingly updates the
ledgers if the contractual terms based on the private or public network are satisfied (Saberi
et al., 2018). BT first became popular for handling the Bitcoin platform, a digital cryptocur-
rency (Saberi et al., 2019a). In addition to the digital currency, BT is a novel computation
and information flow pattern with wide-ranging implications for future SC management and
logistics development (Zijm et al., 2019). This point promoted us to the rest of this article;
thus, we attempt to rank this domain’s important indicators by Bayesian Best Worst Methods.
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1.3. Blockchain and sustainable supply chains

As transparent, immutable and reliable databases shared in a community, Blockchains can
affect sustainable SC networks. Tracking social and environmental conditions with potential
health, safety and environment hazards constitutes a major application of Blockchains (Ad-
ams et al., 2018). Blockchains created for carbon asset markets in China enabled companies
to more efficiently generate carbon assets according to China’s greenhouse gas emissions
reduction stipulated in the Paris Agreement. A Blockchain-based SC can more effectively
protect human rights and work procedures; for instance, a transparent history of a product
reassures purchasers that the bought product was manufactured and delivered by ethically-
verified sources. In particular, a smart contract can autonomously track and control sustain-
able terms and regulatory policies and enforce or govern suitable corrections.

Sustainable SCs have gained momentous attention among practitioners and academics
(Fahimnia et al., 2015). The company aspects of the SC are not only essential for sustain-
able SCs but expanding the emphasis on social and environmental aspects has made the SC
more generalizable and holistic. As the promising features of BT, the environmental, financial
and social bottom lines of sustainability constitute a panacea for this complexity. Support-
ing significant product and SC information, BT will support data collection, storage, and
management as well. In this technological context, there is openness, reliability, neutrality,
transparency, and security for all SC stakeholders and agents. Supply chains sustainability
pressures are facing the food, beverage, and agriculture sector (Saberi et al., 2018). Block-
chain may help SCs identify unethical vendors and counterfeit products as only approved
actors can record all the data.

BT can immediately share any information alteration, so that products and procedures
can be deployed quickly while minimizing human errors and transaction times. BT can
guarantee data security and authenticity, lowering the cost of stopping intentional and ca-
pricious modification of information, increasing SC hazards and decreasing the efficiency
of the company (Ivanov et al., 2019). Moreover, consumers and government now are calling
for SC transparency. The competitive advantage of transparency was realized by pioneering
businesses that leads to increased customer confidence to buy more and value the company
financially.

BT has the ability to contribute to the sustainability of social SC. One way to build social
sustainability for SC is to make data stable and immutable. A Blockchain can advise corrupt
organizations, governments or individuals against unfairly confiscating people’s property
given the impossibility of altering the data without receiving the approval of the actors. In
contrast to centralized conventional energy systems, a peer-to-peer BT-based network can
decrease the need for the long transmission of electricity and therefore significantly save the
energy wasted over long distances. The need for energy storage would also be reduced that
saves its resources. BT-based energy platforms are available to decrease SC waste, including
subcontract, Blockchain, and electric chain (Manupati et al., 2020).

Second, Blockchains could be applied to assure environmental friendliness of supposedly
green goods. Green product data is often inaccessible and hard to check. For instance, in the
sustainable Indonesian forest, Ikea has a woodcut desk product. The wood is tracked from
the moment it is cut to the moment it is turned into the final product to ensure that the
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desk is made of this particular wood. This potentially-complicated process can, however, be
managed using BT; for instance, BT was used to trace the origin of about 740 million acres
of licensed forest in the world during the authorization of a forest certification program
(Dolgui et al., 2018).

A further instance of the sustainability of environmental SC is a carbon tax. The carbon
footprint of each item is hard to assess in traditional schemes. Tracing the footprint of a spe-
cific company’s products becomes more straightforward with BT. It can assist in determining
how much carbon tax business should be charged. The consumers can purchase a product
of low-carbon footprint and avoid a large carbon footprint which is more costly. This extra
data and customer or market pressure can lead companies to reassess and restructure their
SC to decrease carbon emissions to satisfy buyers’ requirement. By offering the basics for SC
mapping and implementing low-carbon product design, manufacturing and transportation,
BT can assist decrease carbon emissions in the product path (de Sousa Jabbour et al., 2018).
The SC environmental analysis tool provided a framework for evaluating carbon emissions
by individual entities engaged in SCs and product life-cycle (Saberi et al., 2019a).

Third, recycling can be enhanced by Blockchain. There may be no motivation for people
and organizations to engage in recycling programs. BT-based economic incentives were uti-
lized as cryptographic tokens to encourage Northern Europeans to deposit recyclables, in-
cluding plastic containers, cans and bottles. In the meantime, the effect of different recycling
programs is hard to monitor and compare. Blockchain allows information to be tracked to
assess the effect of different programs. Social Plastic, for instance, is a BT-based project that
aims to turn plastic into money and lessen plastic waste. Recycle to Coin is also an implemen-
tation of Blockchain that allows individuals to return plastic containers (Schmidt & Wagner,
2019). The opportunities for closed-loop SCs of this sort of activity create Blockchain suitable
for developing ideas like the circular economy.

Fourth, by enhancing the effectiveness of Emissions Trading Systems (ETS), Blockchain
advantages the emissions trading process. By applying BT, fraud can be prevented because
of Blockchain’s fidelity and transparency. Hence, this creates a reputation-based scheme that
solves the ineffectiveness of ETS and promotes all respondents to find a long-term alternative
to the decrease of emissions because the financial advantages of excellent reputation encour-
age the participants (Gray et al., 2013).

Using the system of BT to govern SCs and manage their information is challenging, es-
pecially in sustainable networks. Disruptive technologies usually cause long-term and short-
term challenges (Manupati et al., 2020). Respondents in SCs should be therefore prepared to
take it as an advantage rather than a threat, as it can challenge relationships over SC. These
instances demonstrate the potential economic (sustainability), social and environmental ef-
fects that may be copied to Blockchain-enabled SCs.

2. Barriers to applying BT to SCs

We have described how BT can alter and improve the design, operations, and product flows
of SC so far in this work. Here we are considering some of the issues about execution in this
setting; particularly with regard to SCs, BT, and sustainability. Efficacious BT implementation
to trace sustainable practices and manage SC procedures and products through SC starts with
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Environmental regulations and rules are one of the primary drivers of sustainable actions
in organizations. Organizations invest and seek to fulfill minimal sustainability requirements
that may impede their innovativeness and creativity in implementing sustainable approaches
at the same time (Choi et al., 2020). The requirements of customers for sustainable products
and procedures can promote creativity in the application of sustainability. The lack of knowl-
edge and readiness of customers to contribute to sustainable development is an obstacle to
applying sustainability. Being unaware of green certification systems, consumers are therefore
unwilling to contribute to recycling procedures and pay more for a sustainable product (Sa-
beri et al., 2019b; Schmidt & Wagner, 2019).

2.2. Inter-organizational barriers

This section identifies and primarily presents obstacles to the relationship of SC partners. SC
management is primarily concerned with managing partnerships amongst partners in order
to generate value for stakeholders (Schmidt & Wagner, 2019). However, partnerships may
be challenging, particularly once it comes to incorporating IT and sustainability methods.
BT would promote the sharing of data via an SC. While transparency and verifiability of
data are necessary to evaluate an SC’s sustainability performance (Saberi et al., 2018), some
organizations may suppose data as a competitive advantage that prevents them from sharing
precious and critical data (Wang et al., 2019).

Lack of firm rules for sharing data ultimately impacts SC partners’ cooperation. Lack
of cooperation and efficient communication between SC partners having distinct and even
conflicting operational priorities and objectives in mind distract sustainability and SC activi-
ties and the application of Blockchain to generating sustainable values (Rajeev et al., 2017).
If SC partners are geographically detached with distinct cultures, communication difficulties
would be worse (Hendalianpour et al., 2019).

Eventually, it is not a simple method to combine traditional SC procedures with sustain-
ability methods. To promote sustainable methods, current techniques, designs, equipment,
and procedures need to be enhanced (Zhao et al., 2019); for instance, facilities, materials
and machinery are required to be updated to decrease waste, water pollution, energy con-
sumption, carbon footprints and greenhouse gas emissions, which increases the costs of SCs.
Similarly, for BT reasons, data collection mostly requires specific tools and equipment. The
Internet of Things and Radio Frequency Identification are possible solutions to this problem.

2.3. System-related barriers

New IT instruments are required to implement BT and collect data for purposes of SC man-
agement (e.g., Internet of Things). For some SC members, this can be a challenge (Zhao et al.,
2019). To benefit from the value-saving potential of integrated SCs, all the chain members
should access their required data (Saberi et al., 2019b). Consequently, limiting access to
technology to obtain real-time information in an SC is an obstacle to BT implementation. In
its early growth phases, BT was considered immature in terms of transaction processing and
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scalability. The blocks growing in size and amount is actually a storage problem of Bitcoin for
the real time handling of large-size data. Sophisticated cloud computing infrastructure and
improved storage management are required to meet even greater information requirements
expected in SC networks, which go beyond financial information and include process and
practice associated information (Manupati et al., 2020).

Manipulating the data is a major cause for concern in SC networks. While adopting BT
provides each SC network participant the chance to check transactions, collusion is still
feasible by reaching a consensus among respondents (Tian, 2012). Also, data privacy and
security concerns are challenges in BT use. Some study has discussed BT’s safety challenge
in the Bitcoin network, including hacks and assaults (Tian, 2016). While certain solutions
to mitigate safety problems for Blockchain have been suggested, the effectiveness of these
alternatives has not been assessed. However, BT is mainly connected with cryptocurrencies
like Bitcoin and its malicious operations, the “dark web” reputation, which decelerates BT
adoption as a whole. Another significant characteristic of BT is the immutability of data. It
means that without consensus information may not be altered and deleted in Blockchain.
This prevents information from being falsified and adulterated (Tian, 2016). However, people
are still engaged in the application of this technology with the option of incorrect informa-
tion recording. The Blockchain will always contain the scar of erroneous record even if the
principal owners may revise the information and update it with further data (Saberi et al.,
2018).

2.4. External barriers

This group of problems are caused by external governments, stakeholders and sectors as well
as organizations that do not directly benefit economically from SC operations. Externally-
applied support and pressure on technological and sustainable procedures can cause organi-
zations to involve them into their procedures. Obstacles to sustainability and advanced tech-
nology supporting mechanisms include the lack of appropriate industrial and governmental
strategies and the desire to promote and direct secure and sustainable practices (Schmidt &
Wagner, 2019). The use of BT is still uncertain in government regulations and legislation.
Negative policies adopted by different Bitcoin governments can actually cause problems for
organizations and markets and lead to more extensively using company goals by Blockchains.
Therefore, in order to generate sustainability value, governments, industries, communities,
NGOs, and professional organizations should encourage BT. Furthermore, the uncertainty of
demand for sustainable products and ambiguity of customer behavior can influence market
competition and impede sustainability and BT integration. Organizations seek to ensure that
they are compensated by customers for their investment in sustainable procedures, green
products and novel technologies such as Blockchain (Schniederjans et al., 2020).

In order to develop the study agenda on BT implementation for SCs, we are proposing a
range of study proposals based on the results of the SC implementation of BT. According to
the above-mentioned contents, Table 1 summarizes the use of BT for SCs barriers.
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Table 1. Barriers to using Blockchain Technology in sustainable SCs (Saberi et al., 2018)

Criterial Index Sub-criteria Index

Lack of customer’s awareness and tendency about B1
sustainability and BT
Problems in collaboration, communication and B
coordination in the SC

Inter-organizational Al | Challenge of information disclosure policy between B3
partners in the SC
Challenge in integrating sustainable practices and B4
BT through SCM
Culture difference of SC partners B5
Lack of governmental policies Cl
Market competition and uncertainty C2

External A2 Lack of external stakeholders’ involvement C3
Lack of industry involvement in ethical and safe ca
practices
Lack of rewards and encouragement programs C5
Security challenge D1
Access to technology D2

System related A3 He51tat1_0n to adopt BT, due to negative public D3
perception
Immutability challenge of BT D4
Immaturity of technology D5
Financial constraints El
Lack of management commitment and support E2
Lack of new organizational policies for using B3
technology

Intra-organizational A4 | Lack of knowledge and expertise E4
Difficulty in changing organizational culture E5
Hesitation to convert to new systems E6
Lack of tool for BT implementation in sustainable E7
SCs

3. Methodology

Due to the internal relationships in the criteria and the effectiveness and impact of the cri-
teria from each other, also considering that the best worst method is able to calculate the
effectiveness and effectiveness of the criteria based on the kernel method, so it has been
selected in this study. Here, the ranking method is provided known as Bayesian Best Worst
Method (BWM). The original BWM explained in section 3.1 and then the Bayesian BWM
is provided in section 3.2.
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3.1. Best Worst Method

BWM is a fairly novel multiple attribute decision making method (Rezaei, 2016). At the first
the best and the worst criteria have been chosen and then the other criteria are compared
with of these two criteria, to give an outline for the problem. Within such outline, the deci-
sion maker is contributed to offer more consistent pair-wise comparisons (Rezaei, 2016).
Moreover, the specific BWM’s structure results in two vectors comprising only figures hinder-
ing an essential distance problem related to using fractions in pair-wise comparisons (Salo
& Hamalainen, 1997).

Some researchers proposed various ways for Group Decision-Making (GDM) with the
BWM. Nevertheless, none of them offered a way to define the group’s total weights in a prob-
abilistic atmosphere. The following Stages are taken for the original BWM (Rezaei, 2016).

— Stage 1: The decision maker requires a group of decision criteria C = {cl,cz,...,cn }

— Stage 2: The decision maker selects the worst (cy,) and the best (cp) criteria from C.

— Stage 3: The decision maker performs pair-wise comparisons between ¢z and the oth-
er members of C and determines the preference of the best criterion to the other crite-
ria as 1-9, where 1 denotes equally important and 9 significantly more important. The
pair-wise comparison yielded the “Best-to-Others” vector of A = {a B1>8p2>-0p, }, in
which a;y; implies the preference of ¢; € C over the worst criterion (cy).

- Stage 4: The decision maker performs pair-wise comparisons between ¢y, and the
other members of C and determines the preference of the other criteria to the worst
criterion as 1-9 as in stage 3. The pair-wise comparison yielded the “Others-to-Worst”

T
vector of A, = (awl,awz,...,awn) . ) )
- Stage 5: Achieving the optimal weights w™ = (wl TWose Wy )

Considering A and Ay, it is essential to compute a weight vector w". The weight vector

wW.
lies is in the neighborhood of "B/ =aB; and "/ =a;W forj=1,2, ..., n. Therefore,
W ] Wy J

J
Wp Wi
the maximum absolute differences | ——ag;|and | ——-a;,, | can be determined for all j =
w, Wy
J
1, 2, ..., n. In addition, it is essential to fulfill the sum-to-one and non-negativity property

of the weight vector. Consequently, the optimal weight vector w'can be obtained by the fol-
lowing optimization problem (Rezaei, 2016).

w.

) w
min-—max; = W—é—aBj, W—]—ajw . (1)
j
Depending on: n
ij =1 w; >0, for all j.
j=1
Likewise, the following problem can determine the weight vector (Rezaei, 2016).
Min§

W—B—aBj <& forall j;
Wj
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