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1 Introduction

Attacks of network worms are actual problems of network security. They always
cause direct financial damage and also serves as the basis, for example, stealing
of confidential and private personal information, etc.

As a network worm can be understand as a program capable of indepen-
dently finding new nodes for infection and using a communication network
for its propagation. Existing defenses do not always efficiently cope with the
epidemics of network worms; therefore, it becomes urgent to create a new gen-
eration of detection and protection systems that can prevent or contain the
epidemic in its early stages. To solve this problem, it is necessary to be able to
model the epidemics of network worms in order to deep study this phenomenon
in details and the model should adequately describe the process of spreading
network worms. A powerful approach for analyzing the spread of computer
worms across the Internet is analytical modeling. An advantage of analytical
modeling is traditionally considered to be a solution in general, as well as a
high speed of modeling specific scenarios for various initial conditions.

The mathematical instruments for studying the dynamics of biological epi-
demics have been developed a long time ago. Various models borrowed from
epidemiology have already been used to model the dynamics of the spread of
Internet worms. The biological approach to modeling a viral problem admit-
tedly began with the work [16], but this topic becomes relevant after outbreaks
of Code Red and Nimda in 2001. We refer reader to [5] and corresponding
references therein for information about worms Code Red and Nimda.

In [20] the SIS models are reviewed and the N-intertwined virus spread
model of the SIS-type is introduced as a promising and analytically tractable
model of which the steady-state behavior is fairly completely determined. Also
it is compared to the exact SIS Markov model, the N-intertwined model makes
only one approximation of a mean-field kind that results in upper bounding
the exact model for finite network size N and improves in accuracy with N.

In [7] an e-epidemic SIR compartmental model is considered, i.e. the pop-
ulation of hosts is divided into three classes: susceptible computers, infected
computers and recovered computers, and the evolution between these states is
ruled according to specific local transition functions involving Boolean expres-
sions.

In [5,6] the SEIR-SEIQR-SAIR-PSIDR models were studied and their re-
sults applied Code Red Worm propagation and the PSIDR model showed re-
sults closest to real data.

In all of the above-mentioned references the authors investigated continu-
ous time dynamical systems generated by SIS-SIR-SEIR-SEIQR-SAIR-PSIDR
models. However, it seems natural to consider a discretization of these contin-
uous time systems and explore the discrete time dynamical systems resulting
from it. Especially it is known that some discrete and the corresponding con-
tinuous time dynamical systems behavior substantially differently. Indeed, the
authors showed in [1] that the discrete time dynamical system is much richer
than the continuous time dynamical system generated by same operator. Also
in [2] the behavior in the discrete-time SIS and SIR models with some type of
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positive feedback to the susceptible class differs from their continuous analogues
is proven.

The main aim of the research is to study the discrete-time dynamical
systems of the above mentioned SIS-SIR-PSIRD models using the theory of
quadratic stochastic operators. Therefore the discrete time dynamical system
of network worm propagation, presented in QSO form of SIS-SIR-PSIRD mod-
els in the present paper are interesting, because they distinguish from previous
discrete models in some basic features. Firstly, we considered the models in
the two- and three -dimensional simplexes; secondly, two models (PSIDR, SIR)
considered as the case when the number of nodes is variable; thirdly, explor-
ing of the trajectory’s behavior, we described the set of limit points, thereby
completely solved the main problem of modelling. And finally, we showed a
new application of the theory QSOs. In our investigation, some parameters
can be negative which are impossible in real situations, but these cases are
also interesting from a purely mathematical point of view. Such dynamical
systems are important, but there are relatively few dynamical phenomena that
are currently understood (see e.g. [25]).

The paper organized as follow. In the next Section 2, we recall the defini-
tions SIS-SIR- PSIDR models and quadratic stochastic operators. In Section 3,
we reduce SIS-SIR models to a quadratic stochastic operator mapping the sim-
plexes S and respectively S? to itself. It is described the set of limit points the
trajectories depending on the parameters of model and on the initial points.
Section 4 is devoted dynamical system generated by discrete version of PSIDR
model. It is shown that the trajectories of discrete time SIS-SIR- PSIDR mod-
els (operators) are convergent.

2 Preliminaries and known results

In this section, following [18], we describe the models of network worm prop-
agation: Susceptible-Infected-Susceptible (SIS) model: Let an arbitrary host
of a network consisting of a constant number of N hosts be in two states -
vulnerable (S) and infected (I), i.e. S+ 1 = N. Suppose that when a host
is infected, only one copy of the worm can exist on it. This copy randomly
selects a potential victim in the accessible address space with an average con-
stant speed 8 hosts per second. On average, 1/ seconds is spent on searching
and infecting a single host. To describe the dynamics of the share of infected
hosts, we introduce the variables ¢ = I/N and s = S/N. The equations of the
dynamics of such system has following form:

% = —fis, % = fBis. (2.1)
Susceptible-Infected- Removed (SIR) model: a) The SIR model can be used
to estimate factors that attenuate network outbreaks. In it, hosts exist in three
states: vulnerable (5), infected (I) and immune (R). Thus, S+ I+ R = N.
Suppose that the nodes are invulnerable only after the treatment of infection.
Introducing a constant average speed of ”immunization” per unit time v and
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given that i = I/N, r = R/N and s = S/N, we get the system of equations

ds
dt
di
dt
dr_
a "

= _5257

= Bis — i, (2.2)

b) The SIR model with a variable number of nodes can be considered simi-
larly. The dynamics of a system with a variable number of nodes is determined
by the rate of growth of new vulnerable (S) nodes a:

ds .

d—t =—Pis— (a+7)s+ a,

< = Bis — (a+ )i (2.3)
dr

L=l =1)—ar

A

Progressive Susceptible-Infected-Detected-Removed (PSIDR) model: In the
PSIDR model, it is assumed that epidemic events are divided into two periods.

The pre-response period. Initially, the worm infects one host on the net-
work. For several days (hours), the worm spreads over the network without
being noticed by most users. In terms of the PSIDR model, this phase is char-
acterized by a positive infection rate (worm birth) 8 without cure attempts.
Vulnerable nodes become infected with a probability of 3 if they are in contact
with an infected node.

The response period. After a period of time, the worm is detected on some
hosts. Its signatures are highlighted and entered into the anti-virus software
database. Uninfected nodes become immune to this worm, and infected hosts
are “cured” with a certain frequency, depending on the update rate of the anti-
virus database. This period in the model under consideration is characterized
by the same frequency of birth of the worm, but vulnerable nodes are cured with
the frequency p, and already infected nodes are detected with the frequency p
and cured with the frequency §. The parameter p essentially characterizes the
speed at which the update of the anti-virus database spreads after the initial
detection of the worm.

Thus, the PSIDR model assumes that the epidemic can be divided into
two periods and it is assumed that the number of nodes in the network N is
constant. When 0 < ¢ < 7 it is must be S(¢t) + I(t) = N. We introduce the
variables s = S/N and ¢ = I /N then the system is described by the following
equations

% = —[fis, % = fis. (2.4)
When ¢ > 7 it is must be S(¢t) + I(t) + D(t) + R(t) = N. We introduce the
variables s = S/N, ¢ = I/N, d = D/N and r = R/N then the system is
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described by the following equations:

3 = Pis—us,

di )

g = Pis — i,

dd (2.5)
it ad,

d

d—: =dd + ps

Note that in [3] the continuous time dynamical systems generated by operator

(2.5) studied in details. In the below we consider the discrete time versions of

SIS-SIR-PSIRD models, but generated by a quadratic stochastic operator. So

here we shortly describe the essence of quadratic stochastic operator.
Quadratic stochastic operators(QSO): Let

St = Ix = (x1,22,...,7m) € R™: z; >0, for any i and sz =1}

i=1

be the (m — 1)-dimensional simplex. A map V from S™~! into itself is called
a quadratic stochastic operator if

Vi) = Z Dij,kTiTy, (2.6)
ij=1
for any x € S™~! and for all k = 1,...,m, where
Pijk =0, Pijk =Pjiks D Pijk = L. (2.7)
k=1

Such operators occur in some models of mathematical biology and describe
the evolution of a population consisting of several types of individuals (see
e.g., [1,4,9,10,11,12,13,14,15,17,19, 21,22, 23,24, 26]). Assume that {x(™) €
Sm=1:pn =0,1,2,...} is the trajectory of the initial point x € S™~1, where
x(D) = v (x™) for all n = 0,1,2,... , with x( = x. Let w(x(?) be the
set of limit points of the trajectory {x(”)}, n =0,1,.... The main problem is
investigation of the asymptotical behaviour of the trajectories for a given QSO.
In other words the main task is the description of the set w(x(o)) for any initial
point x(® € §™=1 for a given QSO. This problem is an open problem even in
two-dimensional case. A point x € S™ ! is called a fized point of a QSO V if
V(x) = x. A QSO V is called regular if for any initial point x € S™~1  the
limit ,}LH(;O V"(x) exists. Note that the limit point is a fixed point of a QSO.

Thus, the fixed points of a QSO describe limit or long run behavior of the
trajectories for any initial point. The limit behavior of trajectories and fixed
points play an important role in many applied problems.

DEFINITION 1. [11] A quadratic stochastic operator is called Volterra if

Pijk = 0, for any k ¢ {Zaj}a i,y k=1,...,m.
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Fix l € {1,...,m} and assume that coefficients p;; ; satisfy

pije =0 if k¢ {i,j} forany ke {1,...,1},4,5=1,...,m;
pijk > 0 for at least one pair (4,j), 71 # k,j # k,Vke {{+1,...,m}. (2.8)

DEFINITION 2. [26] For any fixed [ € {1,...,m}, the QSO defined by (2.6),
(2.7) and (2.8) is called {— Volterra QSO.

3 Discrete time SIS, SIR-models

Consider discrete time analogues of the above mentioned SIS-SIR models of
worm propagation. In each model to make some relations with p;;, we find
conditions on parameters of models (operators) rewriting them in the form a
QSO (2.6). The main task about the asymptotical behaviour of the trajectories
for any QSO is the open problem still. This is a motivation of considering the
discrete time analogues of these models, presenting in a QSO form.

3.1 Discrete time SIS model

The discrete version of (2.1) has the following form
Sn+1 = Sn — ﬂsnzru
in+1 - Zn + Bsnln;

where n is a non-negative integer number.
Consider an operator V : RZ — R?, x = (z1,22) — x' = V(x) = (2, 2%)
defined by

2 =a — Py,
e { Ty = 19 + Br172, (8:1)

where @} = sp41, Th = iny1, 1 = Sp, Ta = iy, for a natural n.
The discrete time model (3.1) is related to a QSO defined on the simplex
S1. Indeed, using x1 + 72 = 1 we rewrite the operator (3.1) in the form

) =22+ (1 - B)z129, (3.2)
ah = a3+ (1+ B)z12o, '

that is the operator is a QSO with the following coefficients

prii =1, 2pio1=1—0, 2p122=1+0, prn2=1

Therefore, the operator (3.1) maps S to itself if and only if —1 < 3 < 1 and
under this condition it is a Volterra QSO. The Volterra QSOs deeply studied
in [9,11,12]. Using the results of dynamics of Volterra QSOs one can easily
show that

Theorem 1. The following statements are true for the QSO (3.2):

i) if =0 then Vi is the identity map;
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ii) the vertezes e, = (1,0) and ez = (0,1) of the S* are fized points;

i) if B < 0 then lim x™ =e; for any x(© € S1\ {es};
n—oo

i) if B> 0 then ILm x(") = ey for any x(©) € S\ {e1}.

10 J200000000

08

04k

Figure 1. SIS model of Code Red propagation (black color points) and actual Code Red
propagation (white color points).

Remark 1. Figure 1 shows the (3.1) SIS model’s trajectory of Code Red prop-
agation (in black color points) when N = 350000, 8 = 0.75, I = 1 (see [5])
n = 36 hours and actual Code Red propagation (in white color points).

Remark 2. In [2] the operator (3.1) is considered as a transformation which
mapping the set Ri ={x €R?: 121 >0, x5 > 0} into itself. It is proven that
the discrete time dynamical systems is the same as continuous analogue.

3.2 Discrete time SIR model with the number of nodes is a constant

The discrete version of (2.2) has the following form

Sn4+1 = Sn — ﬁsnina
In+l = tn — Vln + ﬁsnzna
Tnt+l = Tn + Vin,

where n is a non-negative integer number.
Consider an operator V : R — R3, x = (z1,20,23) = x' = V(x) =
(a}, xh, 24) defined by

xll = xl(l - BIQ)a
Vs : x'2 = 1'2(1 -7+ 5£€1), (33)
Ty = 13 + Y72,

!/ I s !/ _— — —
where =] = Sp4+1, T4 = int1, T3 = Tpyl, T1 = Sp, T2 = in, T3 = 7, for a
natural n.
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Using x1 + x2 + 3 = 1 one can rewrite the Equation (3.3) in the form

vy =22+ (1 — B)z122 + 2173,
ah = (1—)as + (1 — v+ B)aizs + (1 — y)zaws, (3.4)
rh =i + 23 + yri30 + 1123 + (1 + ) 2073,

We consider QSO for the m = 3:

/ 2 2 2
T1=P11,107+P22,1T5+P33,105+2P12,1T1T2+2p13,101T3+2D23 17273,
r_ 2 2 2
To=P11,207+P22,2T5+P33,2T5+2P12, 201 T2+2P13,2001T3+2P23 2T2 T3, (3.5)
r_ 2 2 2
T3=P11,307+P22,3T5+P33,3T3+2P12,301T2+2P13,301T3+2P23 372 T3.

From the Equations (3.4) and (3.5) we have the following relations:

pi1,1 =1, 2p121 =1- 3, 2p131 = 1,

p11,2 =0, 2p122 =1—7+ 0, 2p132 = 0,

p11,3 =0, 2p123 =", 2p133 =1,

p22,1 =0, 2p231 =0, p331 =0, (3.6)
p22=1-—17, 2paz2=1—1, P332 =0,

P23 =7, 2pa33 =1+, p333 = L.

Proposition 1. The operator (3.4) maps S? to itself if and only if
0<vy<1, 7-1<p8<1L (3.7)
Moreover, under condition (3.7) the operator (3.4) is a 1-Volterra QSO.

Proof. The proof consists solving of simple inequalities which are obtained
from conditions (2.7) for p;j ; given by equalities (3.6). O

Remark 3. In [2], the operator (2.2) is considered as a transformation which
mapping mapping the set R3 = {x € R® : 21 > 0, 25 > 0, 3 > 0} into itself.
It is showed that the discrete time dynamical systems is the same as continuous
version.

It is evident that if 3 = v = 0 then V5 is the identity map. For any
parameters (3.7), the set I'fsy = {x € 5 : x, = 0} consists from the fixed
points of operator V5.

I. Case f = 0,7 # 0: In this case, one has that

oy =z, xh=(1—7)xy <z, T4 =23+ 02> T3.
Consequently, it follows
:E%") = x§0)7 ;vé") =(1- 7)"$§0), xén) > mg"71)7 n=12...
and existence of the following limits
(n) (0) ) _p (n)

lim 277 =2;/, lim x4 ,  lim x4
n—oo n—oo n—o0

=1 —mgo).

Math. Model. Anal., 28(2):194-217, 2023.
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Thus, lim x = (2{”,0,1 - 2{”) for any x(© € §? with 2§” > 0.

n—oo

II. a) Case 8 > 0, v = 0: In this case, one has that

¥y =x21(1 — Bra) < w1, xh=w2(1+ Bw1) > 22, T4 = 1T3.

Therefore, we have

xgn) < asgn_l), xé") > :z:é"_l), xén) = J:go) n=12....

)

(n) (n))

Since the sequence x; "’ (resp. x5 ) is a monotone decreasing (resp. in-

creasing) bounded from the below (resp. above) it follows that lim ngn) =z
n— oo
(resp. lim z{™ = a3). Evidently that lim 2{" = 23 = 2{”. So, there is the
n—oo n— oo

limit lim x(™ = x* and it should be a fixed point. Then one easily has that
n—oo

x* = (0,1— xéO)J:go)) for any x© € §2 with z{” > 0.
b) Case 8 < 0, v = 0: In this case, one has that

zy =21 (1 — Bao) > 21, xh=z2(1+4 Bz1) <2, T4 = T3.
Therefore, we have

:c(ln) > xgn_l), a:é") < x(Q"_l), :cg") = xéo), n=12....

(n) (n))

Since the sequence x; ' (resp. x5 ’) is a monotone increasing (resp. de-

creasing) bounded from the above (resp. below) it follows that lim :rgn) =z
n— oo

(resp. lim acé”) = x3). It is clear that lim xgn) =z5 = xéo). So, there is the
n—oo n—00

limit lim x(™ = x* and it should be a fixed point. Then one easily has that
n—oo
x* = (1 — xéo),O,ng)) for any x(©) € 2 with :c(QO) > 0.
IIT. a) Case 8 > 0, # 0: In this case, it follows

vy =211 — Bag) < w1, xh=ux2(1 —~+ Bx1), x4 =ux3+v22 > T3.

Therefore, one has

x(ln) < xgn_l), mén) =1- xgn) — xé"), xén) > xgn_l), n=12...
and it follows the existence of limits lim 2™ = 27, lim z{” = 2% and
n— oo n—oo
lim xg") = 1 — 2} —a3%. So, there is the limit lim x(™ = x*. Since

n—o0 n—oo

the limit point x* should be a fixed point it follows that z5 = 0. Thus
lim x™ = (2},0,1 — z%) for any x(© € 52 with acéo) > 0.

n—oo

b) Case 8 < 0, v # 0: In this case, it follows

vy =211 — Bag) > w1, xh=x2(1 —v+ Br1) <22, T4 =23+ VT2 > T3.
Therefore, one has

mg") > xgn_l), x(zn) <(1- 'y)xgn_l), xén) > xéo) n=12,...

)
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(n) (n)

and it follows the existence of limits lim z;~’ = 2], lim z;° = 0 and
n—00 n—oo

lim .73:(3 " = x5, So there is the limit lim x(™ = x*. Thus lim x(") =

n—roo n—roo n—oo

(21,0,1 — ) for any x© € §2 with {” > 0.

We have proved the following Theorem.

Theorem 2. For any x(0) € S? the set limit points of trajectories of QSO
defined by (3.3) and (3.7) has the form:

{<x0’,01 M)}, if B=0,v#0,
w(x ) — {(0,1=28”, &)}, if B>0,4=0,

{(1—2,0,28)}, if B<0,v=0,

{x*}, if By #0.

Figure 2. SIR model of Code Red propagation (black color points) and actual Code Red
propagation (white color points).

Remark 4. Figure 2 shows the (3.3) SIR model’s trajectory of Code Red prop-
agation (in black color points) when N = 350000, 5 = 0.75, I = 1, (see [5])

= 0.01, n = 36 hours and actual Code Red propagation (in white color
points).

3.3 Discrete time SIR model with the number of nodes is a variable
The discrete version of (2.3) has the following form
Snt1 = —B8nin — (@ +7)sn + @,

Int1 = Bspin — (O‘ + 7)inv
Trt1 = Y(Sn +in) — arp,

where n is a non-negative integer number.
Consider an operator V : R3 — R}, x = (z1,20,23) —» x' = V(x) =
(x}, xh, x%) defined by

2y =x1(1 = Paos—a—7)+a,
Vi ah=x9(l4 Bz —a—7), (3.8)
zy=x3(l—v—a)+7,

Math. Model. Anal., 28(2):194-217, 2023.
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/ ! . / .
where o] = 5,41, T = ipt1, T35 = Tni1, T1 = Sp, T2 = ip, T3 = Ty, for a
natural n. Using x1 + z2 + 23 = 1 we rewrite the operator (3.8) in the form

ay = (1—)a? +axd+oaxd+ (1 - -7+ &)1z + (1 — 7+ @)z123
+2azsxs,

th=1—-vy—a)z3+(1—v—a+B)zizs+ (1 — 7 — a)zaws,

wy=yri+yrs+(1—a)ri+2yrize + (1 +7 — a)rizs + (14 7 — a)zows.

(3.9)
From the Equations (3.9) and (3.5) we have the following relations:
pi=1-17, 2p121 =1-08—v+aq, 2p131 =1 —7v+a,
p11,2 =0, 2p122 =1 —v—a+p, 2p13,2 =0,
P11,3 =7, 2p12,3 =27, 2p133 =1+7v—a,
D22,1 =0, 2pa3,1 =20, P33,1 =Q,
P22 =1—7—q, 2p23 2 =1—v—q, p33,2 =0,
P22,3 =7, 2pa3 3 =1+7v —a, D333 =1— .
Proposition 2. The operator (3.9) maps S? to itself if and only if
0<y<1l, 0<a<l, a+y—-1<B<l—y+a (3.10)

Proof. The proof is similar to proof of Proposition 1. 0O

Note that under condition (3.10) the operator V3 is a non-Volterra QSO
which is different from a [—Volterra QSO. Clearly that if « = § =y = 0 then
V3 identity map.

I. a) Case « = =0, 8 > 0: In this case, one has that the points of the
sets I'iy = {x € 52 : 2y = 0} and sy = {x € % : ¥y = 0} are fixed points of
operator V3. Further, we get

xy = x1(1 = fag) <y, x5y = 29(1 4 Bry) > 22, 25 = 3.

Therefore, it follows that

xgn) < P e OB $5n71)7 a:én) = $§O)7 n=12,...

1 9 2 jal
and it follows the existence of limits lim xgn) =z}, lim xgn) = z3 and
n— oo n—oo
lim a:gn) = 3 = acgo). So, there is the limit lim x(™) = x*. Since the
n— oo n—00

limit point x* is a fixed point we have lim x(™ = (0,1 — xéo),wgo)) for any

n—00
x(©) € s? \ F{g}.
b) Case « =y =0, 8 < 0: In this case, one has that the points of the sets
Iy ={x € 5% : 21 =0} and I'jpy = {x € $? : &, = 0} are fixed points of
operator V3. Further, we get

x) =21(1 — Bxg) >z, b =2o(1+ fry) < x9, 2h = 3.
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Therefore, it follows that

(n) n—1)

Ty > xg , xén) < xgnfl), xgn) = xz(,,o), n=12,...
and it follows the existence of limits lim :rgn) =z}, lim xgn) = z3 and
n—oo n—oo
lim .Tgn) =3 = xgo). So, there is the limit lim x(™ = x*. Since the
n—roo n—oo

limit point x* is a fixed point we have lim x(™ = (1 — ac:go), O,:Ego)) for any
n—oo
X(O) € S2 \ F{l}
II. Case o = B = 0, v # 0: In this case, one has that the vertex es = (0,0, 1)
is a unique fixed point of operator V3. Further, we get

2y =x21(1—7) <z1, xh=22(1—7) <zo, w4 =ua3+7(1—1x3).

Therefore, it follows

lim xl(-nH) = lim (1 - ’y)xgn) = lim (1 —~

n—o0 n—oo n—oo

)n+1x(0)

7

i=1,2.

Consequently, there is lim xgl) =1. Thus lim x(™ = e5 for any x(¥ € §2.
n— oo n—oo

IIT. Case 8 = v = 0, @ # 0: In this case, one has that the vertex e; =
(1,0,0) is a unique fixed points of operator V5. Further, we get

i=z1+a(l—z1) >z, vh=22(1—- ) <xe, 75 =13(1—0a)<uwx3.
Therefore, it follows

: (n+1) _ s n) _ s n+1,.00) .
HILII;O x; = nl;n;o(l -z, = nl;rrgo(l —a) g =23

Hence, there is lim xgn) = 1. Thus, we have lim x(") = e; for any x(¥ € 2.
— n—00

n o0
IV. Case a = 0,8 > 0,7 # 0: In this case, one has that the vertex
e; = (0,0, 1) is a unique fixed points of operator V3. Further, we get

) =x1(1 = fay —n) <z, oy =a2(1+pxy —7), x3=(1-7y)x3+7.

Since the third equation of (3.8) is a linear transformation, it follows that

n—oo n—oo

n—1
lim 25" = lim ((1 -y 430 —’Y)j) =1
§=0

Consequently, there exists lim (:vg") +x(2")) =0, ie., lim xgn) = lim xg") =
n—00 n—o0 n— 00
0. Thus lim x(™ = eg for any x(©) ¢ 2.

n—oo

The same result can be obtained in the case « =0, 8 < 0, v # 0.

V. Case 8 =0, ay # 0: In this case, one has that the point X = (a/(a +
7),0,7/(cx + 7)) is a unique fixed point of operator V3. If a + v = 1, then
V3(x) = (,0,7) for any x € S2.

Math. Model. Anal., 28(2):194-217, 2023.
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Suppose a + v # 1, then we have
ri=r1(l—-y—a)+a, gh=w(l—7—a), z5=x3(1—7—a)+1.

As these equations define a linear transformation it follows there are the limits

n—1
() _ oy — )z 77j>:~:a
Jim 2" = tm ((1—7 - a)"af +a;0<1 1ma)) =Ti=
3 N o B () N
nl;rrgoxz —nlglgo(l v — )Ty nl;rr;o(l v — o)z 0,
() o, N - 7
i o = tim (0= —arel) #2300y -ap) =7 =

Thus, lim x(™ = X for any x(©) € §2.
n—oo

VI. a) Case v = 0, 8 < 0, « # 0: In this case, one has that the vertex
e1 = (1,0,0) is the unique fixed point of operator V5. We have

i =211 - Bre —a)+a, 25 =xo(1+4Br1—a)<zo, 25=(1—a)rs <x3.

(n) _

One has that hm xé ") = hm 0 ry = 0,i.e., lim x™ = e, for any x(¥ € S2.

n—oo

b) Case v = 0 8>0,«a ;é 0: In this case, one has that the fixed points of
operator V3 are the vertex e; = (1,0,0) and X = (a/, (8 — @) /8,0) whenever
a< <1+ a We have

oy =x1(1 - Bres —a) + o, xh =51+ Pz — ), z5=(1—a)rs <uz;3.

If B < « then lim x() = e, vx(© e §2 and if B > a then hm x(M) = % for

n—oo
any x(©) € §2,
The proof of these claims can be obtained from the results of the next case
setting v = 0.
VII. a) Case oy > 0, § > 0: In this case, one has that the third equation
of (3.8) is a linear transformation. It follows that

n—1

lim a;g") = lim ((1 — —a)”xéo) —i—fyZ(l —y - a)j) =1x}= il
j=0

n—00 n—o00 a+ v :
Evidently, the set I'f5y is an invariant. So, for any x(© ¢ I't3y we have

lim x(”)=< < ,0, 7 )
n—oo OZ-’-’}/ OZ""Y

(n—1)

Let 8 < a, then z, < x9, consequently x2 " < xs 7, that is {m;n)} is a

decreasing and bounded from the below sequence. Consequently, there exists
lim 28" = 2% and it follows existence of lim 2™
n—oo n—oo

Therefore, lim x(™ = x* for any x(9) € $2. Since the points
n—oo

_ *x * *
=z] =1—25 — x3.

_ 2
= (G0 ats) == (5 e )
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are fixed points of operator V3 and the limit point x* should be a fixed point
we get either x* =y or x* = z. But using 0 < 8 < a, one has

af —(a+7)*/(a+7)B <0.

So, the point z cannot be a fixed point and we get lim x(™ =y for ax(® e §2.
n—oo

(n)
3

Let 8 > a. Then from lim x5’ = z3 it follows that for any € > 0, there is
n—oo

a natural ng such that for all n > ng it holds x5 — e < xén) < 2% +¢. From the

second equation of (3.8), we have
S() — B < D < o (al) +

where p(z) =z(B(1 —2)+1—v—a— Bz}).

DEFINITION 3. Let f: A — A and g : B — B be two maps. f and g are called
topologically conjugate if there exists a homeomorphism h : A — B such that,
hof=goh.

Note that mappings which are topologically conjugate are completely equiv-
alent in terms of their dynamics. In particular, h gives a one-to-one correspon-
dence between the set of limit points of f and g.

Consider the function ¢(z). Taking h(x) = az + b one can see that the
function f(x) is topologically conjugate to the well-known logistic map g(z) =
pe(1 — 2) with 1= 1+ af — (@ +7)2/(a + ).

Using 8 > a and (3.7) we have u € (0; 3). For the logistic map the following
is known (see [8]): (i) if u € (0,1] then ¢ has an attracting unique fixed point
x = 0. The all trajectories will approach fixed point = 0; (ii) if u € (1, 3) then
¢ has an attracting fixed point Z = (u — 1)/u and repelling fixed point z = 0.
The all trajectories (except when started at the fixed point) will approach to
fixed point .

From this fact, by the conjugacy argument, it follows that if a8 < (a+7)?
then all trajectories of ¢(x) started an initial point will approach fixed point
x=0. If a8 > (a +v)? then all trajectories of ¢(x) started an initial point
will approach fixed point

Z=(af - (a+7))/(a+7)8).

Thus lim x(™ =z for any x(©) € 52\ (F{l} U F{Q}).

n—oo

b) Case ary > 0, 8 < 0: In this case, one has that the third equation of
(3.8) is a linear transformation. It follows that

n— o0 n—00 o+ '7

n—1
lim xgn) = lim ((1 -y - a)"xéo) +’yZ(1 -y = a)j> =} = v
§=0

As in the above case the set Iy is an invariant and for a x(0) ¢ I't3y, we have

lim x(”)=< < ,0, 7 >
n—oo at+y oty

Math. Model. Anal., 28(2):194-217, 2023.
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It is clear that a, < x, consequently x;") < xé"_1)7 that is {xgn)} is a

decreasing and bounded from the below sequence. Consequently, there exists

nhﬁn;o zgn) gn) =2 =1— a5 — a3,
Therefore, lim x(™ = x* for any x(¥) e §2.
n—oo

= 25 and it follows existence of lim x
n— oo

Since the point y = (ﬁ’ 0, aiﬂ) is a fixed points of operator V5 and the

limit point x* should be a fixed point, so we get x* = y. Thus, we obtain
lim x(™ =y for any x(®) € §2\ (F{l} U F{2}>.

n—oo
Thus, independently on parameters «, 3,~ and initial point x(©) € S? the
limit of trajectory exists. Summarizing the results of cases I-VII, we obtain

Theorem 3. For any x(°) € S? and for the QSO (3.8) with parameters (3.10)
we have

0,1 -2, 2L), if a=~=0,8>0,
(1-2$,0,2L), if a=~=0,8<0,
es, if a=p=0,v#0,
er, if B=7v=0,a#0,
es, if a=0,By#0,
nler;ox(”) ={ X, if 3=0,ay#0,
ey, if v=0,a8#0,8<a,
X, if v=0,a8+#0,8>a,
Yy, if afy#0,8<a,
Y if afy#0,8>a,af < (a+7)?
z, if afy#0,8>a,aB> (a+7v)2.

Figure 3. SIR model of Code Red propagation (black color points) and actual Code Red
propagation (white color points).

Remark 5. Figure 3 shows the (3.8) SIR model’s trajectory of Code Red prop-
agation (in black color points) when N = 350000, 5 = 0.75, I = 1 (see [5]),
v = 0.001, « = 0.4, n = 36 hours and actual Code Red propagation (in white
color points).



On Discrete-Time Models of Network Worm Propagation 209

4 Discrete time PSIDR model

Let us consider discrete time analogues of the PSIDR models of worm propa-
gation. As in the above we make some relations with p;;, we find conditions
on parameters of models (operators) rewriting them in the form (2.6).

Let us fix a natural number ¢ and for any natural n the discrete versions of
the models (2.4), (2.5) has the following form

Sn+1 = Sn — Bsnin — 1{n2t},usnv
in+1 =ip + Bsnln - l{nzt},ufiny

A1 = Lgn>ey (L= 0)dn + pin)
Tn+1 = 1{n2t} (rn +6d,, + /J,Sn) )

where n, m are non-negative integer numbers and 1y,>; = 0 (resp. = 1) if
n <t (resp. n > t).
Consider an operator V : RY — R%, x(W = (xgn),xgn),xgn),xin)) —

KD = V() = (2,2l 2l 2 ) defined by

)

2" = 21— B2l — 1),

xénJrl) _ I(Qn>(1 + mg") = Lin>eyp)s

P S 01— 8) + ),
2 = 1y (@8 + 028" + pan),
where x&nﬂ) = Spa1, xgnﬂ) = lni1, :cgm_l) = dpy1, xinH) = Tpat1, xi") =
Sn,y l’én) = in, xz())n) = d, J:EL”) = r,. Using the notation z} = a:(lnﬂ), xh =
xgm_l), xh = zgn—H), xhy = xinﬂ), = xg"), Ty = zgn), T3 = xén), Ty = xfln)
we have

T = xl(]- — Bxg — l{nzt}:u)’
= 22(1+ w1 — Lp>pp),
Vi : = 4.1
5 = Lsy(aa(1 = 0) 1 juaa), b
1‘21 = 1{n2t}(334 + dx3 + Ml‘l).

8 8
WS
I

For n =0,...,m — 1 the operator V, coincides with V; (see (3.1)) and when
n >t using x1 + x2 + x3 + x4 = 1 we rewrite the operator (4.1) in the form

ah = (1= plai + (1 - B — parzs + (1 — parzs + (1 — p)ziza,

ah = (1= p)ad + (1+ B — parzs + (1 — p)wazs + (1 — p)waws,

ay = pay + (1 —8)a3 + prrze + (1 = §)zrzz + (1 — 6 + p)zaxs
+purozy + (1 — 0 + p)rszy,

o) = px? + 523 + 23 + priws + (n+ 8wz + (1 + p)w12y
+ozoxs + xoxg + (1 4 §)x324.

(4.2)

From the Eqs. (2.6), when m=4 and (4.2), we have the following relations:
P, =1—p, p21=0, p331=0, psg1=0,

Math. Model. Anal., 28(2):194-217, 2023.
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p11,2 =0, p222 =1 — p, p33,2 =0, Paa2 =0,
pi1,3 =0, D223 =i, P33,z =1 — 0, Paa3 =0,
D114 =/, p22,4 =0, D334 =0, Das s =1.

2p121 =1—-8—p, 2p13,1 =1 — p, 2p141 =1 — p,

2p122 =1+ 8 —p, 2p13,2 =0, 2p14,2 =0,

2p12,3 =4, 2p13,3 =1 -6, 2p14,3 =0,

2p12,4 =L, 2p13,4 =p + 6, 2p14.4 =1+ p,

2pa3,1 =0, 2pay,1 =0, 2p34,1 =0,

2paz0 =1 — p, 2p2s0 =1 — p, 2p34,20 =0,

2pa33 =14 p—96, 2p34,3 =1 —6, 2p14,3 =0,

2p23,4 =0, 2p2s 4 =1, 2p344 =146,

Proposition 3. The operator (4.2) maps S® to itself if and only if

0<pu<l, 0<0<1, p—-1<pB<1—p (4.3)
Proof. The proof is similar to proof of Proposition 1. O

Note under condition (4.3) the operator (4.2) is a non-Volterra QSO. It is clear
that if u =60 = 8 =0, then the operator (4.1) is the identity map.

Theorem 4. For any x(©) € S3 the set w(x(o)) of trajectories of QSO defined
by (4.1) and (4.3) has the form:

{0,128 =2l 20 2"V}, if p=05=0,8>0,
{(1- 0) 904),0 2y, 510))}, if p=86=0,8<0,
{(=1”,28”,0,1~ A e}, if p=B=0,6%0,

w(x©) = {(0,0,23,1 — a%)}, if B=8=0,p+#0,
{(0,25,0,1 - x3)}, if 1=0,8+0,8>0,
{(27,0,0,1 - 27)}, if 1=0,8+0,3<0,
{(0,0,73,1 —Z3)}, if 0=0,uB+#0
{ea}, if ud # 0.

Proof. We consider all possible cases.

I.a) Case p = 6 = 0, 8 > 0: In this case, one has that the points of the sets
I'py ={x € 8% : 2, =0} and I'pyy = {x € 5% : 25 = 0} are fixed points of
operator Vy. Further, we get

2y = x1(1 — Ba) < @1, 2h = 22(1 + Bx1) > 22, T4 = 23, T) = 24.

It is clear that hm z( n) _ =z} = xz(.o), 1 = 3,4. Also, it follows that x(ln) <

x§” Y and xQn) > xgn Yiforn =1,2,.... As {x§")} is a bounded from the

below decreasing sequence and {xén)} is a bounded from the above increasing

sequence, we obtain there exist lim gcgn) = z] and lim xé n = x5. Since
n—00

n— oo
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the limit point x* = (x7, 3,5, x}) should be a fixed point, it follows that
lim x(") = (0,1 — xgo) xio)wgo),% ) for any x(©) € §% with x(o) > 0.

n—oo

b) Case u =9 =0, 8 < 0: In this case, also one has that the points of the
sets Iy = {x € % : 21 = 0} and I'j5y = {x € S® : x5 = 0} are fixed points of
operator Vy. Further, we get

2y = x1(1 — Bag) > 21, 2h = 22(1 + B1) < 22, T4 = 73, T) = 24.

It is clear that hm x( m = xf = xz(-o) i = 3,4. Also, it follows that x(ln) <

xgn Y and wén) > xén Yiforn=12,....
As {xgn)} is a bounded from the above increasing sequence and {x2 } is

bounded from below decreasing the sequence we obtain there exist lim x( " =

n—oo
(n)

xf and lim x5 = 3. Since the limit point x* = (z7, x5, 2%, z}) should be
n—oo

a fixed point, it follows that lim x(™) = (1 - xéo) - xio), O,xgo),xflo)) for any

n— oo

x(9 e 8% with xgo) > (0. Thus we have proved following Proposition.
Proposition 4. Let = § = 0 then for any x(©) € S3 it holds

; (n) (0’ 1- 1,:(30) — 2y v x§0)3x510))7 Zf 5 > 0,
M=) (122 = o 0.00 0 0),
n—00 -5 —xy,0,257, 2, ), if B<0.

II. Case 4 = 8 =0, § # 0: In this case, one has that the points of the set
I'isy = {x ¢ S3 : 23 = 0} are fixed points of operator V. We have

! ! A A
) =x1, Th=2x9, x5=(1—20)xs, x), =x4+dzs.

So, lim xgn) = 1;50)7 i =1,2 and it follows xfln) > mfl"*l) forn=1,2,....
n—oo

As {xi")} is an increasing and bounded from the above sequence one has
there exists lim xin) = zj. Further,
n—o0

lim xgn) = lim (1 — (5)33%”71) = lim (1 - (5)"$§0) =0.

n—oo n— oo n—oo

Since the limit point x* = (a;§0), x; ), 0, z) should be a fixed point, it follows

that 2} =1 — xgo) (0), that is hm x( = (z 50),:1:&0),0, 1- xgo) - xéo)) for

any x(9 € $3 with a:g])

> 0. Thus, we have proved following Proposition.
Proposition 5. Ifp=p=0,06#0, then lim x"™ = (xgo)7x2 ),0 1-— ( )
n—oo
) for any x(©) € S3 with x ) > 0.

II1. Case B =9 =0, u # 0: In this case, it’s easy to see that the points of
the set I'fjoy = {x € S3 : 21 = w3 = 0} are fixed points of operator V4. One
has

x’l = ml(l —u) <z, $/2 = $2(1 _N) < T,

/ /
Ty = X3 + Uy > T3, Xy = Tq+ Ur1 > T4.

Math. Model. Anal., 28(2):194-217, 2023.



212 F. Adilova, U. Jamilov and A. Reinfelds

Moreover, it follows

lim 2™ = lim (1 — @)™ = lim (1 - )"z =0, i=1,2.

n— oo n—oo n—oo

Also we get that the sequences {xgn)} {xin)} are increasing and bounded
from the above sequences. Therefore, there are the limits hm x( ) =z}, i=
3,4. Since the limit point x* = (0,0, z%, z}) should be a ﬁxed point, it follows
that = 1 — 23, that is lim x™ = (0,0,2%,1 — z3) for any x(9 € $3 with

n—oo
either zgo) >0 or a:éo) > 0. Thus we have proved following Proposition.

Proposition 6. If 3 =0 = 0, u # 0, then lim x™ = (0,0, x5, 1 — %) for any
n—00

x(0) € 83 with either Jc( ) >0 or x( ) > 0.

IV. a) Case p =0, 6 # 0, § > 0: In this case, one has that the points of
the sets I3y = {x € S% : 2y =23 =0} and Iy = {x € S% : 2y = 4 = 0}
are fixed points of operator Vy. We have

oy =x1(1 = Bag) <z, ah =x9(1+ fr1) > a9,
vy =a3(1 = 0) <@y, af =4+ w3 > 740

Therefore, it follows that {xln)} {x(n)} are bounded from the below decreasing
sequences and {.Z‘ } {x ’ } are bounded from the above increasing sequences.

Consequently, there are the limits lim ZE( ™ = =z}, i=1,2,3,4. Since the limit

n— oo
point x* = (z}, x5, x5, 5) should be a fixed point, it follows that lim x(™) =

n— 00
(0,23,0,1 — a3) for any x(©) € §3\ (I'uzy U T 1ay).
b) Case 4 = 0,9 # 0, 8 < 0: In this case, also the points of the sets
I'psy ={x €S : 2y =23 =0} and I'j1gy = {x € 8% : 2y = 24 = 0} are fixed
points of operator V. We have

oy =2(1 = Bag) > 21, 2 =x2(1 + 1) < x9,
xh =x3(1 —08) < w3, ) =mx4+0x3> 14

Therefore, it follows that {x&")}{xin)} are bounded from the above increasing
sequences and {xgn)} {xén)} are bounded from the below decreasing sequences.

Consequently, there are the limits hm :B( ™ = i=1,2,3,4. Since the limit
point x* = (z7, x5, 2%, x}) should be a fixed point it follows that lim x(™) =
n—oo

(2%,0,0,1 — z¥) for any x(©) € §3\ (I'f13y U I'f14y). Thus, we have

Proposition 7. Let =0, § # 0, then for any x©) € S it holds

lim x!
n—oo

) _ (0,23,0,1 —a3), if B>0,
| (21,0,0,1 - 23), if B<O.
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V. Case § =0, p # 0,8 > 0: In this case, one has that the points of the set
Ioy = {x € S3 . 1 = x9 = 0} are fixed points of operator V;. We have

oy =21 = Bag —p) > 1, x5y =22(1+ fay — p),
Th =3+ pre > T3, Ty = T4+ T > T4

So, it follows that {z{"},{z{™} are bounded from the above increasing se-

quences. Hence, there are the limits lim m( ) — Z;, 1 = 3,4. One has that
n—oo

lim ( (n )Jr:z:(n))* hm (1 u)( (=) 4 4 (n 1))* lim (1—p)" ( (0)+x(0)) =0,

n— oo n—oo

that is lim 355 " = lim = 33( " = 0. Thus, lim x(™ = (0,0,23,1 — 23) for
n— oo

n—oo n— oo
any x(0) € §3 \ I'fi2y.
The same result can be obtained in the case § = 0, u # 0,58 < 0. Thus, we
have proved following Proposition.
Proposition 8. If § = 0, i # 0, then lim x™ = (0,0,Z3,1 — Z3) for any
n—oo
X(O) S S3 \ F{12}.

a) Case ud # 0, § = 0: In this case, it is easy to verify that the vertex
e, = (0,0,0,1) is a unique fixed point of operator V4. One has

vy =x1(1—p) <z, o =x2(1 — p) <o,

= (1 —08)xs + pxe, x) =4+ 0v3+ pr1 > T4

Hence, {xi")} is an increasing and bounded from the above sequence. Conse-
(n)

quently, there is the limit lim z,; ' = x}. We have
n—oo

Hence, there is the limit lim x§"> = 1—x7. Since the limit point x* = (0,0, 1—

x},x}) should be a ﬁxed pomt it follows that 23 = 1, that is lim x(") = e,
n—oo

for any x(©) € 3.
b) Case ud # 0, 8 > 0: In this case, it is easy to verify that the vertex
e, = (0,0,0,1) is a unique fixed point of operator V4. One has

o) =x1(1— fag —p) >z, ah=2o(1+ By — p),
(1 —08)x3 + pxe, ) = x4+ 023+ pwy > 4.

3

Hence it follows that the sequence {xin)} is a bounded from the above increasing

sequence. Therefore there exits the limits lim 1:4(1") = xj. It easy to check that
n—oo

lim (mgn)—i—x(n))— hm (1 1) (2 (n— 1)—1—13(" 1))— lim (1— p)"(z ()—l—x(o)) 0,

n—oo n—o0
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(n) (n)

that is lim z} = lim =z,
n—oo n—oo

=0. Consequently, there is the limit lim ac:(),") =
n—oo

1 — 2. Since the limit point x* = (0,0, 1 — 2}, z}) should be a fixed point, it
follows that 23 = 1. Thus, lim x(™ = e, for any x(*) € 3,
n—oo
The same result can be obtained in the case ué # 0, 8 < 0.

Proposition 9. If 4§ # 0, then lim x() = ey for any x(©) € 3.
n—oo

Collecting together all Propositions 4-9 we finish the proof of Theorem 4. O

10F 2090000000

2.12.2.2.%.%., L .
10 15 20 25 30

Figure 4. PSIDR model of Code Red propagation (black color points) and actual Code
Red propagation (white color points)

Remark 6. Figure 4 shows the (4.1) PSIDR model‘s trajectory of Code Red
propagation (in black color points), when N = 350000, 5§ = 0.75, I = 1 (see [5]),
© = 0.0001, § = 0.2, n = 36 hours, here 12 points of SIS model and the next
24 points of PSIDR model and actual Code Red propagation (in white color
points).

5 Conclusions

We have considered discrete-time dynamical systems generated by known SI-
SIR-PSIDR worm propagation models and studied their trajectory behaviours
on the basis of the theory of QSOs. We showed that any trajectory of such
models approaches to a fixed point (Theorems 1-4), that is the future of such
system is stable (predictable).

It is worth mentioning that in [18] for the continuous time SIR model (2.3)
is given a sufficient condition for worm propagation. In Theorem 3 for the
discrete version of (2.3) the full description the set of limit points is given.
The theoretically analysis of the continuous time PSIDR model (2.5) gives
that formally for any practically realized parameters any worm no virus (single
virus) is able to completely repress the computer network if S(0) > 0 [3]. The
Theorem 4 shows that the worm theoretically can do it and it depend of the
parameters and an initial state of network (e.g. when § > 0 enough small).

Note the cases when 8 < 0 which are impossible in real epidemic situa-
tions, but these cases are also interesting from a purely mathematical point of
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view. For example for the PSIDR models in another cases the obtained results
have the following interpretations: Let x(*) = (;vgo),xéo),xgo),xio)) € 53 be

an initial state (point), that is x(9) is the probability distribution on the set
{S,I,D, R} of system. By Theorem 4 the trajectory x(™) of the initial point
approaches a limit point x* ( an equilibrium state) this means that the future of
the system is predictable: each S, I, D, R arises with probability x7, 3, x5, x},
respectively. For example, the infected nodes, I, of the total network (nodes)
will disappear if its probability x5 is zero, that is in this case the worm will
disappear. By Theorems 1-4, in almost all cases, the limits points are in a
worm free equilibrium state. Any fixed point of the operator V is an equilib-
rium state and Theorems 1-4 give that system may have a continuum set of
equilibrium states, the system stays in a neighborhood of one of the equilib-
rium states (stable fixed point), which depends on the initial state and on the
parameters.

Thus the discrete-time dynamical systems generated by SIS, SIR, PSIDR
models on basis QSOs also approximate the real conditions and computer sim-
ulations showed the close to the real data results. At the same time our simu-
lation results allow practically repeat a real worm behavior. The discrete-time
SIS and PSIDR models simulations showed the most close to the real data re-
sults as the continuous time models [6] and as the multiagent model which one
introduced [5].

The results of analysis of discrete-time models on basis QSOs led to the
conclusion about the appropriateness of such discrete models in computer net-
works.
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