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Abstract. This study investigates the influence of blockchain and smart contracts on partners’ trust,
increasing visibility, competitiveness, and environmental performance when implemented in manu-
facturing supply chains. Partial least squares (PLS) was the main method used to test and verify
the research model and hypotheses. According to the test results, blockchain and smart contracts
positively influence partners’ trust. Increasing trust produces a positive effect on increasing visibility,
further promoting competitiveness and environmental performance. However, the vulnerability of
smart contracts still causes information security concerns. If smart contracts are adopted for an
extended time, partners will worry about problems of information vulnerability stemming from
the smart contract, further reducing trust and affecting visibility. Regarding academic implications,
this study not only proves the relationship between blockchain, smart contracts, partners’ trust,
increasing visibility, competitiveness, and environmental performance. In addition, we also proved
the vulnerability of smart contracts; our test results fill these gaps. Regarding practical implications,
with extended contract periods, partners may expand their doubt in the smart contract and reduce
information sharing, further affecting visibility. Manufacturers are reminded that smart contracts
may carry hidden trouble that disrupts the relationship between partners’ trust and visibility.

Keywords: supply chain, blockchain, smart contract, trust, visibility, competitiveness, environ-
mental performance.

JEL Classification: M15, M11, L23.

Introduction

In the supply chain of heavy manufacturing industries, visibility is a critical factor in raising
production and manufacturing efficiency in the industry. Supply chain visibility is defined
as the extent to which actors within a supply chain have access to or share information that
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they consider key or useful to their operations and that they consider will be of mutual ben-
efit (Barrat & Oke, 2007). Kurniawan et al. (2017) indicated that a greater level of visibility
offers a complete view of the production process, from outbound suppliers to the ultimate
customers. Visibility also improves confidence and helps maintain practices of related pro-
duction activities under the supply chain, assisting firms in controlling production costs.
In addition, other priorities, including quality, delivery, and production flexibility (Somapa
et al., 2018), can all be improved and further realize competitiveness. Moreover, greater vis-
ibility also helps control and improves the production environment. Therefore, air emissions,
recycling wastewater, solid waste discharge, and the consumption of hazardous, harmful,
and toxic materials can be controlled and improved (Dubey et al., 2020), achieving greater
environmental performance.

To raise visibility, information sharing between manufacturers and partners is impor-
tant for increasing visibility. Information sharing in the supply chain is defined as partners’
willingness to make strategic and tactical data, such as inventory levels, forecasts, sales pro-
motion, strategies, and marketing strategies, available to firms forming supply chain nodes
(Al-Doori, 2019). Lotfi et al. (2013) indicated that information sharing brings a significant
advantage in increasing visibility. However, effective information sharing depends on trust
between partners. High levels of trust will drive partners’ willingness to share related infor-
mation, and a lack of trust may impede information sharing (Lotfi et al., 2013). Based on the
above, to increase visibility, trust should be improved between partners.

However, in the real world, promoting trust is a serious problem. Li and Wang (2021)
indicated that low safety factors of information sharing and high-risk coefficients exist in
the linkage between manufacturers and partners. Partners worry that strategic and tactical
information can be leaked under the information sharing process, causing serious benefit
damage. Therefore, to improve partners’ trust, information security should be strengthened.
Information security is defined as protecting information assets, such as an organization’s
core technology (Park et al., 2021). When information security is strengthened, it is possible
to promote partners’ trust. When the trust level rises significantly, partners will increase their
intention to share related information (Panahifar et al., 2018), resulting in increased visibility.

Although practitioners have tried to implement different information technologies to
strengthen information security, information vulnerability is consistently difficult to improve.
With the emergence of blockchain technology and smart contracts, information security has
improved significantly. Based on the effects of blockchain and smart contracts on informa-
tion security, related studies, such as Colak et al. (2020), found that partners’ trust can in-
crease significantly because information security is ensured. Habib et al. (2020) pointed out
a key reason: the method’s decentralization and immutability characteristics highly improve
information security. In addition, a smart contract is usually involved in implementing the
blockchain in supply chain operational operations. Smart contracts can analyse information
sharing and further produce decisions to improve related production activities. According
to Francisco and Swanson (2018), applying a smart contract can ensure that information
sharing and processing occur without human interaction; therefore, smart contracts reduce
information leaking and significantly increase partners’ trust and intent to share information.
This is why implementing blockchains and smart contracts can ensure increasing visibility. In
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addition, related studies, such as Dujak and Sajter (2019) and Hamledari and Fischer (2021),
indicated that implementing blockchain and smart contracts raises partners’ trust and further
promotes information sharing intention. As a result, information process transparency also
improves, which again increases visibility.

The above discussion suggests a conceptual framework: implementing block chains and
smart contracts positively influences information security and partners’ trust level and fur-
ther promotes the visibility of the manufacturing supply chain. With visibility increasing,
competitiveness and environmental performance are also realized and achieved.

Implementing block chains and smart contracts seems to have greater influence in raising
partners’ trust, increasing visibility, and realizing greater competitiveness and environmental
performance; however, smart contracts still have a hidden issue in information security. The
smart contract’s algorithm code is usually open on a blockchain platform (Chia et al., 2018;
Demir et al., 2019), and in the real world, malicious attackers can steal internal information
and cause serious damage to the blockchain. A few real cases exist in which vulnerability
related to smart contracts caused attacks. Thus, information security is possibly threatened
due to the vulnerability of the smart contract. If the hidden trouble of smart contracts exists,
it also affects the blockchain. Due to this smart contract vulnerability, an increasing number
of practitioners are asking if the influence of blockchain and smart contracts truly, positively
affects partners’ trust and increases visibility.

This study will explore and verify the influence of block chains and smart contracts and
try to understand whether the implementation of block chains and smart contracts has posi-
tive effects on partners’ trust, increasing visibility, competitiveness, and environmental per-
formance. This study will also explore the hidden trouble of smart contract vulnerability
and its potentially negative effect in disrupting partners’ trust and visibility, further affecting
competitiveness and environmental performance. Based on our research purpose, the study
structure is as follows. In Section 1, we describe the literature review. In Section 2, we build
research hypotheses and a theoretical framework. Section 3 describes the methodology. In
Section 4, we test and verify the research hypotheses and discuss them using empirical cases,
followed by our conclusions.

1. Literature review and theoretical framework development
1.1. Development of block chain and smart contracts

The manufacturing supply chain faces a serious challenge: increasing information security to
ensure partners’ trust. For this reason, blockchain technology seems to be a viable solution.
The first mention of blockchain goes back to 1991, when Stuart Haber and Scott Stornetta
described a cryptographically secured blockchain (Hechler et al., 2020). Then, in 1992, the
system was upgraded with the Merkle tree approach, which optimized and combined all tasks
into one. Although its patent was cancelled in 2004, in 2008, Bitcoin emerged (Nakamoto,
2008).

Blockchain and Bitcoin were developed before we all became part of the world of cen-
tralization, in which any transaction depends on third-party institutions, such as banks,
exchange houses, or supervisor units. However, transactions related to centralization have
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potential transaction time costs (Treiblmaier, 2018). Transaction records can be changed or
leaked when subjected to malicious web attacks, affecting new transaction verification or
business information security. When Bitcoin emerged, it helped to eradicate most of these
problems. Bitcoin is a virtual currency, and its practice depends on blockchain technology;
it uses distributed ledger technology to finish transactions. How does this distributed ledger
technology support Bitcoin transactions? First, only two roles exist in the transaction envi-
ronment, namely, traders and miners. When a transaction appears, a third-party institute
is not required to verify that the transaction is credible; thus, traders can directly complete
transactions with other Bitcoin traders. However, all transaction records are verified and
encrypted by miners’ algorithms and then saved in Bitcoin. Next, the Bitcoin transaction
records are uploaded to every trader as a block of information. Due to the miners’ help veri-
tying the transaction’s credibility, they are rewarded with a few Bitcoins. When new transac-
tions appear, miners can help to verify them; the related blockchain information is seen as
immutable, and traders can review previous records and track transactions. Every trader
can also check the credibility of new transactions based on prior transaction records. This
application of Bitcoin is called “blockchain 1.0” (Angelis & da Silva, 2019).

The concept of smart contracts began in 1994 (Szabo, 1997), and smart contracts have
been widely applied in Bitcoin. Ether is a new virtual currency, and its concept is the same as
that of Bitcoin; however, Ether is combined with smart contracts to enhance the transaction
function. Smart contracts are executable codes that run on top of a blockchain to facilitate,
execute, and enforce an agreement between untrusted parties without involving a trusted
third party (Alharby & Van Moorsel, 2017). Traders can jointly design and develop better
transaction decisions to enhance their cooperative efficiency. This process is referred to as
“blockchain 2.0” (Angelis & da Silva, 2019). Blockchain has recently been combined with the
Internet of Things and is widely applied in different areas while disassociated from Bitcoin;
this is referred to as the “blockchain 3.0 era”

1.2. The relationships between partners’ trust and the increase in visibility,
competitiveness, and environmental performance

According to Yu and Goh (2014), “operationally, supply chain visibility has been linked to
the capability of sharing timely and accurate information on exogenous demand, quantity
and location of inventory, transport-related cost, and other logistics activities throughout
an entire supply chain”. Barratt and Oke (2007) and Brandon-Jones et al. (2014) indicated
that visibility is essential in managing supply chains. Dubey and Altay (2018), combined
with the view of Christopher and Lee (2004) and Brandon-Jones et al. (2014), further indi-
cated that “visibility is related to the flow of information and allows supply chain partners
to coordinate as they can see each other’s inventory levels and replenishment quantities.
This transparency in information flows can improve confidence and reduce interventions,
which in turn improves decision-making”. Singh et al. (2019) indicated that visibility is de-
fined as the ability of supply chain managers to see and locate disruptive events from one
end of the supply chain to another.

Why does visibility play a critical factor in promoting manufacturing supply chain com-
petitiveness and environmental performance? When visibility is expanded, the production
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process of the manufacturing supply chain becomes apparent, which can encourage pro-
duction practices, avoid waste, and decrease redundant production activities (Zhuo et al.,
2021). In addition, manufacturers can understand different situations, such as inventory,
capacity, and related production resources. Therefore, it is easy for manufacturers to coor-
dinate with partners to develop or improve a production process (Li et al., 2019). Accord-
ing to Brusset (2016) and Prajogo et al. (2018), the production process can be improved
to maximize process performance, such as cost, quality, delivery, and flexibility, and fur-
ther realize highly level competitiveness. In addition to competitiveness, environmental
performance can also be realized. Klueber and O’Keefe (2013) indicated that increasing
visibility contributes to improved performance in environmental sustainability, such as
air emissions, recycling wastewater, preventing solid waste discharge, and preventing the
consumption of hazardous, harmful, and toxic materials (Dubey et al., 2020). Therefore,
Saqib and Zhang (2021) indicated that supply chain visibility has a critical influence on
promoting sustainable manufacturing supply chain practices. Thus, it will further impact
sustainable environmental performance.

Based on the above, understanding the issue of how to expand visibility is essential. Ac-
cording to Kumar et al. (2018), effective information sharing enhances visibility. Therefore,
having high levels of information sharing intention is important in promoting increased
visibility. However, having high information sharing intention depends on partners’ trust
(Ha et al,, 2011). Based on the above, we can infer that if partners lack increased levels
of trust, then it is difficult to require partners to share related information, which affects
increasing visibility. Trust is defined as an actor’s expectation that other actors will perform
without monitoring or control mechanisms in ways that consider mutual benefits (Benitez
et al., 2020; Dubey et al., 2020). In addition, trust is a key predictor of information ex-
change (Moberg et al., 2002). Barratt and Oke (2007), Fawcett et al. (2007), and Frazier
et al. (2009) also indicated the importance of trust in information sharing between supply
chain partners through empirical tests. Through trust, connectivity between partners can
be improved. Dubey et al. (2017) explored the relationship between connectivity between
partners, information sharing, and supply chain visibility through a resource-based view.
They indicated that supply chain visibility is a critical resource. Producing visibility as a
critical resource depends on excellent, trust-based supply chain connectivity.

Based on the above, three possible path relationships exist, and the following three hy-
potheses can be developed:

HI. Partners’ levels of trust have a positive effect on increasing visibility.

H2a. Increasing visibility promotes competitiveness.

H2b. Increasing visibility promotes environmental performance.

1.3. The influence of blockchain in the relationship between partners’ trust and
increasing visibility

In the existing research, more researchers have focused on the relationship between block-
chain and information security and relationships with partners’ trust and increasing visibility.

First, in information security, Namasudra et al. (2021) indicated that data or information
security had become a critical issue in the information technology industries. Block chain
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technology is widely used for improving data or information security because it has several
key properties, such as decentralization and immutability. Based on decentralization and
immutability, when blockchain is implemented in the manufacturing supply chain, its
efficiency in information security promotes partners’ trust, driving all partners to share
related information and further improving efficiency in increasing visibility. Decentral-
ization refers to the transfer of control and decision-making from a centralized entity
to a distributed network. Therefore, shared information from partners is impossible to
control. Primarily, the distributed network uses distributed ledger technology to save
every transaction or shared information; therefore, all data have the feature of immuta-
bility (Domingo et al., 2020). Based on decentralization and immutability, all informa-
tion from partners is then uploaded to the blockchain to create a reliable, transparent,
and secure decentralized platform, where all supply chain actors can interact in a highly
secure environment and touch real information (Tian, 2016; Azzi et al., 2019). Based on
the above, Kshetri (2018) and Moosavi et al. (2021) indicated that blockchain could help
achieve robust cybersecurity, increasing partners’ trust.

Second, according to Valero et al. (2020) and Pifeiro-Chousa et al. (2021), the im-
plementation of blockchain changes the original organizational environment. Based on
trust and high information security, every participant on the blockchain platform will
raise intention and further share related information to interact with other participants.
Therefore, communication will be easy in the organizational environment, and all corpo-
rate environments will become transparent. Thus, when blockchain is implemented in a
manufacturing supply chain, transparency will increase supply chain visibility. Rogerson
and Parry (2020) found that implementing the blockchain creates a reliable transparency
transaction environment, and all transactions and shared information exist unchange-
ably without anyone’s control. Therefore, it has a positive effect on increasing visibility.

Based on the above, we can develop the following hypotheses:

H3a. The influence of blockchain technology has a positive effect on partners’ trust.

H3b. The influence of blockchain technology has a positive effect on increasing visibility.

1.4. The direct, mediating, and moderating effects of smart contracts

Smart contracts are also involved in block chains, and they apply in related information
processing in the manufacturing supply chain. Specifically, the application of smart contracts
can be designed in two ways: the first is to enhance distributed ledger technologies (Al Khalil
etal., 2017). Therefore, it can improve the ability to save information. Second, smart contracts
can be applied to process and analyse related information, further producing related deci-
sions to promote operational efficiency in the manufacturing supply chain. The application
of smart contracts also features decentralization; therefore, they can effectively process and
analyse related information without human interaction (Francisco & Swanson, 2018). Based
on the above, participants’ trust in the blockchain will rise significantly, and they will be more
willing to share related information due to the application of smart contracts (Kirkman, 2018;
Javaid et al., 2019). In addition, smart contracts can enhance information saving, analysis,
and processing and raise participants’ trust and willingness to share related information; thus,
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they also generate information and transaction transparency. Therefore, smart contracts will
positively affect the increase in visibility (Montes et al., 2019). Moreover, according to Chang
et al. (2019) and De Giovanni (2020), the application of smart contracts also promotes the
influence of the blockchain in information security. Therefore, Choo et al. (2020) believed
that smart contracts play a more significant mediating role between blockchain contracts
and participants’ trust.

However, the current study reinforces the conflicts and questions related to the applica-
tion of smart contracts. Such conflict may break partners’ trust and limit increasing visibility
when smart contracts’ information security and vulnerability are questioned because the
smart contracts’ code is usually open on a blockchain platform, where information vulner-
ability may appear. A blockchain safety service provider, PeckShield, indicated that more
than 12 hacker events occurred from 2018 to 2020, all of which attacked the vulnerability of
smart contracts, even affecting and seriously damaging the blockchain platform. Therefore,
Chen et al. (2020) indicated that smart contracts still have user risks, which will affect trust
and the use of smart contracts. If trust is damaged, visibility will be affected. Therefore, smart
contracts may have a moderating effect on the relationship between trust and visibility. In
addition, if a moderating effect exists, smart contracts may not positively promote blockchain
technology, which is a conflict noted in the existing studies. Based on the above, we propose
the following hypotheses:

H4a. Smart contracts have a positive effect on partners’ trust.

H4b. Smart contracts have a positive effect on increasing visibility.

HS5. Smart contracts also have a mediating effect on the relationship between blockchain
and partners’ trust.

H6. Smart contracts have a moderating effect on the relationship between partners’ trust
and increasing visibility.

1.5. Theoretical framework

According to the related literature review and hypothesis development, this study develops
a theoretical framework, as shown in Figure 1.

Influence of smart

/’ contract \ Competitiveness

Influence of

blockchain Increasing of <

visibility

\ /‘ Environmental
Partners’ trust

performance

Figure 1. Research theoretical framework
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2. Methodology
2.1. Questionnaire construction, data collection, and sample profile

Based on the theoretical framework, the authors designed a questionnaire to collect data to
verify the hypotheses. Six constructs, namely, partners’ trust, increasing visibility, competi-
tiveness, environmental performance, the influence of the blockchain, and smart contract
application, are involved in the theoretical framework; we used related literature to design
measurement items for these six constructs. The responses were based on a five-point Lik-
ert scale, and the questionnaire is shown in Table 1. The questionnaire was distributed in
China to 1000 manufacturers who implemented blockchain and smart contracts to promote
information sharing security and filter fake information during the sharing process of their
manufacturing supply chain. This study focuses on the supply chain of the heavy manufactur-
ing industry; therefore, our sample collection follows the classification of the manufacturing
industry in the International Standard Industrial Classification (ISIC). In the ISIC, heavy
manufacturing industry includes manufacture of fabricated metal products, except machin-
ery and equipment; manufacture of computer, electronic and optical products; manufacture
of electrical equipment; manufacture of machinery and equipment not elsewhere classified;
manufacture of motor vehicles, trailers and semi-trailers; manufacture of other transport
equipment; and others’ production fabrication. We received 397 completed questionnaires
for a response rate of 39.7 percent. Table 2 shows the respondents’ profiles.

Table 1. Constructions and items, and citation sourcing

Constructs Items Citation sourcing

PT1: I am willing to share any valuable information with my
partners

PT2: I believe that our partners are certainly willing to offer real Kim and Shin

Partners’ trust | information to enhance our integration and collaboration to 8823)022(3 al
achieve more efficiency. (2020)

PT3: I fully believe that any information from partners certainly
promotes cooperation between partners.

LV1: Increasing partners’ capability for process integration
means the visibility will be increased significantly.

LV2: When partners’ abilities regarding integration sourcing,
transport, service process, and other internal areas improve

Increasing of | significantly, visibility will be increased. Zhu et al. (2018)

R and Dubey et al.
visibility LV3: It is easier to share and obtain operational plans (i.e., (2020)

distribution and storage plans) with partners, which means
increased visibility.

LV4: It is easier to share and obtain strategic information, which
means visibility will be increased.

CT1: Cost.
Competi- CT2: Quality. Somapa et al.
tiveness CT3: Delivery. (2018)

CT4: Flexibility.
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End of Table 1

Constructs Items Citation sourcing

EP1: The control of air emissions.

Environ- EP2: The improvement of recycling wastewater.

- - - Dubey et al.
mental EP3: The prevention of solid waste discharge. (2020)
performance

EP4: The prevention of the consumption of hazardous, harmful,
and toxic materials.

BI1: The company and partners will promote their information
sharing intentions due to the immutability and decentralized
block chain technology, which can avoid security breaches.

BI2: Due to the efficiency of the immutability and decentralized |Shin (2019) and
block chain technology, the related information security is Falcone et al.
better than that of other information technology. (2021)

Influence of
blockchain

BI3: Decentralization will establish a closed-loop peer-to-
peer network, and any information sharing in the network is
immutable.

SC1: A smart contract provides secured information analysis
and processing.

Influence
of smart
contract

SC2: A smart contract reduces the occurrence of disputes

. . Badi et al. (2021)
among contracting parties.

SC3: A smart contract increases trust among contracting
parties.

Table 2. Sample profile

Characteristics Profiles

Supervisor = 62.2%
Rank of respondents | Middle manager = 28.7%
Executive = 9.1%

Manufacture of fabricated metal products, except machinery and
equipment = 13.6%

Manufacture of computer, electronic and optical products = 25.4%

Type of product Manufacture of electrical equipment = 21.2%

(Industry description) | Manufacture of machinery and equipment not elsewhere classified = 20.4%
Manufacture of motor vehicles, trailers and semi-trailers = 11.1%
Manufacture of other transport equipment = 7.6%

Others = 0.8%

Age of Under 1 year = 8.82%
implementation of 1 year to 3 years = 54.91%
blockchain and smart |3 years to 5 years = 25.19%
contract Over 5 years = 11.08%

2.2. Research methods

Partial least squares (PLS) analysis is convenient for estimating path relationship models
with latent variables while including mediation and moderation effects. In PLS analysis,
bootstrapping is used to test the statistical significance of the hypothesized relationships.
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The bootstrapping procedure entails generating 5000 subsamples of randomly selected cases
with replacement. Under the analysis process, the path coeflicients are generated for each
randomly selected subsample, and the t value is calculated for every coefficient. According to
the calculation results, the path coefficient and t value are statistically significant and can thus
be applied to evaluate the research hypotheses. As the analysis tool, we use SmartPLS 3.0.

The constructs’ validity and reliability are tested first to determine the theoretical frame-
work and hypotheses with PLS. Factor loadings, composite reliability (CR), and average vari-
ance extracted (AVE) are the main indices used to measure validity and reliability. Regarding
the requirements of the indices, the factor loadings should exceed 0.3. According to Ghorbani
et al. (2019), “if the factor loading is lower than 0.3, the relationship is considered weak and
is discarded. In the 0.3-0.6 range, it is deemed acceptable, and if greater than 0.6, it is very
desirable”. Likewise, the CR and AVE values should exceed 0.7 and 0.5, respectively (Hair
et al., 2016). However, if an AVE value is lower than 0.5 and a CR value is above 0.6, then
the situation can be accepted (Fornell & Larcker, 1981).

After testing with PLS, the model’s goodness of fit is measured using the standardized
root-mean-square residual (SRMR) as the main index. SRMR was initially proposed for use
in combination with CB-SEM, but it has also been extended to PLS. This study implements
SRMR because it provides an approximate measure of model goodness of fit and has been
widely adopted for this purpose.

Finally, we must consider covariance-based SEM, such as AMOS & Lisrel, to analyse our
theoretical framework. According to Hair et al. (2011), if the research predicts key target
constructs, identifies key driver constructs, is exploratory, or is an extension of an existing
structural theory, then PLS can be adopted. If the research tests or compares alternative
theories, then a covariance-based SEM such as AMOS & Lisrel should be adopted. Our
theoretical framework explores key driver constructs, such as the efficiency of blockchain
and the influence of smart contracts; therefore, we adopted PLS.

3. Results and discussion
3.1. Test results

We first analyse the validity and reliability of the constructs, as shown in Table 3. The factor
loadings of the items related to partners’ trust, the increasing visibility, environmental per-
formance, the influence of blockchain, and the smart contract application are all higher than
0.3. However, the factoring loadings of the items related to competitiveness have an unusual
situation, i.e., item CT1 (cost) is lower than 0.3. Therefore, these loadings should be dropped;
however, the results may indicate that cost performance is hard to realize by increasing vis-
ibility. After dropping CT1, all the factor loadings from the six constructs are higher than 0.3.
In the CR and AVE, the CR and AVE values of partners’ trust, increasing visibility, efficiency
of blockchain, and the influence of smart contracts are higher than 0.7 and 0.5. However, the
AVE values for competitiveness and environmental performance are lower than 0.5, while
their CR values are higher than 0.6. Thus, according to Fornell and Larcker (1981), situations
of competitiveness and environmental performance can be accepted.
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Table 3. Test results of construction validity and reliability

Constructions Items Factor loading CR AVE
PT1 0.782

Partners’ trust PT2 0.819 0.849 0.651
PT3 0.820
LV1 0.778

Increasing of visibility LV2 0736 0.858 0.601
LV3 0.814
LV4 0.772
CT2 0.568

Competitiveness CT3 0.761 0.617 0.362
CT4 0.429
EP1 0.349

Environmental performance Ep2 0880 0.650 0.353
EP3 0.318
EP4 0.645
BI1 0.863

Influence of blockchain BI2 0.782 0.866 0.683
BI3 0.833
SC1 0.835

Influence of smart contract SC2 0.718 0.834 0.628
SC3 0.818

The PLS test results are shown in Table 4. In terms of construct variances, partners’
trust represents 63.2% of the variance, increasing visibility represents 72.9%, competitiveness
represents 7.3%, environmental performance makes up 2.4%, and 33.0% of the variance is
allocated to the application of smart contracts.

Regarding the test results of the hypotheses, the path coefficient for the relationship be-
tween partners’ trust and increasing visibility is 0.196 (p <.01); thus, H1 is supported. The
path coefficients for the relationship between increasing visibility, competitiveness, and en-
vironmental performance are 0.269 (p <.01) and 0.155 (p <.01), respectively, which supports
H2a and H2b. The path coeflicient for the relationship between the influence of blockchain
and partners’ trust is 0.706 (p <.01), and the path coefficient for the relationship between
the influence of blockchain and increasing visibility is 0.533 (p <.01), which supports H3a
and H3b. The path coefficient for the relationship between the application of smart contracts
and partners’ trust is 0.141 (p <.01), and the path coefficient for the relationship between the
application of smart contracts and increasing visibility is 0.155 (p <.01). Thus, this supports
H4a and H4b. The path coefficient for the relationship between the application of smart
contracts and the influence of blockchain is 0.574 (p <.01). Combined with the results of H3a
and H4a, H5 was supported; thus, we can prove that the influence of smart contracts also
has a mediating effect on the relationship between the influence of blockchain and partners’
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trust. Finally, the path coefficient of the moderating impact on smart contracts is —0.062
(p <.05); therefore, its moderating effect exists. In addition, this path coefficient is negative,
which means that if a smart contract exists, it is possible to weaken the relationship between
partners’ trust and increasing visibility.

Table 4. PLS structural model results

Hypotheses Path coefficient t-value Results

Partners’ trust -> increasing of visibility .180 3.669** Supported
Increasing of visibility -> competitiveness 279 6.445%* Supported
;r:;;gilslilr;i Coef visibility -> environmental 163 35094+ Supported
Influence of blockchain -> partners’ trust .706 19.978** Supported
Influence of blockchain -> increasing of visibility .533 9.858** Supported
ir:;ll}[lrear;ie of blockchain -> influence of smart 150 4792+ Supported
Influence of smart contract -> partners’ trust .141 3.437** Supported
i?ggﬁﬁ;e of smart contract -> increasing of 155 47254 Supported
Moderation effect of smart contract -.062 2.157* Supported
Variance explained in the endogenous variables

Partners’ trust R? = .632

Increasing of visibility R?=.729

Competitiveness R?=.073

Environmental performance R? = .024

Influence of smart contract R? =330
Model fit SRMR 072

Note: *p < .01, *p < .05.

Based on the above, we can provide an answer for our research purpose. Blockchain
and smart contracts have a significant positive influence on increasing partners’ levels
of trust, thereby increasing visibility and furthering the realization of competitiveness in
environmental performance. In addition, smart contracts have a mediating effect on the
relationship between blockchain and partners’ trust. Its application can produce a greater
stimulus to promote the influence of blockchain and further increase partners’ trust, there-
by promoting competitiveness and environmental performance. In addition, the influence
of blockchain and the application of smart contracts have a positive effect on increasing
visibility. In addition, Figure 2 presents proof of the moderating effect of smart contracts.
Therefore, this proved that the vulnerability of smart contracts still has a negative impact;
it will gradually weaken the relationship between partners’ trust and increasing visibility.
Therefore, while smart contracts have a positive effect, their application is still doubted
and not highly trusted.
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Figure 2. Test result for moderation effect

3.2. Discussion

This section further discusses the test results, according to which, implementing block-
chain and smart contracts positively affects partners’ trust. Partners’ trust will rise be-
cause blockchain and smart contracts can improve information security. When informa-
tion security is ensured, partners will raise their trust and information sharing intention,
producing greater efficiency in increasing visibility. The influence of blockchain and
smart contracts on information security drives the saving of related information, and
processing becomes transparent without human interaction. Therefore, test results also
found that blockchain and smart contracts directly promote increased visibility. The
test results are the same as those of existing studies, such as Sunmola and Apeji (2020)
and Hamledari and Fischer (2021). With the visibility increase, manufacturers and their
partners will easily improve and control all production processes, promoting production
priorities and controlling redundant production activities, further realizing and achiev-
ing high levels of competitiveness and environmental performance. These test results are
also the same as those of existing studies, such as Brusset (2016), Prajogo et al. (2018),
Klueber and O’Keefe (2013), and Saqib and Zhang (2021).

However, this does not mean that the influence of blockchain and smart contracts is
always positive. According to the test results, smart contracts moderate the relationship be-
tween partners trust and increasing visibility, meaning that smart contracts’ vulnerabilities
can cause partners to worry. Therefore, a long-existing smart contract will weaken the re-
lationship between partners’ trust and increasing visibility. Because a smart contract’s code
is open on blockchain platforms, many hacker attacks target the information vulnerability
of smart contracts. Based on the above information and following our test results, we be-
lieve that smart contracts positively promote partners’ trust; however, partners also doubt
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the effects of smart contracts regarding information security and worry that vulnerabilities
may cause information leaks. Therefore, if the problem is difficult to solve, smart contracts’
efficiency may gradually reduce and affect partners’ trust. Additionally, the influence of
blockchain can be expanded through smart contracts; therefore, when the effects of smart
contracts are doubted, blockchain influence can potentially decrease partners’ trust and vis-
ibility. An increasing number of practitioners indicate that smart contract vulnerability is
hidden when blockchain and smart contracts are implemented in the manufacturing supply
chain operational environment. Therefore, more researchers, such as He et al. (2020) and
Xing et al. (2020), provide practical approaches to detecting and protecting smart contract
vulnerability. However, according to our test results, if the vulnerability of smart contracts
persists, its negative influence will expand gradually and further weaken the relationship
between partners’ trust and increasing visibility. Therefore, addressing vulnerability concerns
regarding smart contracts is challenging if manufacturers hope to improve partners’ trust and
further increase visibility through block chains and smart contracts.

Conclusions

Based on our test results, this study provides valuable implications. Regarding academic
implications, although the existing studies suggest that the implementation of blockchain
and smart contracts positively affects and influences the relationship between partners’
trust, increasing visibility, competitiveness, and environmental performance, the evi-
dence necessary to prove this relationship and explain it in detail is still lacking. A few
studies have considered the controversy associated with smart contracts, but they lack
exploration and explanation. The current study provides empirical test results and fills
the gaps in the existing studies, and the results extend to related research issues. For
practical implications, our test results demonstrate the problems related to smart con-
tracts; these results point out phenomena present in the real world and prove their exis-
tence through empirical testing. Therefore, when manufacturers and partners implement
blockchain and smart contracts, our test results remind them to be attentive concerning
the hidden trouble of smart contract vulnerability. With such hidden trouble existing for
an extended period, it will gradually weaken the relationship between partners’ trust and
visibility. Therefore, manufacturers should reduce negative influence when implementing
blockchain and smart contracts in the manufacturing supply chain.

Although our research questions and test results provide valuable suggestions and
contributions, a few problems remain for future studies to explore. First, although we
demonstrated the controversy regarding smart contracts, we did not explore how to
improve smart contracts. Second, although implementing block chains and smart con-
tracts positively affects partners’ trust and increasing visibility, we further suggest that
competitiveness and environmental performance can also be promoted; however, this
study did not examine a more detailed process between blockchain, smart contracts,
partners’ trust, visibility, competitiveness, and environmental performance. Based on
the stated limitations, future research may explore these problems and provide further
information.
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