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Abstract. This study explores the relationship between positive emotions and protection-motivated
behaviours by focusing on the mediating role of self-efficacy and the moderating role of informa-
tion security awareness. Based on a sample of 215 full-time employees from various organizations
in China, the results of hierarchical regression and moderated path analysis indicate that positive
emotions positively influence protection-motivated behaviours, and self-efficacy partially mediates
this relationship. In addition, information security awareness has a positive moderating effect on the
relationships between positive emotions and self-efficacy and between self-efficacy and protection-
motivated behaviours. Furthermore, the findings show that information security awareness has a
positive moderating effect on the mediating effect of self-efficacy between positive emotions and
protection-motivated behaviours. The theoretical and practical implications of these results, as well
as directions for future research, are discussed.

Keywords: protection-motivated behaviours, positive emotions, information security awareness,
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Introduction

With the wide application of information technology (IT) and information system (IS) in
various industries, the important role of IT-related resources in promoting the development
of organizations has been continuously illustrated in the past decade (Belanger et al., 2017;
Shih & Yang, 2019). However, the frequent occurrence of information security incidents
across several organizations has aroused public concern toward information security (Cram
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et al., 2017). For example, 131,653 units of user data in www.12306.cn were leaked due to
software bugs that were not fixed promptly in December 2014. Although external factors
(e.g., hackers and spywares) pose a serious threat to the security of an organization’s IT
resources, organization employees’ behaviours on information security are often viewed as
a greater risk (Willison & Warkentin, 2013; Siponen et al., 2014; Johnston et al., 2016; Karj-
alainen et al,, 2019). Despite numerous organizations adapting information security policies
(ISPs), security issues originating from the non-compliant behaviours of employees have
become an increasingly thorny problem for present day organizations (Johnston et al., 2015;
Anderson et al., 2017; Khan & Alshare, 2019). Without employees’ motivation to protect their
organizations’ IT resources (e.g., software, hardware and data), improving the effectiveness
of organizations’ ISPs is impossible (Lee et al., 2016).

Prior studies on information systems security (ISS) have shown that many organizations
have incorrect or drastic understanding of information security management (Hwang & Cha,
2018; Cram et al., 2019). For example, several managers argue that information security can-
not bring direct profit to organizations. Thus, organizations should not invest on activities
related to ISS. In addition, other managers highlight that complying with the organizations’
ISP inevitably reduces the efficiency of employees (D’Arcy et al., 2014). This one-sided view
toward ISS leads to two types of security issues originating from employees’ actions. On the
one hand, employees’ information security awareness is relatively deficient, which frequently
results in the lack of sensitivity and initiative to understand organizational information se-
curity risks beyond the security requirements for reasonable and accurate coping procedures
during information security incidents (Khan et al., 2011). On the other hand, employees lack
basic information on security knowledge and are thus unarmed when addressing informa-
tion security risks. As a result, employees’ violations of ISP or the abuse or misuse of work
computers frequently occurs within organizations (Niemimaa & Niemimaa, 2017). To this
end, information security management at the organizational level should focus on cultivating
employees’” information security awareness and improving the self-efficacy level (Posey et al.,
2013; Moody et al., 2018).

Collectively, prior studies on ISS have mainly examined the influence of various factors
on employees’ compliance or noncompliance of ISP using theories from the fields of psy-
chology, sociology, and theoretical criminology (Cram et al., 2017). Although remarkable
advances have been made in the literature, little attention has been given to employees” emo-
tions and the positive emotions that organizations elicit to motivate employees to protect IT
resources against external and internal threats. In particular, few studies have investigated
how employees” emotions affect their protective security behaviours. Although employees’ se-
curity-related behaviours are closely related to psychological movement (Burns et al., 2017),
the existing studies mainly examine the influence of external factors (e.g., social norms and
security regulations) on employees’ information security behaviours (Cram et al., 2017; Burns
et al., 2017). Thus far, little work has been carried out to explore the relationship between
employees’ internal emotions and their information security behaviours. To the best of our
knowledge, only Gulenko (2014), Burns et al. (2017) and Burns et al. (2019) have discussed
the positive emotions that can facilitate employees’ information security behaviours. Second,
despite the growing body of studies that have examined the nature of employees’ compli-
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ance or noncompliance toward ISPs (Siponen & Vance, 2010; Cheng et al., 2013), research
on internal abilities and psychological factors that enable employees to proactively protect
organizational information assets has remained nascent. Prior studies on employees’ compli-
ance to ISPs mainly discuss the organizational control measures that can effectively hinder
their bad behaviours. In other words, the premise of these studies is that employees are
unwilling to comply with ISPs. Conversely, this study argues that employees hold a positive
attitude toward ISPs and are thus willing to adhere to ISPs and protect their organizations’
information resources actively.

Accordingly, this study extends prior research by investigating the influence of positive
emotions on employees” protection-motivated behaviours. Following Posey et al. (2013) and
Posey, Roberts, and Lowry (2015), protection-motivated behaviours are defined as “volitional
behaviours enacted by organization insiders to protect (1) organizationally relevant informa-
tion and (2) the computer-based information systems in which the information is stored, col-
lected, disseminated, and/or manipulated from information security threats”. Moreover, given
the significant role of positive emotions in motivating an individual’s adaptive response and
behaviour (Burns et al., 2017), this study argues that positive emotions may stimulate em-
ployees’ protection-motivated behaviours efficiently. Hence, this study examines whether or
not and how employees’ positive emotions influence their protection-motivated behaviours.
In addition, the current study explores the mediating role of self-efficacy and the moderat-
ing role of information security awareness in the relationship between positive emotions and
protection-motivated behaviours.

This study aims to achieve three main objectives. First, this study tests the direct effect
of positive emotions on protection-motivated behaviours. Second, this study examines the
mediating effect of self-efficacy on positive emotions and protection-motivated behaviours.
Third, this study explores the moderating effect of information security awareness on the
relationships between positive emotions and self-efficacy and between self-efficacy and pro-
tection-motivated behaviours. Therefore, this study builds and tests a moderated medication
research model that considers positive emotions, self-efficacy, information security aware-
ness, and protection-motivated behaviours.

The remainder of the paper is organized as follows. Section 1 reviews the theoretical
foundation. Section 2 presents the research model and hypotheses. Section 3 introduces the
methodology while the findings in this study is presented in Section 4. Section 5 demon-
strates the discussion and conclusions which are critical for the implications, limitations and
future study direction.

1. Theoretical background
1.1. Protection motivation theory

Protection motivation theory (PMT) is developed based on a series of studies on fear appeal.
The theory was originally applied to the field of preventive medicine to explain individuals’
proactive responses following the communication of health threats via fear appeals (Posey
et al,, 2015; Moody et al.,, 2018). Currently, PMT is widely considered a general theory of
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motivation that can be used to explain individuals’ behaviours toward any threat (Boss et al.,
2015). PMT proposes that individuals respond to threats in an adaptive or maladaptive man-
ner (Moody et al., 2018). Adaptive responses are actions that effectively minimize threats.
In such cases, respondents use fear and threat as positive motivators for change. In contrast,
maladaptive responses are actions that may help to reduce the fear resulting from a threat
but fail to minimize the threat itself (Posey et al., 2015).

According to PMT, the protection motivation of an individual emanates from the process
of threat appraisal and coping appraisal (Ifinedo, 2012). Threat appraisal is an individual’s
assessment of the level of danger posed by a threatening event, and it involves three factors,
namely, perceived threat vulnerability, perceived threat severity, and potential rewards (Vance
et al,, 2012; Posey et al., 2014). Coping appraisal refers to an individual’s evaluation of his or
her ability to cope with a threat; this appraisal includes three factors, namely, response effi-
cacy, self-efficacy, and response costs (Posey et al., 2015). Prior studies on ISS have indicated
that PMT is useful and effective for predicting employees’” information security behaviour
within an organization (Johnston & Warkentin, 2010; Ifinedo, 2012; Vance et al., 2012; Posey
et al., 2013; Siponen et al., 2014; Boss et al., 2015; Posey et al., 2015).

1.2. Broaden-and-build theory

With the rise of positive organizational behaviour, researchers have focused on the impact of
positive emotions on employees’ response and behaviours in the work environment (Burns
et al., 2017). Broaden-and-build theory (BBT) offers a strong theoretical background for
these studies. BBT describes the form and function of a subset of positive emotions (e.g., joy,
contentment, and love), which can broaden an individual’s thought-action repertoire and
increase his or her ability to process information through a broadened scope of attention
(Fredrickson, 2001). Conversely, negative emotions (e.g., anger and anxiety) always narrow
individuals’ mindsets (Beaudry & Pinsonneeault, 2010) and negatively influence their ability
for learning and retaining memory (Gulenko, 2014).

After broadening employees’ mindsets, positive emotions can improve performance
through exploration or similar activities. Prior studies on positive psychology have indi-
cated that positive emotions promote an individual’s creative actions, ideas, and social bonds,
which in turn build the individual’s personal, intellectual, and social resources (Fredrickson,
2001). These resources can reinforce the possibility of successfully coping with information
security issues with original ideas (Gulenko, 2014). Therefore, as employees increasingly
seek to protect organizational information resources through creative IT-related activities,
the effectiveness of the organization’s ISPs will also substantially improve (Burns et al., 2019).

2. Research model and hypotheses

Building on the theories and studies discussed above, Figure 1 provides a research model.
The model illustrates the relationship among positive emotions, self-efficacy, information
security awareness, and protection-motivated behaviours. In addition, the model presents
gender, age, educational level, industry type, and organization size as control variables. The
research hypotheses will be elaborated and developed in the following sections.
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Figure 1. Research model

2.1. Positive emotions and protection-motivated behaviours

Prior studies have shown that positive emotions can enhance sociability, well-being, and
constructive behaviour (Izard, 2002). Therefore, using positive emotions for the preventive
intervention of negative incidents pertaining to information security within organizations is
possible (Gulenko, 2014). Emotions have direct and indirect effects on employees’ IT-related
actions, and organizations should value employees’ emotions in the workplace (Beaudry &
Pinsonneeault, 2010). Positive emotions can promote employees’ protection-motivated be-
haviours mainly in the following aspects. First, the social function of positive emotions is
conducive for motivating employees to respect and accept the security requirement of the
organization and to cooperate with others (Lazarus, 1991; Kaplan et al., 2013). This mindset
is beneficial to the promotion of protection-motivated behaviours among employees. Second,
the self-motivation function of positive emotions favours the stimulation of employees” posi-
tive self-assessment, such as happiness and satisfaction. In turn, employees are motivated to
participate in the organization’s information security management actively and spontaneously
provide the energy necessary to protect the organizations information assets (Gulenko, 2014).
In addition, prior empirical studies on moral emotions have shown that positive emotions
are likely to guide employees in complying with the organization’s moral codes and rejecting
behaviours that violate the organization’s rules (Hooge et al., 2011), which are beneficial for
motivating employees’ protection-motivated behaviours. Thus, it is posited that:
H1: Positive emotions are positively associated with protection-motivated behaviours.

2.2. Mediating role of self-efficacy

Positive emotions promote the construction of intellectual, interpersonal, and psychological
resources, which enable employees to achieve a state of high energy activation, concentration,
and pleasure (George & Zhou, 2007). For example, Bledow, Rosing, and Frese (2013) have
argued that an increase in positive emotions typically result in employees’ increased creativ-
ity. Beaudry and Pinsonneault (2010) have categorized positive emotions into challenge and
achievement emotions and provided sound arguments that show how positive emotions are
related to employees” exploration of new IT-related skills. The authors have also proposed
that positive emotions can improve employees’ knowledge and skills in IS research. Thus, the
present study argues that positive emotions positively influence self-efficacy.
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According to PMT, potential risk factors are involved in the work environment; employ-
ees will respond to such risk factors with either a good or a bad response, which is mainly de-
pendent on their perception of risk factors and judgment of self-efficacy (Larose et al., 2008).
By doing so, gaining a clear understanding of indicators and preventive measures when faced
with information security risks is truly important for employees (Posey et al., 2015). In other
words, self-efficacy is a prerequisite for directly determining whether employees implement
protection-motivated behaviours. Thus, it is posited that:

H2: Self-efficacy mediates the relationship between positive emotions and protection-
motivated behaviours.

2.3. Moderating role of information security awareness

Employees’ information security awareness is a critical component that indicates whether
an organization’s information security management is effective (Bulgurcu et al., 2010). Thus,
an increasing number of organizations carry out security education, training, and awareness
(SETA) programs (Rezgui & Marks, 2008; Smith et al., 2010). Information security aware-
ness can be described as a state in which employees are aware of the organization’s security
requirements. Particularly, this awareness focuses on the extent to which an employee un-
derstands the importance and implications of the policies, rules, and guidelines regarding
information security management and the extent to which employees behave in accordance
with these security requirements (Crossler et al., 2013).

As previously mentioned, positive emotions can stimulate employees” cognitive enthusi-
asm and proactive thinking and promote self-efficacy. Moreover, a high level of information
security awareness can intensify the positive influence of positive emotions on employees’
self-efficacy. In essence, employees armed with correct knowledge and attitude toward user
privacy, customer data, and IT usage possess a high level of information security awareness
(Dinev & Hu, 2007; Parsons et al., 2014). In other words, employees are inclined to gener-
ate positive emotions to improve self-efficacy further under the premise of high levels of
information security awareness. In addition, employees with a high level of awareness can
understand and be familiar with the security requirements within the organization in their
daily work (Puhakainen & Siponen, 2010). These employees have a clear understanding of
their responsibilities in terms of information security, which includes knowledge about sanc-
tions when ISPs are violated (D’Arcy et al., 2009; Tsohou et al., 2013). In such circumstances,
employees hold the appropriate attitude and understanding about information security man-
agement, and the relationship between self-efficacy and protection-motivated behaviours is
reinforced. Thus, the following two hypotheses are posed:

H3: Information security awareness positively moderates the relationship between posi-
tive emotions and self-efficacy, such that positive emotions have a stronger positive impact on
the self-efficacy of employees with higher levels of information security awareness compared
with those with lower levels of information security awareness.

H4: Information security awareness positively moderates the relationship between self-
efficacy and protection-motivated behaviours, such that self-efficacy has a stronger positive
impact on the information security behaviour of employees with higher levels of information
security awareness compared with those with lower levels of information security awareness.
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2.4. Moderated mediation effects

As previously discussed, employees’ positive emotions affect protection-motivated behaviours
through the mediating effect of self-efficacy. However, the relationships between positive
emotions and self-efficacy and between self-efficacy and protection-motivated behaviours are
intensified when employees possess high levels of information security awareness. Based on
the two aspects, this study argues that information security awareness may moderate the me-
diating effect of self-efficacy on the relationship between positive emotions and protection-
motivated behaviours. That is, a moderated mediating effect may exist.

Employees’ high levels of information security awareness promotes the generation of
positive emotions. Thus, employees tend to transform positive emotions into an increase in
self-efficacy. Such an increase can also improve employees’ ability to protect the information
resources of their organizations. In contrast, when the level of employees’ information secu-
rity awareness is low, their positive emotions are suppressed. The stimulation of employees’
self-efficacy substantially decreases, thus further reducing the possibility of information se-
curity protection. For example, several Chinese organizations provide training programs on
information security awareness that emphasize that the main objective of security training
is strengthening employees’ acceptance of information security management. After a wide
acceptance of information security management within the organization, the generation of
positive emotions is more likely to increase, thus strengthening employees’ self-efficacy and
motivating protection behaviours by enforcing information security awareness. Thus, it is
posited that:

H5: Information security awareness moderates the mediating effect of self-efficacy on
the relationship between positive emotions and protection-motivated behaviours, such that
the indirect effect of positive emotions on protection-motivated behaviours via self-efficacy
is stronger for employees with high levels of information security awareness compared with
those with low levels of information security awareness.

3. Research methodology
3.1. Measurement items

The measurement items for the constructs were developed based on prior studies. When
available, this study directly used existing scales. In contrast, this study adapted closely re-
lated scales and adjusted such scales according to the context of the current research when
unavailable. The questionnaire was verified using a two-step procedure. First, the content
validity of measurement items was examined by two professors and one top manager who
are familiar with information security management or instrument development. After refin-
ing the items based on their suggestions, this study distributed the questionnaire to 15 MBA
students for validation. All measures used a five-point Likert-type scale, which was anchored
from 1 = strongly disagree, 3 = neutral, and 5 = strongly agree.

Positive emotions were measured using the three-item scale adapted from Bhattacher-
jee (2001) and Beaudry and Pinsonneault (2010). Self-efficacy was measured using another
three-item scale derived from Ifinedo (2014) and Johnston, Warkentin, and Siponen (2015).
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Three-items for information security awareness were adapted from Bulgurcu, Cavusoglu,
and Benbasat (2010) and D’Arcy, Hovav, and Galletta (2009). In the pretest, one item,
namely, “I have sufficient knowledge about the cost of my organization’s potential security
problems” did not satisfy the requirement (its CITC value was 0.34, which was below 0.5).
Thus, the item was omitted from the original version. Protection-motivated behaviours was
measured with the three-item scale adapted from Posey et al. (2013) and Posey, Roberts,
and Lowry (2015). Also, gender, age, educational level, industry type, and organization size
were identified as control variables. Appendix Table A1 provides the measurement items
for each construct.

3.2. Sample and data collection

The data used to test the research model were collected from a sample of full-time employees
in China. With the help of several relevant industry associations and third-party certification
authorities, this study distributed 300 electronic questionnaires through emails to employ-
ees in various organizations that implemented ISPs. To increase the generalizability of the
result of the current study, the sample was selected to represent various educational levels
and industry types. The respondents filled out the questionnaire based on their daily work
experience. Finally, a total of 215 valid responses were collected with a valid response rate of
71.2%. Table 1 provides the demographics of the respondents.

Table 1. Demographics of respondents

Employee characteristics Categories Percentage (N = 215)
Male 57.7%
Gender
Female 42.3%
20-30 46.1%
Age 31-40 36.7%
>40 17.2%
Polytechnic and below 7.9%
Education level Bachelor 51.2%
Master’s and PhD 40.9%
Software 26.5%
Financial services 35.4%
Industry type :
Manufacturing 22.8%
Telecommunications 15.3%
<100 14.4%
o 100-199 27.9%
Organization size
200-300 38.6%
>300 19.1%
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4. Data analysis and results
4.1. Measurement model

To assess the reliability of the measurement scale, Cronbach’s alpha and composite reliabil-
ity (CR) were evaluated. Table 2 shows that Cronbach’s alpha values for all constructs were
higher than the recommended threshold value of 0.7, whereas the CR of all constructs ex-
ceeded 0.8, which was more than the recommended score of 0.7. These values indicated
positive reliability for all constructs.

Confirmatory factor analysis was used to evaluate convergent and discriminant validity.
The loadings of each measurement item were higher than the recommended value of 0.7. In
addition, all indicators in the analysis had higher loading values on corresponding constructs
compared with other constructs (Table 3). These values suggest positive convergent validity
for the measurement items of all constructs. In addition, Table 3 suggests that item loadings
are higher than all cross-loadings. Furthermore, Table 4 shows that the square root of the
average variance extracted for each construct is greater than the associated off-diagonal cor-
relations. These results demonstrated discriminant validity.

Table 2. Loadings, CR, and AVE of measurement items

Construct Measurement item | Loadings AVE CR Cronbach’s alpha
PE1 0.84
Positive emotions PE2 0.82 0.71 0.88 0.79
PE3 0.86
SE1 0.88
Self-efficacy SE2 0.85 0.72 0.88 0.82
SE3 0.86
) ) ISA1 0.88
;‘:vf;’rremn:;on security ISA2 0.88 0.76 0.91 0.84
ISA3 0.86
Protection- PMBsl 088
motivated PMBs 2 0.87 0.73 0.89 0.82
behaviours PMBs 3 0.83
Table 3. Cross-loadings
Constructs Items 1 2 3 4
PE1 0.84 0.42 0.60 0.45
1. Positive emotions PE2 0.82 0.32 0.59 0.27
PE3 0.86 0.49 0.65 0.34
SE1 0.39 0.88 0.46 0.61
2. Self-efficacy SE2 0.45 0.85 0.50 0.64
SE3 0.44 0.86 0.51 0.67
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End of Table 3
Constructs Items 1 2 3 4
. ) ISA1 0.68 0.51 0.88 0.48
3. Information security ISA2 0.67 0.50 0.88 0.49
awareness

ISA3 0.61 0.47 0.86 0.52

) . PMBs 1 0.40 0.66 0.50 0.88

4. Protection-motivated ™ g % 0.37 0.69 0.52 0.87
behaviours

PMBs 3 0.34 0.55 0.43 0.83

Note: Values in bold indicate primary factor loadings.

4.2. Common method variance and multicollinearity check

In this study, a single questionnaire survey was used to collect data for all constructs at one
point in time, which might lead to common method variance (CMV). This study used two
steps to detect CMV. First, this study followed Bagozzi, Yi, and Phillips (1991) and Chen
et al. (2018)’s research to test for potential CMV in our data. Table 4 shows that the correla-
tions among all constructs in the present study are less than the suggested threshold of 0.9.
This result demonstrated the absence of strong evidence of significant CMV. To ensure that
this study is unaffected by CMYV, this study further used Harman’s one-factor test to conduct
exploratory factor analysis. The results indicated that the first factor only accounted for 36.6%
of the total variance, which was less than the suggested 40%. This value implied that CMV
was not a major concern.

Table 4. Correlation analysis of latent variables

Mean Std. 1 2 3 4
1. Positive emotions 3.56 0.88 0.84
2. Self-efficacy 3.58 0.95 0.50 0.85
3. Information security awareness 3.42 0.98 0.75 0.57 0.87
4. Protection-motivated behaviours 3.51 0.94 0.43 0.74 0.57 0.86

Note: Values in the diagonal area pertain to AVEs.

Multicollinearity was also a potential problem for the multi-regression analysis. Table 4
indicates that two correlation values of the four constructs are more than 0.6. Thus, this study
needed to compute the variance inflation factor (VIF) to eliminate any potential threat of
multicollinearity. The results revealed that the highest VIF was 1.86, which was less than the
suggested 3.3. Therefore, multicollinearity was not a concern.

4.3. Test of hypotheses

This study used hierarchical linear regression (HLR) to test the research hypotheses. Prior
studies on IS have indicated that HLR is frequently used to test models involving interaction
effects (Chatterjee & Ravichandran, 2013; Chen et al., 2014). This type of analysis is appli-
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cable to our study, as it aims to investigate the relationship among positive emotions, self-
efficacy, information security awareness, and protection-motivated behaviours. In addition,
using HLR to test for moderating effects can produce accurate estimates of the intensity of
the interaction between variables (Rai & Tang, 2010; Chen et al., 2014).

Models 1 and 2 specify the impact of control variables and positive emotions, respectively,
on self-efficacy. In Model 3, information security awareness and a multiplied moderating
variable are added (i.e., positive emotions and information security awareness) based on
Model 2. Models 4 and 5 present the impact of control variables and positive emotions,
respectively, on protection-motivated behaviours. In Model 6, self-efficacy is added as an
independent variable based on Model 5. Model 7 specifies the impact of control variables,
independent variables, and interactions of the multiplied moderating variables on protection-
motivated behaviours.

Table 5 shows the results of the regressions. In the test for direct effect, the data in Mod-
el 4 indicates that the effects of all control variables on protection-motivated behaviours are
not significant. The explanatory power of this equation was also not significant. In Model
5, positive emotions have a positive effect on protection-motivated behaviours ( = 0.357,
p < 0.001). Meanwhile, the value of AR? was 0.113 > 0, which indicated that explanatory
power considerably increased compared with Model 4. Thus, H1 was supported.

In the test for mediating effect, Model 5 indicates that the effects of all control variables
are not significant. That is, positive emotions had a positive effect on information security
behaviour (f = 0.357, p < 0.001). In Model 2, positive emotions have a positive effect on
self-efficacy (B = 0.430, p < 0.001), whereas Model 6 indicates that positive emotions ( =
0.213, p < 0.05) and self-efficacy (B = 0.669, p < 0.001) have a positive effect on protection-
motivated behaviours. Compared with the results of Model 5 and 6, the findings show that
the regression coefficient has decreased significantly from 0.36 to 0.21. Therefore, positive
emotions had a positive effect on protection-motivated behaviours through the mediating
role of self-efficacy, which strongly supported H2.

Table 5. Results of regression analysis

Self-efficacy Protection-motivated behaviours

vio | M2 | w3 wa | w5 | M6 | w7
Control variables
Gender 0.11 0.06 0.07 0.11 0.04 -0.01 0.01
Age 0.10 0.09 0.09 0.02 0.01 -0.05 -0.05
Educational level -0.01 0.03 0.06 0.03 0.06 0.03 0.04
Industry type 0.09 0.10 0.10 0.12* -0.12 -0.07 -0.05
Firm size 0.07 -0.08 0.06 0.07 0.07 0.08 0.09
Independent variables
Positive emotions 0.43** | 0.40%** 0.36%** 0.22* 0.26*
Self-efficacy 0.67¥%* | 0.59***
ir;f;);emnzzion security 0414+ 0.19*
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End of Table 5
Self-efficacy Protection-motivated behaviours

mi | M2 | w3 va | ms | M6 [ w7
Interaction
Positive emotions x
Information security 0.27* 0.42**
awareness
Self-efficacy x
Information security 0.22%*
awareness
R? 0.15 0.31 0.44 0.15 0.26 0.57 0.60
AR? 0.15 0.16 0.13 0.15 0.11 0.31 0.03
F 7.07 15.52 17.65 7.30 12.33 39.41 83.24

Note: *Significant at p < 0.05; **Significant at p < 0.01; ***Significant at p < 0.001.

In the test for moderating effect, Model 3 indicates that information security awareness
has a positive moderating effect on the relationship between positive emotions and self-
efficacy (B = 0.264, p < 0.05). Hence, H3 was supported. In Model 7, information security
awareness has a positive moderating effect on the relationship between self-efficacy and pro-
tection-motivated behaviours ( = 0.216, p < 0.05). Thus, H4 was supported. In the follow-
up test, this study used a simple slope test to examine the moderating effect of information
security awareness further. Figure 2 shows a strong correlation between positive emotions
and self-efficacy and between self-efficacy and protection-motivated behaviours with high
levels of information security awareness. In comparison, the correlation between positive
emotions and self-efficacy and between self-efficacy and protection-motivated behaviours
was weak with low levels of information security awareness. These results indicated that with
the improvement of the levels of information security awareness, the relationships between
positive emotions and self-efficacy and between self-efficacy and protection-motivated be-
haviours had been positively strengthened. Hence, H3 and H4 were further supported.

50 50 1
& 45 ¢ 45
2
z 401 4.0
S
8 35+ o 35 |
T 30} £ 30}
= -z
£ 251 & 25 |
= ¢
g 20}t = 2.0 |
. %)
g 15 s
8 " | @----®Low information security awareness “r @------@ Low information security awareness
S 10t 1.0 |
E 05 44— High information security awareness 05 4—= High information security awareness

0 " 0 2
Low High Low High
Self-efficiency Positive emotions

Figure 2. Analysis of moderated mediating effect
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In the test for moderated mediating effect and following the recommendations of Ed-
wards and Lambert (2007) and Pham, Tuckova, and Pham (2019), this study used the PRO-
CESS macro for SPSS with 5,000 bootstrap samples at the 0.05 level to test H5 (Table 6). The
results indicated that at high levels of information security awareness (i.e., mean + 1 SD),
positive emotions had a considerable impact on protection-motivated behaviours through
self-efficacy (B = 0.325, p < 0.001). At low levels of information security awareness (i.e., mean
— 1 SD), positive emotions had a nonsignificant effect on protection-motivated behaviours
through self-efficacy (f = 0.058, p > 0.05). The results indicated that with the improvement
of information security awareness, positive emotions played an increasing important role in
information security protection through self-efficacy, which strongly supported H5.

Table 6. Mediating effect under different levels of information security awareness

Positive emotions (X) — Self-efficacy (M) — Protection-motivated behaviours (Y)
Information
security Stage Effect
awareness

X—>M M->Y Direct Indirect Total
Lower (-1 SD) 0.06 0.06 0.10 0.06 0.16
Higher (+1 SD) 0.15* 0.16* 0.26%* 0.33%* 0.59**
Difference 0.09** 0.10* 0.16* 0.27** 0.43**

Note: *Significant at p < 0.05; **Significant at p < 0.01.

5. Discussion

This study provides important contributions to the literature on ISS in three ways. First,
this study has found that positive emotions have a positive effect on protection-motivated
behaviours, whereas self-eflicacy has a mediating effect on this relationship. To the best of
our knowledge, this study is one of the first to explore the links among these variables in
the context of information security management. Our research model provides new insight
into the critical role of positive emotions in employees’ protection-motivated behaviours,
which is a useful endeavour to construct a potential link between BBT and PMT. This study
offers two new perspectives on PMT. We first concretized the relatively abstract construct
of protection-motivated behaviours with specific content in the context of organizational
information security management; we then showed that protection-motivated behaviours
are the result of positive emotions. Therefore, this study opens up opportunities to extend
PMT in the research on ISS by integrating emotion as a factor from the perspective of posi-
tive psychology.

Second, our analysis illustrates the important moderating roles of information se-
curity awareness between positive emotions and self-efficacy and between self-efficacy
and protection-motivated behaviours. These relationships have been developed based on
the theoretical framework of PMT and BBT. Although the role of information security
awareness in organization information security has been studied extensively, it is typically
viewed as an important antecedent variable of individual security behaviour (Dinev & Hu,
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2007; D’Arcy et al., 2009; Bulgurcu et al., 2010) and a dependent variable (Shaw et al,,
2009; Ahlan et al., 2015). By verifying the moderating role of information security aware-
ness, this study confirms that information security enhances the relationships between
positive emotions and self-efficacy and between self-efficacy and protection-motivated
behaviours. These results are complementary to the role of information security aware-
ness in the research on ISS.

Third, this study also contributes to BBT by showing the mediating role of self-efficacy
between positive emotions and protection-motivated behaviours. Positive emotions have
been extensively studied in the field of positive psychology. However, the application of re-
search results regarding positive emotions is relatively limited. Applying such research re-
sults of positive emotions in the research on ISS not only verifies the application of positive
emotions in information security but also enriches various links between factors of PMT
by integrating PMT and BBT. Further, we posit that positive emotions are important driv-
ers of both self-efficacy and protection-motivated behaviours. The empirical results support
these arguments that extend BBT from an information security management perspective.

The findings also have several significant practical contributions. First, our study shows
that positive emotions have a positive effect on protection-motivated behaviours. This re-
sult provides considerable guidelines for organizations with regard to the importance of
employees’ emotions. Thus, organizations should take action to influence employees” posi-
tive emotions. For example, when issue-specific security policies change in terms of new
situations, employees may feel unsure about their knowledge or ability to comply with the
policies, thus resulting in negative emotions. Accordingly, if the education and training
programs provided by organizations can address this problem in this case, then the em-
ployees’ positive emotions (e.g., happiness, excitement, and satisfaction) are stimulated. In
response, employees are likely to adhere to security policies and protect the organization’s
information resources.

Second, our results confirm the mediating role of self-efficacy in the link between self-
efficacy and protection-motivated behaviours. These results offer important implications for
organizations that are truly concerned about employee actions in terms of security manage-
ment. Accordingly, organizations should strive to equip employees with knowledge through
security training and education programs. In particular, these programs should increase em-
ployees’ self-efficacy level by explaining how to recognize security risks and cope appropri-
ately. Therefore, whenever possible, organizations should enhance employees’ belief toward
information security and enrich security-related knowledge.

Third, the finding that information security awareness moderates the relationships be-
tween positive emotions and self-efficacy and between self-efficacy and protection-moti-
vated behaviours call for increased attention to training in relation to information security
awareness. Therefore, organizations should convey the message that information resources
are considerably important to the survival and development of employees. In addition, in-
formation behaviours that conform to ISP are crucial. Such concepts should be infiltrated
and implemented into the daily work of each employee. In addition, organizations should
continuously expand employees’ knowledge and strengthen information security awareness
through available means when certain rules and standards change.
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Conclusions

Although researchers and practitioners have confirmed that employees’ emotions and be-
haviours influence organizational information security, knowledge about how organizations
improve the effectiveness of ISPs by motivating employees” positive emotions and protec-
tive behaviours is still emerging. Building on the extant literature, this study examines the
roles of self-efficacy and information security awareness on the link between positive emo-
tions and protection-motivated behaviours. Our results support the hypothesized links in
the model. Our key findings are fourfold. First, positive emotions have a positive effect on
protection-motivated behaviours. Second, self-efficacy mediates the relationship between
positive emotions and protection-motivated behaviours. Third, the moderation hypotheses
received support in that information security awareness moderates the relationships between
positive emotions and self-efficacy and between self-efficacy and protection-motivated be-
haviours. Fourth, the findings also showed that information security awareness positively
moderates the mediating effect of self-efficacy on the relationship between positive emotions
and protection-motivated behaviours.

Three limitations to this study can guide future studies. The first is that data have been
collected from organizations that implement ISP, which limits the industry type of the sample
to a certain extent. Organizations in certain industries are likely to build connections with
relevant industry associations and third-party certification authorities due to the high re-
quirements for information security. This study developed a sample frame with this notion,
which has inevitably resulted in insufficient coverage of the industry type of the study sample.
Therefore, future studies should include data from various industries to validate the findings
of the current study. Second, this study used a questionnaire to measure all constructs, and
the singularity of the source may introduce CMV. Although the results show that CMV is
not a major concern in this study, future studies can use objective data or data from mul-
tiple informants to enhance the accuracy of the empirical results. Finally, this study does not
consider the influence of culture. Behavioural differences exist between employees across
culture backgrounds, such as collectivist and individualistic cultures. For example, employ-
ees that come from a culture that emphasizes individualism may opt to place their personal
interests first, whereas the opposite is true for employees with a collectivist mindset. This
study has collected data from organizations in China, which tend to adapt the collectivist
culture. Thus, future studies can address this limitation by collecting data from collectivist
and individualistic cultures.
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APPENDIX

Table Al. Measurement items

Construct

Item

Positive emotions

I feel happy thinking about protecting my organization’s information resources.

I feel excited thinking about protecting my organizations information resources.

I feel satisfied thinking about protecting my organization’s information
resources.

I have the necessary skills to avoid ISP violations.

I have the expertise to implement preventative measures against information

1f-effi :
Self-efficacy security threats.
I can enable security measures on my work computer or system independently.
I understand my responsibilities as prescribed in the ISPs to enhance the
Information information security of my organization.
security I am aware of potential security threats and their negative consequences.
awareness I understand the concerns regarding information security and the risks they
pose in general.
I actively attempted to protect my organization’s information resources.
Protection- I tried to safeguard my organization’s information resources from security
motivated threats.
behaviours

I purposefully defended my organization from information security threats to its
resources.




