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Abstract. The implementation of Industry 4.0 concept brings many risks mainly for small and 
medium-sized enterprises (SMEs). The objective of the study is a diagnosis and comparison of the 
perception of selected risk issues connected with Industry 4.0 implementation in Slovak and Pol-
ish SMEs, which have knowledge or experience with cluster cooperation. This category of SMEs is 
specific due to the fact, that not all of the SMEs have experience with cluster cooperation or know 
this form of doing business. For this purpose, the questionnaire survey of 787 respondents was con-
ducted, focused on the risks of Industry 4.0 that are the most important for SMEs included in three 
categories: technical readiness, risks of innovation and risks of information. The statistical analysis 
of the survey results with the application of software STATISTICA and Social Science Statistics 
calculator leads to the conclusion that, except for the kind of risk of “New products and services”, 
all the observed risks are perceived as higher by Slovak SMEs than by Polish SMEs. The novelty of 
this research and its contribution to the body of knowledge lies in identification and evaluation of 
most important risks for specific group of SMEs related to Industry 4.0 implementation compared 
in two countries. The results of this research provide useful information for the practical fine-tuning 
of the policy aimed at transfer to Industry 4.0 in specific field – cluster cooperation, depending on 
the size of the enterprise. 
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Introduction 

The trends of the 21st century – such as the shorter and shorter product life-cycles while 
consumers require more complex, unique products of ever better quality – presents numer-
ous challenges to production (Kovács & Kot, 2016). The Industry 4.0 concept is the answer to 
these challenges as the digital transformation of manufacturing fosters not only production 
quality and efficiency (Colledani et al., 2014) but also improves business flexibility, agility and 
responsiveness to internal disturbances and changes in the external environment (Babiceanu 
& Seker, 2016).

The majority of the available academic and consulting studies concentrates on large com-
panies and considers SMEs in a similar way in their evolutionary path towards Industry 4.0. 
However, SMEs frequently face various challenges and barriers compared to larger com-
panies (Wadhwa, 2012). In addition, the review of the literature indicates that SMEs are 
often overwhelmed by both strategic and operational decisions about the implementation 
of different Industry 4.0 technologies into their manufacturing and/or service business and 
operational models (Mittal et al., 2019). SMEs often have problems with resources to develop 
new ventures outside their existing competencies. It is pointed that they have problems with 
becoming skilled in the applications and technologies of Industry 4.0 (Vrchota et al., 2019). 
Limited resources case that, usually, they are not early adopters, because they feel not strong 
enough to invest in unverified technologies or implementing inadequate practices. However, 
the strength of SMEs is visible in fast learning from experiences of large enterprises in the 
area of the emerging technologies or digital practices (Mittal et al., 2018).

SMEs are the driving force of a number of manufacturing economies. In practice, still few 
enterprises from the SME sector are keen on truly adopting Industry 4.0 solutions. Although 
they have started with the first phases of Industry 4.0 implementation, the most of the SMEs 
have realized optimizations but without holistic strategy. There is high level of uncertainty 
among SMEs about what the Industry 4.0 implementation really requires. For example, Som-
mer (2015) found that two-thirds of more than a thousand surveyed industries in Germany, 
Austria, and Switzerland are not aware of the principles of Industry 4.0 technologies and 
their enabling business and operating models. If SMEs cannot align to Industry 4.0 solutions, 
this can seriously affect the economic growth of the country. SMEs tend to overestimate the 
complexity of Industry 4.0 solutions and underestimate their advantages, mostly since they 
assume that Industry 4.0 is the concept which is not suitable to them. 

Clusters can be described as useful policy tool for the Industry 4.0 implementation. It 
could be indicated that cluster attributes fit perfectly into Industry 4.0 challenges, and the 
properties of clusters can become drivers of Industry 4.0 development. Such features of 
Industry 4.0 as knowledge generation and dissemination seem to come to terms with the 
characteristics of clusters when dealing with innovative processes. The new business models 
characteristic for Industry 4.0 such as the connected organizations with vanishing boundaries 
and the emergence of digital business ecosystems can be noticed in mechanisms associated 
with clusters. Clusters can provide an advantageous environment for knowledge creation and 
dissemination, for the implementation of advanced projects, and for platforms or networks 
architecture (Götz, 2019).
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SMEs often belong to the largest number of clusters’ stakeholders. Clusters, thanks to the 
advantages that provide also for SMEs, such as knowledge base and mechanisms, agglom-
eration economies and externalities and favourable more stable, may facilitate the digital 
transformation, particularly its phasing–in and testing phases. These are mainly the clusters 
that have knowledge base in the field of IT solutions, robotics, and automatics and so on 
(Götz & Jankowska, 2017). As the backbone of the manufacturing industry, the influence of 
Industry 4.0 on the SMEs also in case of cluster cooperation is significant.

The primary objective of the article is a diagnosis and comparison of perception the 
selected risk issues connected with Industry 4.0 implementation in Polish and Slovak SMEs, 
which have knowledge or experience with cluster cooperation. Such an international re-
search, even for socially and economically similar countries, is important due to the differ-
ences in approach and management methods diagnosed many times. Pointing main differ-
ences and similarities in risk perception for different business groups it allows implementing 
best solutions form other countries in areas, where they would be effective. Müller, Kiel, and 
Voigt (2018) confirmed this statement, writing that there is a lack a differentiated analysis of 
Industry 4.0 solutions with regard to selected variables as company sizes, nationality, industry 
sectors etc. This achievement become a research contribution to the body of knowledge. The 
conducted research confirmed significant differences in the perception of selected risks in 
both countries, which should be analysed both by managers and policy makers (especially 
in Slovakia) to prepare the necessary tools and procedures for risks reduction, and thus 
promoting the idea of Industry 4.0. 

This article is structured as follows. Section 1 consists of the literature review that pro-
vides the brief introduction to the research area and it was useful for construction of used 
questionnaire survey. Section 2 introduces the methodology that was used for processing 
of this article. In this part we briefly described the problem statement, we derived article 
objectives and we provided the research procedure. In this section, we stated hypotheses for 
the main aim of this article achievement. Section 3 provides main results of this research. 
It consists of SMEs’ perception of selected risk issues related to Industry 4.0 implementa-
tion and assessment of stated hypothesis by using statistical methods. Finally, the article is 
finished by our conclusions.

1. Literature review

1.1. Industry 4.0

Industry 4.0 combines the advantages of optimized industrial manufacturing with advanced 
Internet technologies to create competitive advantages for organizations, and it is characterized 
by smart manufacturing and smart factories (Hamada, 2019). Modularization, self-regulation, 
and digital integration across enterprise functions and within and beyond the organizational 
boundaries could be indicated as the basic principles of Industry 4.0 (Prause, 2019).

The concept of Industry 4.0 assumes blurring the differences between the work of people 
and the work of machines. Industry 4.0 is getting the centre of attention in relation to the 
future of production systems in developed countries and to its economic and social implica-
tions. It is regarded as the new fundamental paradigm shift in industrial production. In spite 
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of its growing popularity and great expectations in terms of innovation impact, the concept 
of Industry 4.0 is still strongly linked to technologies and frameworks that have been heavily 
investigated and analysed in the last decades (Chiarello et al., 2018; Masarova et al., 2018). 
However, Industry 4.0 seems to be more than only the recombination or re-labelling of exist-
ing technologies, and create quite novel digital reality.

The term Industry 4.0 is defined as a new level of organization and control over the entire 
value chain of the product life cycle. The primary objective of Industry 4.0 is to satisfy the 
needs of individual customers, which affects numerous areas, from management, research 
and development, manufacturing commissioning to delivery to product utilization and re-
cycling (Vaidya et al., 2018). Cyber-physical production systems, until now, have represented 
the most advanced stage of a gradual convergence between manufacturing technologies and 
information and communication technologies (ICTs) (Tao et al., 2017), allowing for vertical 
and horizontal connectedness of business functions and operations within organizations and 
across the global value chain. However, Industry 4.0 development could be successful if it 
were complemented by adequate organizational changes, changes in management techniques 
and an appropriate adjustment of organization strategy (Colledani et al., 2014).

Industry 4.0 is explained widely as a new industrial stage at which there is an integration 
between manufacturing operations systems and ICTs (Jeschke et al., 2017), which has impact 
on the rules of competition, the structure of industry and demands of customers. The modi-
fication of the rules of competition is due to the establishing of the reframed organizations 
business models with the adoption of Internet of Things concepts and digitization of factories 
(Dalenogare et al., 2018). In the market terms, digital technologies allow enterprises to offer 
new digital solutions for customers, such as internet-based services embedded in products 
(Coreynen et al., 2017). 

1.2. Technical, information and innovation risks within Industry 4.0 solutions

Effective risk management is the key component of any successful management strategy. Risk 
management is a systematic process that helps organizations to grasp the essence of risk and 
the adequate ways of its assessment and control. Risk management should be analyzed in an 
organization holistically and not in an ad-hoc manner by business operation or by risk type. 
Risk management must be conducted in a structured way, integrated within the enterprise; 
this is why the ERM approach is increasingly popular in enterprise risk management in or-
ganizations (Ching & Colombo, 2014; Kordos, 2018).

The concept of Industry 4.0 reacts to the new threats in the environment by creation of 
new types of risks. The combination of cyber-space, more and more complex technologies 
and manufacturing of elements, and using outsourcing for many business activities is the key 
factor increasing hazards in business operation (Tupa et al., 2017). Moreover, the empirical 
results indicate that risks in terms of Industry 4.0 are perceived differently by SMEs, par-
ticularly since they do not fully grasp the opportunities of new business models as opposed 
to larger enterprises (Yan, 2017).

The potential risks of Industry 4.0 are one of the main reasons pointed out as those ham-
pering or questioning the Industry 4.0 implementation. From the economic point of view, the 
loss of competitive advantage through diminishing business models, resulting in shrinking 
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profits or even the relocation of manufacturing is mentioned among the results of the Indus-
try 4.0 implementation (Ghanbari et al., 2017). Besides, social risks are indicated, including 
required training and the requalification of the workforce or potential job losses, particularly 
for routine or simple occupations replaced by machines (Kazancoglu & Ozkan-Ozen, 2018). 
New reality causes that it is essential to completely identify emerging risks in Industry 4.0 
and approach them with suitable measures. Only then will companies be successful in the 
long-term perspective (Schröder et al., 2014).

The implementation of Industry 4.0 solutions faces a variety of technological risks. 
A modern organization faces many challenges resulting from growing technical complexity 
connected with the strengthening of the linkages between the mechanical and IT systems in 
a supply chain. The whole process is more effective when elements in mechanical system are 
adapted to digitalization. However, SMEs often try to convert purely mechanical machines 
into element of fully automatic system because of avoiding costs of new assets’ purchase. Such 
a solution can reduce the costs of the Industry 4.0 implementation but the technical complex-
ity (and risk) arises significantly. The other problem for SMEs adopting Industry 4.0 solutions 
is a great dependency on technology and software, which are vulnerable to a system failure or 
errors disrupting the proper functioning of the entire supply chain. No less significant prob-
lem is generated by the need for unification or compatibility of standards in all organizational 
units and systems operations when SMEs attempt to the technical integration of Industry 4.0 
(Birkel et al., 2019; Grenčíková et al., 2019). When previously SME success could be based on 
production assets characterised by low level of digitalization and effective organization of the 
production process, nowadays it seems to be not enough to achieve competitive advantage. 
In the age of Industry 4.0, the relevant data transparency is required across the supply chain, 
whereas existing systems might not be easily compatible, and adjustment to technological 
advancement is risky and absorbs a lot of financial resources. However, the need of increased 
data volumes and availability in real time causes that modern infrastructures and proper 
adaptations are required to information processing. All the processes of the organization 
are determined by new technological solutions as well as risk-bearing. Humans, objects and 
systems merging into a coherent whole is necessary to form dynamic, real-time optimized 
and self-organizing, cross-company value creation networks (Tupa et al., 2017).

One of those risks is virtual attack. The application of information and communication 
technology in the creation of industrial value opens the gates to attacks from the virtual 
world. Therefore, preparations must be made in order to reduce these risks on a technical 
and organizational level. Other risks arise by data protection. Since it is necessary to pro-
tect intellectual property, competitive advantages can be lost if information is taken over by 
competitors (Birkel et al., 2019).

In the environment characterized by high competition, survival is guaranteed only to 
those companies, which realize the importance of constant innovation (Pavlović et al., 2018). 
The innovation activities of the enterprise were determined by the knowledge and technol-
ogy at their disposal. However, enterprises were not extremely interested in changing their 
successful business model and the established relations with their customers by innovation 
implementation (Jovović, 2017). The Industry 4.0 idea is strictly connected with innovations, 
especially in the technology area, but also in the business organization area. Innovative ac-
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tiveness needs to be included and connected in the Industry 4.0 solutions. In addition, the 
systemic understanding of innovation policy is required, which should include strategy and 
coordinated implementation. In addition, when launching Industry 4.0, one should not ig-
nore the rights of employees to participate. This could be treated as the basis for acceptance 
of innovations among employees (Schröder et al., 2014). However, innovations are always 
connected with increased risk. In particular, technological innovation activity contains un-
certain factors at each stage and components, giving it high-risk. The probability of a suc-
cessful technological innovation is often less than the probability of failure. Technological 
innovation risks is mostly due to uncertainties of technology, market, innovation benefits and 
institutional environment. Technological innovation projects comprise decision uncertainty, 
complexity, multiple objectives, and dynamic interactions (Wu et al., 2010).

As Industry 4.0 brought a new kind of risks or new risk distribution, a systematic con-
sideration of risks and effective risk management are particularly essential.

2. Methodology

2.1. Problem statement and article objective

The concept of Industry 4.0 has begun to be enforced also in Poland and Slovakia. SMEs that 
carry out their activities in these countries have possibilities to fit this new industrial trend. 
SMEs play an indispensable role in development of many economic branches and contribute 
to overall potential of a competitive environment (Korcsmáros et al., 2017). Although the 
SMEs are flexible, they have not enough experience, they lack of knowledge and shortage of 
resources for implementation of the Industry 4.0 solution. Many activities in this process are 
risky for SMEs. Nowadays important role also in case of Industry 4.0 implementation plays 
the connection of SMEs into clusters. There are the new knowledge and innovation related 
to information and communication technologies in clusters’ environment, which contribute 
to the transformation of SMEs into smart entities.  

This article captured the opinions of Polish and Slovak SMEs on the selected risks related 
to the implementation of the Industry 4.0 concept. It is a part of the VEGA research project 
No 1/0918/16 “Risk management of SMEs in the context of clusters’ involvement activities in 
the Slovak Republic”. Within its framework, the questionnaire survey oriented on SMEs that 
have knowledge or experience with cluster cooperation was conducted. In order to achieve 
the main objective of the article, this research is focused on the risks that are related to the 
concept of Industry 4.0 and their implementation in SMEs. Following Birkel et al. (2019), 
Müller and Däschle (2018), Mura and Mazák (2018), and Tupa et al. (2017) three categories 
of risks were observed: technical readiness, risks of innovation process and risks of IT.

2.2. Research sample and procedure

The structure of the Polish and Slovak SMEs that were involved in the survey is listed in 
Table 1. The questionnaires were distributed among 487 Slovak and 300 Polish SMEs repre-
senting by their owner or manager. We focused on SMEs that belonged to the manufactur-
ing industry. The sampling selection was realized following Borrego, Douglas, and Amelink 
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(2009), Heckathorn (2011), Haseeb et al. (2019) and Pejić Bach et al. (2019). The estimation 
of range selection was calculated according formula (1) from Cochran (1977):
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where: n – the requested sample size, ta – the coefficient of reliability for the chosen reliability 
a (while a = 1.96), d – desired level of precision, p – the estimated proportion of an attribute 
that is present in the population. 

Within the results of realized project VEGA No 1/0918/16, we found out that in 2018, 
there were 119 SMEs in clusters in the Slovak republic and 854 in Polish clusters.

The research sample for both countries were calculated according formula (1), while 
p = 4%. The research sample for Slovakia should be 47 SMEs in Slovakia and 114 SMEs in 
Poland if we take into consideration only SMEs that have experience with cluster coopera-
tion. Due to the objectives of project VEGA No 1/0918/16, this research has limitation in 
research sampling; because we take into account also SMEs, which have knowledge about 
cluster cooperation. The selection of respondents due to their specificity was realized on the 
principle of snow ball method, This method is used also by authors as Heckathorn (2011), 
Haseeb et al. (2019), Pejić Bach et al. (2019). The sample error was calculated from total 
population of SMEs at 95% confidence level and 50% of sample proportion. For Slovakia it 
was calculated at level 4.4% and for Poland at level 5.7%.

The surveys were collected in years 2017–2018.

Table 1. Structure of Polish and Slovak respondents

Country
Micro enterprises Small enterprises Medium enterprises Total

% Number of 
respondents % Number of 

respondents % Number of 
respondents % Number of 

respondents

Poland 18.8 148 14.7 116 4.6 36 38.1 300
Slovakia 22.1 174 20.7 163 19.1 150 61.9 487
Total 40.9 322 35.5 279 23.6 186 100 787

Within the project, the questionnaire was designed and distributed and it also included 
the questions related to the awareness of Industry 4.0 and covered the questions including the 
level of risks related to the implementation of the Industry 4.0 concept in SMEs. Due to the 
fact, that Industry 4.0 is not the core of the project, we focused on selected issues of this topic.

The success of the Industry 4.0 implementation depends on a high level of knowledge 
regarding its concept (main functions, core technologies). Within the “Question 1: Do you 
know the concept of Industry 4.0?” SMEs provided information about their awareness regard-
ing the concept of Industry 4.0 in line with their activities. SMEs expressed their perception 
by using a three-point scale: 1 – I aware, 2 – I aware of it partially, 3 – I don’t aware.

The launch of the Industry 4.0 concept into activities of SMEs is affected by various risks. 
The most important are three risk categories: technical readiness for the Industry 4.0 imple-
mentation, innovation capabilities and readiness for digitalization. Each category consists of 
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several specific risks. Corresponding with it, the following questions were evaluated: “Ques-
tion 2: How do you perceive risks related to technical readiness for Industry 4.0 implementa-
tion.” The respondents evaluated risks: technical complexity, retrofitting and system failure. 
“Question 3: How do you perceive IT risks related to the implementation of the Industry 4.0 
concept?” Evaluated risks: technical solutions and data handling. “Question 4: How do you 
perceive risks influenced by innovation activities?” Evaluated risks: service orientation – new 
products and services, using new technologies and the capital requirement.

Respondents expressed their attitudes towards the questions by using the six-point Likert 
scale from 0 – risk doesn’t apply to an enterprise, 1 – the lowest level of risk to 5 – the high-
est level of risk.

The outcome of the single questionnaire results was treated through descriptive statistics 
(mean, standard deviation and mode). To explore the differences between Slovak and Polish 
SMEs the Mann-Whitney U test (in the tables MWU) was calculated. This test was used due 
to the fact that the data were not normally distributed (this was confirmed by using Shapiro 
Wilk test p value – in the tables SWT). We set null hypothesis about the non-existence of 
statistical significant differences in the perception of Slovak and Polish SMEs’ and the al-
ternative hypothesis that means opposite statement. If the calculated value was lower than 
confidence level 5%, we rejected the null hypothesis and accepted the alternative hypothesis. 
Following research work of Civelek, Ključnikov, Krištofík, and Rozsa (2019), the significance 
of differences between Slovak and Polish respondents’ answers were evaluated by using Z 
score test for 2 population proportions. The calculations were carried out using statistical 
software STATISTICA and free calculator of Social Science Statistics.

Following hypotheses were tested to explore the differences in Polish and Slovak SMEs’ 
perceptions:

H1: There is no statistically significant difference between the Slovak and Polish SMEs’ 
awareness regarding the implementation of Industry 4.0.

H2: There is no statistical significant difference between respondents’ answers in relation 
with perception of selected risk kinds.

3. Results

The discussion and initiatives that promote the phenomenon of Industry 4.0 are increasing 
among researchers, professionals, entrepreneurs and policy makers around the world. Its suc-
cessful embracing requires high level of information. Table 2 shows how Polish and Slovak 
SMEs are aware of the main features and solutions of this concept (the evaluation of Ques-
tion 1). More than 60% of the respondents have necessary knowledge and information. Due 
to the results of MW U test we accepted the alternative hypotheses. There is the existence 
of differences between Polish and Slovak SMEs’ awareness regarding the implementation of 
Industry 4.0. The Z score confirmed that differences between their perceptions are statisti-
cally significant.

The technological adoption of the Industry 4.0 concept is linked to many requirements 
that are necessary to fulfil transformation of enterprise through digitalization and exploita-
tion of the potential of new technologies. The risks, connected with this issue, we evaluated 
in Question 2.
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Table 2. The level of awareness regarding Industry 4.0

Scale
Frequency (%)

Z score
PL SK

I aware 60.67 74.33 0.000
I aware it partially 34.00 23.20 0.001
I don’t aware 5.33 2.46 0.035
µ 1.45 1.28

–
SD 0.60 0.50
mode 1 1
SWT 0.000 0.000
MWU 0.001

The implementation of Industry 4.0 in SMEs is related to high level of their technical 
complexity. This kind of risks was perceived as a very high risk only by 11.33% of Polish and 
14.58% of Slovak respondents. The results of MW U test confirmed the differences in Polish 
and Slovak respondents’ perception. The statistical significance of these differences was not 
confirmed for the highest and low level of this kind of risks.

Table 3. The technical complexity, the retrofitting and the system failure of SMEs

Scale

The technical complexity The retrofitting The system failure

Frequency (%)
Z score

Frequency (%)
Z score 

Frequency (%)
Z score 

PL SK PL SK PL SK

0 18.67 10.88 0.002 20.67 12.53 0.002 16.00 9.03 0.003
1 22.67 12.32 0.000 17.33 7.80 0.000 20.67 10.68 0.000
2 20.67 16.02 0.097 18.67 12.94 0.029 18.67 12.94 0.030
3 15.33 24.02 0.004 15.33 21.36 0.037 16.67 20.53 0.180
4 11.33 22.18 0.000 17.33 26.08 0.005 14.67 21.97 0.011
5 11.33 14.58 0.194 10.67 19.10 0.002 13.33 24.85 0.000
µ 2.12 2.78

–

2.23 2.98

–

2.33 3.10

–
SD 1.61 1.55 1.66 1.61 1.64 1.61

mode 1 3 0 4 1 5
SWT 0.000 0.000 0.000 0.000 0.000 0.000

MWU 0.000 0.000 0.000

From the technical point of view the retrofitting of existing machinery presents large 
technical challenges. For example, purely mechanical machines need to be converted so that 
they could be operated automatically. Table 3 presents the SMEs’ perception of this kind of 
risks. 19.10% of Slovak respondents perceived these risks as the most important and 20.67% 
of Polish respondents they did not apply in their business. The p-value of MW U test con-
firmed the differences in the respondents’ answers and Z score confirmed that the differences 
between their perceptions are statistically significant.
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The risks related to system failure reflects the situation, what if the system, which is pre-
requisite for many part, fails. How these risks were perceived in the research is presented in 
Table 3. The p-value of MW U test confirmed the differences in the respondents’ answers 
and Z score confirmed that the differences between their perceptions are not statistically 
significant in case of middle level of the risk.

In Question 3 we focused on two risks: technical solutions and data handling (Table 4). 
Technical solutions represent bare infrastructure and smart solutions for the interaction 
between physical systems and humans, reflection of physical objects in the information 
world. Transaction in terms of software services, interoperation that is enabled by inter-
acting, cloud-based platforms, prescription to handle big data with the goal of retrieving 
new and unexpected information and communication using the concepts and solutions 
coming from the network architecture (Neugebauer et al., 2016). The perception of this 
kind of risks among respondents is at low level. 32.00% of Polish respondents do not 
observe it in their activities and 27.52% of Slovak respondents perceived these risks at 
middle level of rating scale. The differences between Polish and Slovak SMEs’ perception 
were also confirmed by MW U test and Z score confirmed the significant differences 
except for the perception at low level.

The concept of Industry 4.0 includes big data that need to be collected, processed, 
transported, integrated, transformed, stored, computed and enhanced. This process is con-
nected with various levels of risk. The results of data handling risk perception by SMEs 
are showed in Table 4. 32.00% of Polish respondents perceived this kind of risks as risk 
with very low impact on their activities and 26.49% of Slovak respondents perceived it as 
a risk with middle impact. The results MW U Test showed the differences between Polish 
and Slovak SMEs’ answers. There is no statistical significance of risk perception at low and 
the highest level.

Table 4. Technical solutions and data handling of SMEs

Scale

Technical solutions Data handling

Frequency (%)
Z score 

Frequency (%)
Z score

PL SK PL SK

0 32.00 11.09 0.000 16.67 10.27 0.009
1 29.33 16.43 0.000 32.00 16.63 0.000
2 19.33 22.38 0.308 24.67 26.28 0.617
3 7.33 27.52 0.000 14.67 26.49 0.000
4 10.67 14.37 0.134 7.33 13.55 0.007
5 1.33 8.21 0.000 4.67 6.78 0.418
µ 1.39 2.42

–

1.78 2.37

–
SD 1.35 1.42 1.34 1.36

mode 0 3 1 3
SWT 0.000 0.000 0.000 0.000

MWU 0.000 0.000
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The competitiveness of each business entity depends on ability to innovate. Within the 
Question 4, the respondents evaluated three risks related to their innovation activities in 
connection with Industry 4.0 (see Table 5). The concept of Industry 4.0 is also focused on 
the new production processes consisting in providing new products and services. The risks 
linked with these issues in case of Polish SMEs are mostly perceived as risks with middle 
level (28.00%). The most of Slovak respondents perceive these risks without importance for 
their business (28.54%). The results of MW U test showed that the differences exist between 
Polish and Slovak respondents’ answers. The statistical significance of these differences was 
confirmed at assessment level of 0 and 3.

Table 5. New products and services, usage of new technologies and the capital requirement of SMEs

Scale

New products and services Usage of new technologies The capital requirement

Frequency (%)
Z score 

Frequency (%)
Z score

Frequency (%)
Z score 

PL SK PL SK PL SK

0 14.67 28.54 0.000 16.67 4.52 0.000 12.67 3.90  0.000
1 20.00 15.61 0.114 20.67 11.29 0.000 14.00 5.54 0.000
2 22.00 23.82 0.555 20.00 17.45 0.373 21.33 15.61 0.041
3 28.00 16.43 0.000 24.67 31.62 0.000 29.33 28.54 0.810
4 8.00 8.21 0.912 13.33 21.97 0.003 16.00 22.18 0.035
5 7.33 7.39 0.976 4.67 12.94 0.000 6.67 24.23 0.000
µ 2.17 1.82

–

2.11 3.13

–

2.42 3.32

–
SD 1.42 1.56 1.44 2.29 1.42 1.35

mode 3 0 3 3 3 3
SWT 0.000 0.000 0.000 0.000 0.000 0.0000

MWU 0.001 0.000 0.000

The consequences of new technologies for industrial production systems allow flexible 
mass custom production and flexibility in production quantity. As we can see in Table 5, in 
both countries, the respondents perceived this risk as risk, which affect in case of link to 
Industry 4.0, have moderate level. The results of MW U test showed the differences between 
Polish and Slovak SMEs’ perception. Z score confirmed the statistical significance of the dif-
ferences for all levels of risk perception except for low-level perception.

The implementation of the solutions of Industry 4.0 requires capital expenditure on new 
technologies. The risks of capital requirement (Table 5) belong to risks that are perceived with 
higher impact. Only 6.67% of Polish SMEs and 24.23% of Slovak respondents perceived these 
risks with very high value. The results of MW U test showed statistical differences between 
the respondents’ answers. Z score confirmed statistical significance of differences except for 
the perception at middle level.

Figure 1 presents the overall evaluation of the selected risks perception by Polish and 
Slovak SMEs. As we can see, SMEs generally perceived the risks at low (Polish SMEs) and 
middle values (Slovak SMEs). The research showed that Slovak SMEs perceive observed 
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risks as more risky. Except for the risks of new products and services, that was more risky 
for Polish SMEs.

0.00
0.50
1.00
1.50
2.00
2.50
3.00
3.50

�e technical
complexity of SMEs

�e retro�tting

�e system failure

Technical solutions

Data handling

New products and
services

Using of new
technologies

�e capital
requirement

PL SK

Figure 1. The overall perception of risks – average value of SMEs’ answers

For the accomplishment of the main aim, two main statistical hypotheses were tested 
at significance p-value (0.05). From the results of tested statistics Mann Whitney U test 
followed, that the stated hypothesis about no differences between Polish and Slovak SMEs’ 
perception were not confirmed. The p-value of Z score showed in which cases the statistical 
significance of differences was present. As the most important risks in the context of Indus-
try 4.0 respondents perceived the capital requirement (PL: 2.42±1.42; SK: 3.32±1.35). The less 
important risks is the Technical solution for Polish SMEs (1.39±1.35) and the new products 
and services for Slovak SMEs (1.82±1.56).

Conclusions

Recently, the Industry 4.0 concept has become an increasingly important issue, being dis-
cussed by academics, researchers, firms, and politicians. The introduction of this concept in 
enterprises should bring new technologies to improve quality, efficiency, and effectiveness of 
resources, reduce risks, and to remain competitive in the market.

Features of Industry 4.0 and characteristics of clusters seem to be similar or compatible 
in many areas. New business models developed based on Industry 4.0 concept fit perfectly 
to the idea of cluster cooperation and expected advantageous of it. However, studies on the 
subject – activity of cluster members within Industry 4.0 environment are still limited.

With the inevitable changes, which Industry 4.0 implementation will bring, there is a very 
high probability of new risks occurring and having negative impact on many aspects across 
organizations. Industry 4.0 will not take advantage of its entire potential until all its risks 
are well understood and clearly assessed. Moreover, businesses in some Central European 
countries as e.g. in Slovakia have not taken Industry 4.0’s challenges into account for a long 
time, and from this reason, they are lagging behind West European countries. This situation 
requires intensified research efforts and practical action in the area to reduce the existing gap.
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Therefore, despite many advantages of Industry 4.0, in order to be able to implement it 
holistically, a systematic consideration of the risks is also essential. The types of risks highly 
visible by the Industry 4.0 implementation seem to be technical readiness, risks of innova-
tion process and IT risks. In many aspects, the level of those kinds of risks is significantly 
increased because of new technological and IT solutions, and their advancement.

The results of our research showed the differences in the level of awareness regarding 
Industry 4.0 between Polish and Slovak SMEs. The Slovak SMEs in this research had higher 
level of awareness related to the Industry 4.0 implementation than Polish SMEs. In addition, 
the perception of risks linked with the Industry 4.0 implementation showed differences. 
Therefore, both Slovakia and Poland have their own specifics according to risk perception, 
which confirms the validity of the conducted research.

A risk diagnosis and an attempt of its reduction are not enough. It is necessary to follow 
the analogical problems in other sectors, type of organizations or even countries to find the 
existing trends and use to best practices in risk reduction. There is no doubt that the failure 
of a firm in risk identifying and managing will bring up a significant negative effect on busi-
ness performance.

There may be some limitations in this article. From the point of view of methodology, 
there were mainly the limitations in research sample and prior research studies that are 
relevant to the focus of the project. SMEs are not a homogenous group, we focused on 
manufacturing SMEs and from this point of view it could be useful to analyse SMEs e.g. 
from the same industry. Although the SMEs create the largest part of clusters’ stakeholders, 
not all of SMEs know this cooperation and want to join this form of doing business. From 
this reason and focusing of research project in which frame this research was realised, we 
focused only on SMEs that have knowledge or experience with cluster cooperation. The next 
limitation concerns the literature review. Prior studies are focused mainly of risk issues of 
Industry 4.0 implementation in SMEs in general, but only few studies solved this topic in 
case of cluster cooperation. From this reason, we focused on selected risk issues of Industry 
4.0 implementation in accordance with cited studies. From this point of view, the results of 
this research provide useful bases for future research, which may become more focused on 
observed risk issues in case of SMEs, which carry out their activities in clusters. The broad 
implication of this article is that point on the most important risks related to Industry 4.0 
implementation in SMEs. 
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APPENDIX

Notations

µ – mean.
SD – standard deviation.
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