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Abstract. The purpose of the article is to formulate a methodological approach to building a model of e-commerce devel-
opment in the context of ensuring the economic security of business. The object of the study is the business activity of so-
cio-economic systems and their economic security. The scientific task is to model the stages and processes of e-commerce
development in the framework of ensuring business economic security. The key problem is the lack of a clear methodologi-
cal approach to modeling the development of e-commerce in the context of ensuring the economic security of business. A
review of the literature showed that there is no single approach to solving this problem. The research methodology involves
the use of functional modeling technology. This is achieved through a graphical modeling method. Based on the results
of the study, the main model for the development of e-commerce in the framework of ensuring the economic security of
business was presented. Each block has been modeled separately for better understanding. The scientific innovativeness of
the presented research results consists in the presented methodological approach to determining the ways for the develop-

ment of e-commerce in the framework of ensuring the economic security of a business.
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Introduction

The digitalization of economic processes and increased
competition in the new economic conditions encourage
enterprises to adapt and search for new sales markets, and
flexible adaptation to the ever-growing consumer require-
ments for their products and services. The organization
of the e-commerce system within the framework of busi-
ness security is becoming a constant trend in the business
practice of engineering enterprises to use new Internet
technologies and provide strategic advantages in promis-
ing markets. The organizational effectiveness of the use
of e-commerce within the framework of business security
is reflected in an increase in the profitability of the op-
erating profit of the enterprise by at least 109% and can
reach up to 168%; Entering new markets and increasing

the share of existing ones; Establishing close and constant
communication with clients; improving their service and
fast delivery of products; improvement of logistics pro-
cesses. The introduction of an e-commerce system within
the framework of business security can, through the use
of electronic technologies, improve communications with
all stakeholders of the enterprise — customers, suppliers,
investors, financial institutions, employees, the public, and
government regulators — through a service management
approach. These advantages of introducing an e-commerce
system are especially relevant to those areas of economic
activity that are in a state of active development but have
not revealed their economic potential and security.
Modern business realities require enterprises operating
in the market to expand the distribution channels for their
products precisely through the use of e-commerce tools.
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This trend is because, compared with the classical form of
selling goods, e-commerce requires less financial invest-
ment at the initial stage, and is also a more convenient
and faster way for consumers to order and receive goods.

E-commerce opens up new business opportunities,
including expanding markets, increasing sales, and
personalizing offerings to customers. Secondly, in the
context of economic security, e-commerce requires a
high level of data and transaction security, which ensures
customer trust and business resilience in the face of cyber
threats. The growing reliance on digital technology also
highlights the need to develop strategies to protect against
potential cyberattacks and maintain data privacy. At the
same time, integration with other digital platforms such
as social media and mobile applications creates additional
security dimensions and management challenges.
E-commerce also promotes innovation in business models,
giving companies the flexibility to adapt to changing
market conditions. Thus, research and development in
the field of e-commerce become important not only for
the growth and development of a business but also for
ensuring its sustainability and security in the global digital
economy.

The introduction of e-commerce can have a
significant positive impact on the economic security of a
company, as it opens up new ways to expand the business
and stabilize it. The move to an online format allows
companies to reach a wider market without being limited
by geographical boundaries. This creates opportunities
to increase sales and attract new customers, which leads
to diversification of income and reduced dependence
on local market fluctuations. In addition, e-commerce
allows large amounts of consumer data to be collected
and analyzed, giving companies the tools to more
accurately forecast demand and manage inventory more
effectively. This reduces the risks of overproduction and
surplus goods, helping to optimize costs and increase
business efficiency.
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E-commerce also plays a key role in enhancing
cybersecurity. As businesses are forced to protect their
online platforms and transactions from potential cyber
attacks, this leads to an increase in the company’s overall
security level. The use of modern encryption technologies
and a secure payment system helps ensure reliability and
customer trust.

Today, the European annual index of the development
of Internet commerce in the world, only from year to year,
is growing. By the way, the same trend is observed in the
global e-commerce market. If back in 2018 the European
e-commerce market grew by 35%, showing the second
result in the world in terms of growth, then in 2022 the
e-commerce market grew by 17% to 5 billion Euros (Fig-
ure 1).

The forced isolation of the population rapidly led to
the total digitalization of many types of economic activity
and individual business processes, which, in turn, signifi-
cantly affected the level of money circulation.

At the same time, one should pay attention to another
important indicator - the percentage of e-commerce pen-
etration in the EU. As you can see from the graph above,
this figure shows a steady increase every year. This means
that every year the volume of the Ukrainian e-commerce
market in the Internet direction takes an increasing share
of the total retail sales, which is a positive trend.

The effective management of e-commerce enter-
prises in the engineering sector of the economy re-
quires a reorganization of the very approach to ensur-
ing economic security. Also, standards, technologies,
or improved procedures have not yet been defined in
building an e-commerce system for organizing the in-
teraction of an enterprise with its stakeholders and a
business model for making a profit, especially in the
field of logistics management. This limits the use of all
the benefits of the e-commerce enterprise engineering
sector of the economy for undisclosed opportunities to
enter global markets.
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Figure 1. Dynamics of the e-commerce development index in the EU (source: developed by the author)
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Thus, the main scientific and practical task of the work,
together with the hypothesis put forward, is to determine
such a methodological approach that will give the devel-
opment of e-commerce to enterprises in the engineering
sector of the economy, based on the implementation of an
innovative model with the appropriate functional blocks.

The purpose of the article is to formulate a methodo-
logical approach to building a model of e-commerce de-
velopment in the context of ensuring the economic se-
curity of business. The object of the study is the business
activity of socio-economic systems and their economic
security.

The structure of the article provides for a review of the
literature and methodology, the presentation of the main
results of the study and their discussion, the formation of
conclusions, and prospects for further research.

1. Literature review

As Guseva (2010), Daniel et al. (2002) note, the launch
of the digital economy, as a new direction of the general
world economy, has led to the emergence of many new
economic entities and concepts that should describe a new
system of electronic relations between business entities.
Subsequently, such relationships received many defini-
tions, such as “electronic commerce”, “electronic business’,
“electronic commerce’, “electronic commerce”, “economic
security” and other definitions with the prefix “electronic”,
“internet trading”, and “internet trading” “Online busi-
ness” and others.

Rushchyshyn et al. (2021), Sylkin et al. (2019a) notes
that electronic activity within the framework of business
security is based on the same principles and principles
as traditional commerce, that is, on a complex multi-
structural trade and technological process. The imitation
of e-commerce to the principles of traditional commerce
suggests that e-commerce is also inextricably linked with
economic security, which plays a decisive role in almost
all of its stages on the way to the economic performance
of an enterprise.

Barrera Verdugo (2019) and Al Azzam (2019) in
the literature note that the current level of development
of e-commerce and its importance for business security
actualize a deep study of this concept using scientific ap-
proaches. The essence of e-commerce of enterprises is
inextricably linked with technical and economic aspects,
which requires, first of all, the study of the theoretical
foundations of the conceptual and categorical apparatus
of its problems.

Agreeing with the thesis in the literature (Alazzam
et al., 2020b; Bazyliuk et al., 2019) that electronic (Inter-
net) commerce as a line of business is an activity that in-
cludes all trade and financial transactions performed via
the global Internet and business processes associated with
such transactions.

At the same time, Alazzam et al. (2020c) and Fetai et al.
(2020) believe that e-commerce within the framework of
economic security is a set of all transactions between an

enterprise and all counterparties carried out using in-
formation technology to automate business processes to
optimize costs and increase the economic efficiency of a
business.

Alazzam (2020a), Toska and Fetai (2023), and Awa
et al. (2015) note in the literature that the range of e-
commerce operations is wider than the totality of the
stages of a direct sale and purchase agreement. The list of
the main areas of e-commerce includes not only digital
trade transactions, but also the preparation of electronic
infrastructure, online market analysis, marketing activi-
ties in the electronic network, maintaining relationships
with suppliers and consumers, and organizing electronic
document management.

Saleh et al. (2020) and Alford and Page (2015) note
that the functionality of commerce is more diverse than
the same type of process of buying and selling goods.
Thus, the main task of commerce can be more accurately
revealed through the concept of “trade and technological
process’, that is, the sequence of such actions that ensure
the completion of the transaction for the sale of products.
Specifically, the trade and technological process underlies
the functional actions of e-commerce companies.

A study by Alazzam et al. (2023) focuses on the
development of an information model for e-commerce
platforms, with an emphasis on modern socio-economic
systems in the context of global digitalization and legal
compliance. An important aspect is also the study
by Pang and Pang (2022), which analyzes the model
and influencing factors of consumer satisfaction with
e-commerce. Tridalestari et al. (2022) provide an analysis
of e-commerce processes in the context of supply chain
management, using data processing and process analysis
techniques. Tytykalo et al. (2023) study the adaptive
management of economic security of enterprises in
the context of globalization challenges and sustainable
development.

Teerasoponpong and Sopadang (2022) focus on
a decision support system for adaptive procurement
management and inventory management in small and
medium enterprises. Marhasova et al. (2022) model the
harmony of economic development of regions in the
context of sustainable development, and Zybareva et al.
(2022) assess the spatial challenges of the system of
economic security of industrial enterprises.

With the roar of literature, we highlight the gaps in
our study (Table 1).

Table 1. Gaps in the literature in the context of our study
(source: developed by the author)

Main Gaps Characteristics
Methodical Lack of a new methodical approach to the
approach development of electronic commerce
. Lack of a convenient and informative
Modeling

model for research

Directions for
improvement

Directions are given in the text or tabular
form without appropriate graphic language
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In particular, due to the rapid development of mod-
ern information technologies and the simplification of
the procedure for active and passive trade due to the re-
duction of physical contact with customers, consumers,
and other stakeholders in the supply chain, the issues of
the formation and functioning of the e-commerce sys-
tem of enterprises, engineering and their application of
innovative business models of relations, especially within
the framework of economic security. The combination of
these and other problematic issues determined the choice
of the topic of work, goals, objectives, objectives, and di-
rections for using the results of the study.

2. Methodology

When analyzing the operation of complex systems such
as business activities and the development of e-com-
merce, large distributed complex companies in general,
it is important to build both static models showing the
work of the company, the execution of individual busi-
ness processes of the company, and simulation of busi-
ness processes, for the analysis of which the most an
important factor is the time costs, the speed of opera-
tions and other time calculations in the development of
e-commerce. At the same time, researchers at the initial
stages often face the problem of choosing a modeling
methodology, and the relationship of different meth-
odologies, and modeling tools. In this article, using the
example of a specific company, the issues of modeling
and analyzing some business processes using various
notations will be considered, and an option for build-
ing an innovative model as part of the development of
e-commerce and business security will be presented. It
is also very important to develop and apply methods for
modeling complex organizational systems using the lat-
est software and tools, such as Integration DEFinition.

The IDEF method, used to model business processes
and systems, has a number of significant advantages
due to standardization and universality. This means
that it applies to various industries and organizations.
Its flexibility allows you to adapt the method to the
specifics of a particular project or organization, which
is key to the successful implementation of business
processes.

Integration DEFinition in our study is a set of meth-
odologies developed to support information systems
integration and business process modeling. Integration
DEFinition includes various approaches such as IDEF0
(functional modeling), IDEF1X (data modeling), and
IDEF3 (process modeling). The advantages of func-
tional modeling are structure, versatility, and flexibility,
which allow you to adapt the methodology to different
areas and tasks within our study. However, Integration
DEFinition can be difficult to understand and requires
special training to use effectively.

We can highlight the pros and cons of the chosen
modeling method (Table 2).
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Table 2. Pros and cons of the chosen methodology in our study
(source: developed by the author)

+ -

Excessive formalization of
notation, which is not only
ineffective but also harmful
due to the specifics of the
notation

The possibility of the detailed | Lack of binding to subjects
detailing of processes, allows | (positions, departments, etc.),
us to consider the process which does not allow you to
from different points of view, | fully see the business process
but in the task at hand, such a
need does not arise

Simplicity, as only 3-5 main
description objects are used

Possibility of interaction
with other notations of the
modeling family

A complex scheme is quickly
overloaded, which requires
thinking through the
processes and their detailing
at the stage of preparation for
the description

Using the methodology of functional modeling, the
studied business process appears as a set of interrelated
functions (functional blocks). The methodology applies
the principle of decomposition of functions, that is, the
division of any complex process into its constituent func-
tions. This principle allows you to gradually and struc-
turally represent the circuit model through the hierarchi-
cal structure of individual diagrams, which makes it less
overloaded.

As part of our study, an innovative model was built for
enterprises by the engineering sector of the economy to
take into account their specifics.

As part of the study, the SWOT analysis method was
used to identify the main weaknesses of engineering en-
terprises in the economic sector.

3. Results of research

E-commerce can significantly contribute to the economic
security of a business through a range of strategies and in-
novative approaches. It allows businesses to expand their
markets beyond traditional geographic limitations, there-
by providing more stable and diverse sources of income.
This is especially important in times of global economic
uncertainty, where access to different markets can serve as
a buffer against local economic fluctuations.

In addition, the use of advanced technologies within
e-commerce allows businesses to effectively manage their
inventory and optimize logistics, reducing costs and in-
creasing responsiveness. Automating your ordering and
delivery processes can significantly improve efficiency
and reduce human errors, which in turn impacts over-
all business productivity and profitability. In addition, e-
commerce provides the ability to collect and analyze large
amounts of customer data, allowing companies to more
accurately predict market trends, tailor their products and
services to consumer needs, and develop effective market-
ing strategies. This information can be used to increase
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customer loyalty, attract new customers and maintain sta-
ble sales levels.

However, the growth of digital transactions also in-
creases the risks associated with cybersecurity. Therefore,
it is important to implement advanced technologies and
practices to protect data privacy, ensure secure transac-
tions, and prevent fraud. This includes using strong en-
cryption methods, establishing effective access control
systems, and regularly updating software.

Taken together, e-commerce provides businesses with
the means to expand markets, streamline internal pro-
cesses, enhance customer service, and ensure a high level
of data security. All of these factors contribute to creating
a strong foundation for economic stability and company
security in the digital age.

We will conduct a SWOT analysis of the activities of
companies in the engineering sector of the economy as
part of our study (Table 3).

The first result of the simulation will be the construc-
tion of a hierarchical flowchart for achieving the IM0 “De-
velopment of E-commerce in the framework of ensuring
the economic security of the business” (Figure 2).

Further, it is necessary to characterize the context
of modeling and fulfillment of the IMO goal. To do this,
we will form a suitable diagram in the framework of our
study (Figure 3).

Based on the results of the SWOT analysis, it was
found that the biggest weaknesses are the digitizing of
business processes and ensuring economic security.

Table 3. The SWOT matrix of the analysis of enterprises in the
engineering sector of the economy (source: developed by the
author)

S w

Productive capacity Digital illiteracy

Unique types of services
and products

The problems of using modern
technologies

Innovative activity

(@] T

Low level of economic security

Market expansion
Industry 5.0
Digitalization of society

Corruption
Inflation
Hacker attacks

Let us characterize each of the functional blocks of the
innovation model in the framework of our study:

IM1. Reorganization of electronic commerce. Creation
of a unified communication environment between all par-
ticipants of the electronic market. Integration of all com-
panies involved in the production of products and services
in a certain market sector. Integration takes place on the
basis of creating a single information environment for
managing the production process, a system of contracts
and mutual settlements within the framework of ensuring
economic security. A single cyberspace of the electronic
market is being formed.

IM2. Ensuring cybersecurity. Mechanisms for en-
suring cybersecurity in the information space are the

MO

Development of E-commerce in the framework of ensuring the economic security of the business

IM1 M2 M3

Reorganization of electronic
commerce

Integration of E-commerce into logistics Ensuring cybersecurity

Figure 2. Hierarchical block diagram for achieving the IMO development of E-commerce in the framework of ensuring the
economic security of the business (source: developed by the author)

Security control system Cyber monitoring system

S1 S2

| }

Development of E-commerce in the
framework of ensuring the economic
security of the business

— RIl ___, Information about the development of e -
commerce

Resource support — 11 — . . .
Formation of a security environment for

MO | i iviti
T T RI2 — business activities
Mi M2

Mechanisms for ensuring Mechanisms of
economic security digitalization

Figure 3. IMO execution context and entity diagram (source: developed by the author)
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technological basis for the application of e-governance,
they are the protection of access of individuals, enterpris-
es, institutions, and organizations to electronic services in
the information space.

IM3. Integration of E-commerce into logistics. To
comply with the requirements for the effectiveness of the
e-commerce system of enterprises, it is objectively neces-
sary to review the organizational structure and individual
elements of managing the logistics support of the e-com-
merce system of enterprises. Implementation of a service
approach to managing the logistics of the e-commerce
system of enterprises as synergistic efforts of internal cus-
tomers of the e-commerce system among themselves and
uniting with external consumers of the system as part of
ensuring the economic security of the business (Figure 4).

Let us characterize the blocks of sublevel decomposi-
tion of the innovation model IM1:

IM11. Improving sales within the online marketplace.
Maturity of the distribution system in the online market:
a study of the extent to which the distribution channel
has already been used by an industrial enterprise and its
competitors.

IM12. Improvement of online channels. Proximity of
customers to online channels: analysis of the extent to
which the target group of an industrial enterprise has suf-
ficient proximity to distribution channels and the extent
to which there is online demand.

IM13. Replacing the usual method. The replacement of
the traditional way of marketing or its combination with on-
line sales in the engineering sector provides significant ad-
vantages in additional coverage of consumers of the relevant
target group and will allow adapting to competition and re-
sponding flexibly to meeting consumer needs (Figure 5).

S1 S2

| |

Directives for stage IM2
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Let us characterize the sublevel decomposition blocks
of the IM2 innovation model:

IM21. The effectiveness of access control. Access con-
trol is a key mechanism for ensuring cybersecurity in the
information space. Access control mechanisms can be
classified by levels of implementation of security mecha-
nisms and by stages of work and components within the
framework of ensuring the economic security of a busi-
ness.

IM22. The architecture of the infrastructure of elec-
tronic identification. The architecture of the e-identity
infrastructure assumes the possibility of using several e-
identification tools. This will facilitate the spread of ser-
vices based on electronic identification.

IM23. Response to cyber incidents/cyber attacks are
carried out by cyber security entities in successive stages
such as preparation, detection and analysis, containment,
elimination, recovery, and analysis of the effectiveness of
measures to respond to cyber incidents/ cyber attacks as
part of ensuring the economic security of business (Fig-
ure 6).

Let us characterize the sublevel decomposition blocks
of the IM3 innovation model:

IM31. Electronic management of the supply subsys-
tem - is aimed at improving the efficiency of work by se-
lecting competent suppliers, optimizing the procurement
process, developing a procurement management process,
using standard operating procedures, researching the pro-
curement market, developing a procurement strategy and
tactics as part of ensuring the economic security of the
business.

IM32. Electronic management of the warehouse
subsystem - involves the improvement of warehousing

Directives for

stage IM 1 Directives for stage IM3

n | Reorganization of electronic

‘l/ > RI1

commerce

IM1

~

Strengthening security

Information about the
progress of the stage

M1
TT—————4 (

Information about

\ 4

Ensuring cybersecurity ¢

the progress of the

M2 j

stage IM2 _——]

Information about the
progress of the stage

Integration of E-

. .. ——» RI2
commerce into logistics

M3
> 7y j

M3\

J

M1 U

Figure 4. The main innovative model for the development of e-commerce within the economic security of business
(source: developed by the author)
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processes through the introduction of warehouse tech-
nologies, improving the quality of warehouse services,
their standardization, and rational placement.

IM33. Electronic control of the transport subsys-
tem. Ensures the development of rational supply chains,
transportation routing, optimal transport loading;

E A. E Alazzam et al. Formation of an innovative model for the development of e-commerce as part of ensuring...

ensuring the unity of the transportation process with
the production and storage processes; and accounting
security (Figure 7).

Thus, not only the main model was presented, but
also its sublevels, each of which is characterized by special
functional building blocks.

Directives
L Directives to ensure subprocess Directives
Directives to ensure IM 1 to ensure IM11 to ensure subprocess
l subprocess IM12 IM13
. o \ > M1
I Improving sales within the \J\
online marketplace
> M11
7y 7
Results
Sl;bprOCGSS | Improvement of online
Inf rogresiMllQ. 4 i channels
nformation IMle
A
Subprocess = Replacing the usual
Progress % - method
Information IM 12 r i IM13 j
A
Subprocess N
Progress
Information
M13
-
MY M2
Figure 5. Decomposition according to the layered model of ensuring the execution of the functional block IM1
(source: developed by the author)
Directives
o Directives to ensure subprocess Directives
Directives to ensure IM2 to ensure IM21 to ensure subprocess
l subprocess IM22 IM23
. \ > IM2
M1 ) The effectiveness of access \J\
control
> IM21
7y 7y
Subprocess Architecture of the Results
Progress — <— - » infrastructure of electronic
> dentificati
Information IM21 identification IM22%
LT
Subprocess Response to cyber
Progress % _| incidents/cyber attacks
Information IM22 r " IM23 j
7'y
Subprocess N
Progress
Information
IM23
-
MY M2

Figure 6. Decomposition according to the layered model of ensuring the execution of the functional block IM2
(source: developed by the author)
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Directives
— Directives to ensure subprocess Directives
Directives to ensure IM3
to ensure IM31 to ensure subprocess
l subprocefs IM32 /M y%
) >
. > RI2
M2 Electronic management of the \J\
supply subsystem
> IM31
A A
Subprocess Electronic management Results
Progress - > of the warehouse
Information IMM subsystem IM32%
" )
Subprocess Electronic control of
Progress % | the transport subsystem
Information IM32 r IM33 j
X
Subprocess S
Progress
Information
IM33
-
MY M2

Figure 7. Decomposition according to the layered model of ensuring the execution of the functional block IM3
(source: developed by the author)

4. Discussions

When discussing the results of our study, they should be
compared with similar ones in this field. For example, Li
et al. (2016) and Sylkin et al. (2019b) as a result presented
a conceptual model of effective management of logistics
support of the e-commerce system of enterprises of the
construction industry, which allows combining the in-
fluence of external factors of the informatization of the
enterprise’s electronic business and internal factors of the
operation of the logistics system of the enterprise’s e-com-
merce management. This made it possible to structure the
elements of managing the logistics support of the e-com-
merce system of enterprises, which subsequently allowed
them to be used in the practical activity of managing the
e-commerce system of enterprises in the engineering sec-
tor of the economy.

Sylkin et al. (2018), Al-Tit et al. (2020), and Kusuma
et al. (2020) as a result presented ways of reorganizing
business processes in the e-commerce system of enter-
prises in the engineering sector, which are based on the
principles of the theory of system limitations, which, un-
like existing approaches, allows expanding or eliminating
bottlenecks in the logistics support of the e-commerce
system of enterprises.

Al-Tit (2020), Corbitt et al. (2003), and Grabner-
Kraeuter (2002) as a result presented a correlation-regres-
sion analysis for each of the clusters according to the level
of development of the e-commerce system of enterprises.
This analysis demonstrated that for enterprises with a very
low level (cluster 4) of the development of the electronic
commerce system, the costs of maintaining electronic

communication networks, which are part of administra-

tive costs, are the primary factors affecting the profitability

of operating profit.

Kopytko et al. (2022), and Sylkin et al. (2019b) as a re-
sult provided recommendations for improving the security
of the e-commerce system of enterprises, based on the use
of the D2C sales model as a key part of the development of
the e-commerce system of enterprises in the engineering
sector of the economy. This made it possible to apply an
approach to forecasting the effectiveness of actions aimed
at the development of logistics support for electronic com-
merce, based on the data extrapolation method.

Our study has both similarities and differences from
others. Similarities include:

1. We agree with the opinion and analysis on the im-

portance of e-commerce for business development.

2. Similar to other studies, ours is also looking for

ways to improve and increase the efficiency of e-
commerce development.

As for the differences, we include the following list:

1. The methodological approach presented in the ar-
ticle is different from previous studies and its dif-
ference is manifested in the functionally oriented
method and the graphic language of modeling busi-
ness processes.

. Measures and information filling of models. The
toolkit through arrows and blocks allowed a new
look at the development of e-commerce and ensur-
ing the economic security of business.

The key problem that was raised in our study was
to determine a new approach to the formation of an
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e-commerce development model in the context of ensur-
ing economic security. This is exactly what was done. The
novelty of the results lies in the very approach to modeling
the development of e-commerce and ensuring economic
security. The resulting model will be useful to both prac-
titioners and other scientists. At the same time, the key
theoretical consequence is revealed through the described
methodical approach to modeling.

The scientific innovativeness of the presented research
results consists in the presented methodological approach
to determining the ways for the development of e-com-
merce in the framework of ensuring the economic secu-
rity of a business. The key difference between our research
results is the proposed methodological approach, which
better graphically models the blocks and processes that we
seek to implement. It allows you to see existing problems
and processes in a new way.

Conclusions

The emergence and rapid development of the Internet
brought drastic changes to the forms of economic activity
of the vast majority of enterprises. The basic concept of
the Internet, which consists of fast and cheap data trans-
fer (between two personal computers that have access to
the Internet), helped business entities speed up interaction
within the framework of production and sales processes.
Thus, the activities of enterprises began to transform
and pursue the goal of saving not only financial but also
time resources. In addition, the Internet provided a wide
range of opportunities for the security and development
of business in various areas, namely, it allowed to develop
of the sales activities of enterprises through qualitatively
new product sales channels. Over the past ten years, e-
commerce has undergone rapid technological develop-
ment, and its arsenal of tools has been replenished with
new types. One such type is voice commerce, which arose
from the development of mobile telephony and the evolu-
tion of mobile handheld devices. Experts predict that the
popularity of voice commerce will spread significantly due
to its convenience and ease of use, as well as due to the
large number of mobile users.

The obtained results of our research should be clari-
fied. To begin with, let’s establish that as a result, we got
a model and its sub-level decompositions, which better
allowed us to fulfill the set goal. We presented a new me-
thodical approach for the development of e-commerce
and detailed its operation. The specifics of introducing
business only in the European region were taken into ac-
count.

The proposals and recommendations contained in
the dissertation are aimed at increasing the efficiency of
economic security management within the e-commerce
system of enterprises. Developed and proposed for im-
plementation, innovative models of the functioning of the
e-commerce system of enterprises provide an opportunity
to improve process management and combine the advan-
tages of e-commerce for business.

The study has a limitation by taking into account the
specifics of the business and the economic security sys-
tem of only enterprises in the engineering sector of the
economy. This kind of limitation can affect the result of
the research in that the approach cannot have practical
application for other types of business and security, except
for the engineering sector of the economy.

Further research should be devoted to expanding and
building countermeasures against threats within the eco-
nomic security and business environment. In our opinion,
the threats represent a significant problem in the frame-
work of ensuring business security and should be explored
in more detail in further works and articles. Prospects
could include analyzing the impact of artificial intelligence
and machine learning on automating and personalizing
customer experiences, developing blockchain technologies
to ensure transparency and security of transactions, and
exploring new cybersecurity methods to protect user data
and business systems. An important direction could be to
analyze the integration of e-commerce with other digital
platforms and services, such as social networks, mobile
applications, and the Internet of Things.
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