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money laundering risks. Thus, according to experts from 
PricewaterhouseCoopers (Global Annual Review 2019), 
global volumes of money laundering and terrorist financing 
operations are estimated at between 2% and 5% of GDP of 
all countries or about US$1-2 trillion per year. Only about 
1% of the world’s illegal financial flows were detected and 
confiscated by the controlling authorities (United Nations 
Office on Drugs and Crime, Research report 2011). The 
negative consequence of the money laundering is the loss 
of potential investment due to the shadowing of financial 
flows, the deterioration of the county’s business reputation, 
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Abstract. Money laundering has become a global threat to the international stability and security, leading both to economic 
and social upheavals, and to an increase in terrorist threats. Therefore, an objective necessity arises for a more detailed study of 
the money laundering within the scope of its developmental patterns and time-dependent behaviour. The study mission is the 
development of a theoretical framework and methodological support for modelling the cyclic component of the money laun-
dering risk. The correlation and regression are used for isolating the cyclic component. In turn, the Fourier harmonic analysis 
allows specifying the cyclic component. Additionally, we carried out a decomposition of time series, analysis of its volatility and 
persistence using the Hurst exponent. We determined the peaks, downturns and duration of the money laundering cycles in 
the developed economies and economies in transition, and established the possibility of predicting this process in the medium 
term. We proved the internationalization of the money laundering and the similarity of behaviour of trends that characterize 
it both for developed economies among themselves and between groups of countries. The further scientific research is needed 
within the framework of the imposition of trends in the development of the money laundering processes of some countries on 
others and the formation of international medium-term anti-fraud strategies.
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Introduction

The money laundering has assumed such proportions that 
it can serve as a source of financial and economic upheavals 
for any state and even individual regions of the world. The 
money laundering is inextricably linked with such proces-
ses in the country as corruption, capital outflow, use of tax 
havens by companies and banks to conceal the source of 
income and to evade taxes.

The development of Internet technologies, asymmet-
ric information growth, and an increase in cybercrime 
aggravated the structure of crime and increased the 
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which means that it is no longer interesting to foreign in-
vestors. 

In modern times, there is an urgent need for a com-
prehensive study of this negative phenomenon to protect 
society and the national economy from fraudulent opera-
tions, which are aimed at the money laundering. 

Since any economic process has its own patterns and 
development trends, the hypothesis of the cyclic nature of 
the money laundering operations was put forward within 
the framework of the research. A more detailed study of this 
process will enable the development of effective anti-money 
laundering instruments and levers of state influence, as well 
as the formation of a set of preventive measures to minimize 
the money laundering risk.

1. Literature review

The issue of the anti-money laundering and terrorist finan-
cing has been widely discussed in the scientific literature. 
Thus, Reuter et al. (2004) investigate the origin of illegal 
income, as well as their laundering methods and markets. 
In addition, Sharman et al. (2009) paid considerable atten-
tion to the anti-money laundering system. Masciandaro 
(2017) focused on the study of international instruments 
for the concealment of illegal income, namely the use of tax 
havens in the process of money laundering in the context 
of globalization processes. 

Another group of scientists studied the anti-money 
laundering issue. Thus, Araujo (2010) investigate ways to 
combat the money laundering through financial intermedi-
aries that are actively involved in the process of legalization 
of incomes. Scientists offer an optimal strategy to maximize 
the benefits of each participant in this process, including 
financial intermediaries, based on an evolutionary game. 
Moreover, Nguyen (2018) suggest using preventive methods 
to combat the money laundering in the context of their 
interaction with financial confidentiality. Tjalling (2011) 
makes an attempt to predict illicit money laundering flows 
using traditional gravity models borrowed from interna-
tional trade theory.

Arnone and Padoan (2008), Geiger and Wuensch (2010) 
propose the rigid state management of the money launder-
ing processes. Thus, these authors analyze repressive anti-
money laundering measures and the ability of countries 
to effectively use these measures. Dobrovic et al. (2018) 
research relationship between tax evasion and money laun-
dering and find out the most viable instruments for combat-
ing this type of economic fraud.

A significant group of scientists applies various quantita-
tive methods to assess various characteristics of the money 
laundering process. Thus, Grant et al. (2006), Savage et al. 
(2016) have developed a system for the real-time evalua-
tion and detection of financial transactions that have signs 

of money laundering. Researchers such as J. Ferwerda, 
M. Kattenberg, Han-Hsin Chang, B. Unger, L. Groot, 
J. A. Bikker and M. Naheem (2018) are investigating the 
issue of money laundering in international trade using the 
gravity models and the regulatory approach. Moreover, 
Ferwerda and Kleemans (2019) undertook a study on de-
veloping a rating demonstrating the probability of using the 
sectors of the Netherlands economy for money laundering. 

Melnikov et al. (2007), and Zhurbin (2011) are among 
the most prominent scholars of the post-Soviet area, who 
studies the anti-money laundering. This group of scientists 
pays special attention to the theoretical framework of the 
origin of this process, as well as the practical implementa-
tion of various methods for its implementation. From the 
point of view of the specifics of the use of bank services for 
money laundering, as well as the peculiarities of the use of 
mathematical tools for assessing indicators and the level of 
illegal use of financial institutions, it is necessary to pay at-
tention to the works of such scholars as S. O. Dmytrov et al. 
(2014, 2015, 2017), Levchenko (2011) and Subeh (2017). 
Research of the harmful effect of money laundering on dif-
ferent economic and social aspects is a very important ques-
tion that is revealed in numerous scientific papers. Thus, 
Lyeonov et al. (2018) research on how different internal 
and external imbalances, including money laundering, af-
fect economic development of the country. Besides, Buriak 
et al. (2015) empirically identify how expansion of money 
laundering processes increase fragility of systemically im-
portant banks and financial system as a whole. Kordík and 
Kurilovská (2017) focused on the legal aspects of developing 
an effective system for counteracting the money launder-
ing risks, and highlighted data sources for the evaluating 
this process. Sittlington and Harvey (2018) suggested an 
interesting experience in improving the anti-money laun-
dering legislative framework. They studied the opinion of 
law enforcement; accountants; prosecutors; bankers, but 
also ex-offenders to form an effective institutional environ-
ment. This allowed identifying the main vulnerabilities of 
the legislative framework on anti-money laundering. Kulish 
et al. (2018) investigated the problem of overcoming the 
shadow economy in general and the money laundering, 
in particular, through the prism of institutional and struc-
tural factors These scientists offer the solution of this issue 
through the analysis of an influence on the structural policy 
and mechanism of its implementation, possible changes 
in the structure of the public administration, institutional 
changes, management of the state corporate rights, as well 
as a new stage of denationalization of the property and the 
privatization.

The rapid development of information technology has 
led to the emergence of cyber-attacks, which is one of the 
threats in the functioning of the anti-money laundering 
system. The study of this issue is reflected in the works 
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of such scientists as Filipkowski (2008), Horne (2014), 
Mirea (2011), Piller and Zaccariotto (2009), Şcheau and 
Pop Zaharie (2017), Sekgwathe and Talib (2012). In turn, 
Stiawan et al. (2017) review various cyber-attack techniques 
and penetration test methodologies to assist security service 
personnel in relevant security assessments on their network 
systems. Simultaneously Federici (2007) notes that the use 
of various data mining methods in modern conditions can 
be useful for understanding the links between people and 
suspicious operations in order to track money laundering 
and terrorist financing activities.

Many scientists studied the use of electronic payment 
systems and online banking for money launderings, namely 
(More et al. 2015, Trautman 2016, Tropina 2014).

The use of cryptocurrency and other digital currencies 
as innovative financial instruments is another topical trend 
of money laundering through IT technologies. In particular, 
S. Mabunda (2018) justifies that the emergence and rapid 
spread of cryptocurrency in the world leads to the improve-
ment of money laundering schemes through the Internet, 
since the peculiarities of circulation of virtual money allow 
for uncontrolled transactions within different countries. R. 
Stokes (2012) conducted a money laundering risk analysis of 
two virtual currencies: Linden Dollar, a global currency in 
the Second Life interactive online environment, and Bitcoin, 
an experimental virtual currency that allows transferring 
value using peer-to-peer technology. The study found that 
these virtual currencies are in demand among criminals in 
the field of money laundering, but they are not suitable for 
large-scale laundering. Šimonová et al. (2019) continued 
a study on the peculiarities of using innovative forms of 
money for money laundering. They focus on the existing 
problems in the field of regulation of the electronic money 
market and the mechanism for countering the illegal cir-
culation of these assets for money laundering. 

However, the latest technologies are used both for 
money laundering and for counteracting this process. Thus, 
Plaksiy et al. (2018) study the possibilities and benefits of 
applying Big Data for financial investigation data analysis. 
The visualization of ML/CFT typologies with the use of 
graphs is being considered as a result of the study. Leonov 
et al. (2019) engage in the active use of the latest informa-
tion processing methods, succeeding in the prototyping of 
information system for monitoring banking transactions.

Despite a detailed study of cyber risks, and the money 
laundering, namely its nature, peculiarities of implemen-
tation and the mechanism of minimization, scientists 
have not sufficiently revealed the detailed aspects of its 
development. Thus, the cyclic nature of the money laun-
dering was investigated only fragmentarily. At this stage 
of the economic science development, it is fair to say that 
Lilley (2006) made certain achievements in this aspect in 
“Dirty Dealing: The Untold Truth About Global Money 

Laundering, International Crime and Terrorism”. In this 
paper, P. Lilley points to the presence and indicates the rea-
sons for the cyclic nature of the money laundering, but does 
not carry out a deep analysis of the cyclic component of the 
money laundering and does not distinguish it. At the same 
time, as noted above, the identification of the peaks and 
downturns in the money laundering intensity forms the 
basis for the development of effective tools for its timely 
prevention and further minimization.

Thus, the following procedure was proposed to structure 
scientific search in order to study the cycles of risk related 
to money laundering and terrorism financing:

 – Stage 1. Collection and analysis of incoming infor-
mation: Basel AML Index, which is selected as the 
main indicator of the study. The author’s idea is that 
this index comprehensively characterizes the fact of 
money laundering.

 – Stage 2. Selection of the trend and cyclical compo-
nents of the Basel AML Index, to determine the exis-
ting patterns in the behavior of the studied process.

 – Stage 3. Specification of the cyclic component. Based 
on the assumption that the AML process consists of 
the sum of oscillatory components, which peaks re-
present the greatest threat to money laundering, this 
stage involves the mathematical formalization of the 
identified tendency.

 – Stage 4. Determination of the volatility and persisten-
ce of the process under study. The volatility indicator 
characterizes the magnitude of the Basel AML Index 
wave, and the persistence reflects the expected chan-
ges in the development of the phenomenon. These 
characteristics allow determining the level of finan-
ce security threat and predicting the risk of money 
laundering over time. 

2. Methodology and data

2.1. Data

The Basel AML Index (The Basel Anti-Money Laundering 
Index) was proposed to be used to form the information 
base for the study. The methodological basis for the Basel 
AML Index was developed by the International centre for 
asset recovery. This index has 14 indicators, including:

 – Indicators of the quality of the state system for 
counteracting the money laundering and terrorism 
financing, including data from the FATF Mutual 
Evaluation Reports, Tax Justice Network’s Financial 
Secrecy Index and data from the International Nar-
cotics Control Strategy State Department (INCSR) 
International Report. The share of this group of in-
dicators in the index is 65%.

 – Transparency International Corruption Perceptions 
Index, which share is 10%;
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 – Financial transparency and standards indicators: the 
Corporate Transparency Index, the data of the WEF 
Global Competitiveness Report: the strength of the 
standards regulating the stock exchanges and the re-
gulation of securities exchanges and the World Bank’s 
Resource Allocation Index. These indicators have a 
share of 15% in the Basel AML Index;

 – Indicators of public transparency and accountability 
(the share of 5%);

 – Indicators of political and legal risk (the share of 5%).
Consequently, the analysis of the Basel AML Index pro-

vides an opportunity to assert a comprehensive description 
of the money laundering process through this complex in-
dicator and, accordingly, the validity of its application in 
the study of the cyclic component.

Proceeding from the fact that developed economies and 
economies in transition have different stages of the financial 
system development, the efficiency of the activity of state 
regulation institutes, the level of justice of the judiciary, the 
total amount of money supply in the economy of the state, 
etc., it is proposed to conduct research within two groups of 
countries: developed economies and economies in transi-
tion. Confirmation of the hypothesis, regarding the differ-
ences in the cyclic processes of the money laundering for 
different groups of countries, will allow, in the future, form-
ing a differentiated set of anti-fraud tools. Consequently, the 
input information is summarized in Table 1.

It is true to note that the Basel AML Index is essentially 
a disincentive, i.e., the greater its value, the more active the 
money laundering process is taking place in the country. 
Absolute values of this indicator (Table 1) indicate the lowest 
level of money laundering in the United Kingdom (devel-
oped economies) and the gradual reduction of the Basel 
AML Index by 2012–2018 in this country. At the same time, 
the Basel AML Index is the most significant for Tajikistan 

(economies in transition), so the indicator under study did 
not decrease below 8.1 units during the investigated period.

However, it should be noted that the lowest value of 
the Basel AML Index in 2018, which is characteristic of 
Azerbaijan (economies in transition), is lower than the cor-
responding value of this indicator in Switzerland (developed 
economies). This fact refutes the statement that the excess of 
the level of money laundering in economies in transition over 
the level of money laundering in the developed economies 
is obligatory. Consequently, the verification of another hy-
pothesis regarding the different cyclic pattern trajectory of 
the Basel AML Index in the group of developed economies 
and the group of economies in transition becomes relevant.

2.2. Methodology

2.2.1. Investigation of the cyclical component of the money 
laundering risk based on the Basel AML Index
This task will be solved separately in the context of the 
developed economies and economies in transition. 
Consequently, the study of the cyclic component of the 
money laundering risk based on the Basel AML Index in 
the context of developed economies is proposed to be done 
in the following sequence: 

 – Decomposition of time series of the money launde-
ring risk assessment by filtration of trend and cyclic 
components; 

 – Formalization of the trend component; 
 – Evaluation of the cyclic component; 
 – Visualization of the output time series, as well as its 
trend and cyclic components; 

 – Identification of characteristics such as peak, bottom, 
cycle duration (in case of its confirmation). 

Thus, first, we will build graphs of the input time se-
ries of the Basel AML Index for each of the countries 

Table 1. The dynamics of the Basel AML Index in the context of developed economies, economies in transition (source: Basel 
Institute on Governance)

Type of 
country Country

Year
2012 2013 2014 2015 2016 2017 2018

Developed 
economies

Germany 5.80 5.79 5.49 5.48 5.33 4.78 4.44
Italy 5.49 5.54 5.37 5.23 5.36 5.41 5.09
Switzerland 5.78 5.76 5.54 5.51 5.46 5.15 5.33
United 
Kingdom 4.66 4.81 4.72 4.68 4.77 4.81 4.23

United States 5.26 5.24 5.20 5.18 5.17 4.85 5

Economies 
in transition

Azerbaijan 6.49 6.48 6.46 4.9 4.84 4.78 4.7
Tajikistan 8.12 8.27 8.34 8.26 8.19 8.28 8.3
Russia 5.66 5.75 6.29 6.26 6.22 6.22 5.83
Ukraine 6.62 6.47 6.55 6.56 6.57 6.52 6.06
Kazakhstan 5.12 5.94 5.94 5.93 5.88 6.42 6.36
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under consideration (Germany, Italy, Switzerland, United 
Kingdom, and United States). It will allow using the MS 
Excel toolkit “Add Trend Line” to determine the trend com-
ponent with the highest and economically feasible determi-
nation coefficient. As for the definition of the specification 
of the trend component of the Basel AML Index time se-
ries in Germany for the period from 2012 to 2018, we note 
the expediency of formalizing it using the linear function 
(Figure 1, Equation 1).

 = − +0.2238 · 6.1948,G
tALM t  (1)

where G
tALM   – the indicator of the money laundering risk 

assessment in the context of Germany for the t year; t – year 
indicator (t = 1 for 2012, t = 2 for 2013, t = 3 for 2014, t = 
4 for 2015, t = 5 for 2016, t = 6 for 2017, t = 7 for 2018).

Similarly to Germany, we will make a specification of 
the trend component of the Basel AML Index time series 
in the context of Italy (linear function), Switzerland (linear 

function), United Kingdom (polynomial function) and United 
States (linear function) – Appendix A. After determining the 
trend component for the Basel AML Index for Germany, Italy, 
the United Kingdom, and the United States, we proceed to 
further research, namely: the evaluation of the cyclic com-
ponent that is proposed to be carried out by subtracting the 
trend component from the input time series. The results of 
this step are presented in rows marked with “trend” in Table 2.

We will carry out similar calculations of the cyclic com-
ponent of the money laundering risk based on the Basel 
AML Index, but in the terms of economies in transition: 
Azerbaijan, Tajikistan, Russia, Ukraine, and Kazakhstan. 

Consequently, we will define the trend component, for-
malize its specification by constructing an equation with the 
highest determination coefficient. Thus, for Azerbaijan, it 
is expedient to formalize the trend component of the Basel 
AML Index time series using the linear function (Figure 2, 
Equation 2). 

Figure 1. Visualization of input time series of the Basel AML Index, as well as its trend and cyclic components in the context of 
Germany over the period from 2012 to 2018 (source: authors’ calculation)
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Table 2. The dynamics of the Basel AML Index, as well as its trend and cyclic component in tontext of developed economies 
(source: authors’ calculation)

Type of 
country Country

Year
2012 2013 2014 2015 2016 2017 2018

Developed 
economies

Germany 5.80 5.79 5.49 5.48 5.33 4.78 4.44
Germany trend 5.97 5.75 5.52 5.30 5.08 4.85 4.63
Germany cyclic component –0.17 0.04 –0.03 0.18 0.25 –0.08 –0.19
Italy 5.49 5.54 5.37 5.23 5.36 5.41 5.09
Italy trend 5.51 5.46 5.41 5.36 5.30 5.25 5.20
Italy cyclic component –0.02 0.08 –0.04 –0.13 0.05 0.16 –0.11
Switzerland 5.78 5.76 5.54 5.51 5.46 5.15 5.33
Switzerland trend 5.79 5.69 5.60 5.50 5.41 5.31 5.22
Switzerland cyclic component –0.01 0.07 –0.06 0.01 0.05 –0.17 0.11
United Kingdom 4.66 4.81 4.72 4.68 4.77 4.81 4.23
United Kingdom trend 4.64 4.76 4.81 4.80 4.72 4.58 4.37
United Kingdom cyclic 
component 0.02 0.05 –0.09 –0.12 0.05 0.23 –0.14

United States 5.26 5.24 5.20 5.18 5.17 4.85 5
United States trend 5.30 5.24 5.18 5.13 5.07 5.01 4.96
United States cyclic component –0.04 0.00 0.02 0.05 0.10 –0.17 0.04
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 = − +0.3712 · 7.0079,A
tALM t   (2)

where A
tALM  – indicator of the money laundering risk 

assessment in the context of Azerbaijan for the t year; 
t – year indicator (t = 1 for 2012, t = 2 for 2013, t = 3 for 
2014, t = 4 for 2015, t = 5 for 2016, t = 6 for 2017, t = 7 
for 2018).

In turn, the specification of the trend component of 
the Basel AML Index time series in the context of Tajikistan 
takes the form of power function, Russia – polynomial 
function, Ukraine – polynomial function, Kazakhstan – 
linear function. Visualization of the results is presented 
in Appendix B. Having determined the trend component 
for each of the countries under consideration (Azerbaijan, 
Tajikistan, Russia, Ukraine, and Kazakhstan) within the 
Basel AML Index, we will evaluate the cyclic component, 
subtracting the trend component, respectively, from the 
input time series. The results of this step are presented in 
rows marked with “trend” in Table 3.

2.2.2. Specification of the cyclic component of the time 
series using the harmonic Fourier analysis 
By providing a theoretical explanation for harmonic ana-
lysis, we note that this is a mathematical procedure for the 
description and analysis of periodic-recurring phenomena. 
Many complex problems are reduced to simpler, namely, 
the method of breaking up complex mathematical curves 
into the sum of relatively simple components (harmonics). 
There is no limitation on the number of calculated har-
monics, but for the sake of simplification and reduction 
of their number, an appropriate degree of accuracy is 
chosen. It is accepted to allocate a number of harmonics, 
which will be sufficient to reflect the basic laws of the time 
series. Harmonic analysis neglects the nature of seasonal 
fluctuations, and takes into account the presence of a cyclic 
component in a dynamic series.

Thus, the cyclic component can be formalized using the 
harmonic analysis (by the Fourier transform method) for 
developed economies as follows:

Figure 2. Visualization of the input time series of the BASEL AML INDEX, trend and cyclic components in the context of Azer-
baijan for the period from 2012 to 2018 (source: authors’ calculation)
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Table 3. Dynamics of the Basel AML Index, as well as its trend and cyclic component in the context of economies in transition 
(source: authors’ calculation)

Type of country Country
Year

2012 2013 2014 2015 2016 2017 2018

Economies in 
transition

Azerbaijan 6.49 6.48 6.46 4.9 4.84 4.78 4.7
Azerbaijan trend 6.64 6.27 5.89 5.52 5.15 4.78 4.41
Azerbaijan cyclic component –0.14 0.22 0.57 –0.62 –0.31 0.00 0.29
Tajikistan 8.12 8.27 8.34 8.26 8.19 8.28 8.3
Tajikistan trend 8.18 8.22 8.25 8.26 28 8.29 8.30
Tajikistan cyclic component –0.06 0.05 0.10 0.00 –0.09 0.00 0.00
Russia 5.66 5.75 6.29 6.26 6.22 6.22 5.83
Russia trend 5.58 5.93 6.17 6.28 6.27 6.13 5.87
Russia cyclic component 0.08 –0.18 0.12 –0.02 –0.04 0.09 –0.04
Ukraine 6.62 6.47 6.55 6.56 6.57 6.52 6.06
Ukraine trend 6.51 6.59 6.62 6.59 6.51 6.37 6.18
Ukraine cyclic component 0.10 –0.12 –0.06 –0.03 0.07 0.15 –0.12
Kazakhstan 5.12 5.94 5.94 5.93 5.88 6.42 6.36
Kazakhstan trend 5.45 5.61 5.78 5.94 6.11 6.27 6.44
Kazakhstan cyclic component –0.33 0.33 0.16 –0.01 –0.23 0.15 –0.08
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 – for Germany:
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 – for Switzerland:
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 – for the United Kingdom:
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 – for the United States:
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(7)

The specification of the cyclic component of the Basel 
AML Index time series in the context of Azerbaijan, 
Tajikistan, Russia, Ukraine, and Kazakhstan for the period 
from 2012 to 2018 using the harmonic analysis (by the 
Fourier transform method) is as follows:

 – for Azerbaijan:

 

 = π + +  
 
π +  

1: –0.396 · cos 2 · (–1) · 0.611
4

2(–0.411) · cos 2 · (1) · 2.325 ;
16
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(8)

 – for Tajikistan:

 

 = π + +  
 π +  

1: 0.04 · cos 2 · (–1) ·1.565
4

20.044 · cos 2 · (–1) · 2.247 ;
8

jtt

j
 

(9)

 – for Russia:

 

 = π + +  
 π +  

1: 0.152 · cos 2 · (–1) ·1.083
4

20.095 · cos 2 · (1) · 0.397 ;
32

jtt

j
 

(10)

 – for Ukraine:

 

 = π + +  
 π +  

2: 0.091· cos 2 · (1) · 0.606
8

30.086 · cos 2 · (1) ·1.654 ;
8

jtt

j
 

(11)

 – for Kazakhstan:

 

 = π + +  
 π +  

1: 0.225 · cos 2 · (–1) · 2.194
4

20.27 · cos 2 · (1) · 0.397 1.886.
4

jtt

j
 

(12)

2.2.3. Assessment of volatility and persistence of time series
Absolute volatility is an indicator of the amplitude of flu-
ctuations of the Basel AML Index, and it is formally mea-
sured by the ratio of the magnitude (the difference between 
the maximum and the minimum possible levels of the input 
time series) weighted by the mean square deviation:

 
−

=
max min

,
t ttta

t

y y
V

S  
(13) 

where a
tV  – absolute volatility; ty  – time series;  S – stan-

dard (mean square) deviation of the time series.
In turn, the relative volatility is defined as the ratio of 

the absolute volatility of the country under consideration to 
the maximum value of absolute volatility in the respective 
group of countries.

For the further determination of the stochasticity of the 
Basel AML Index time series (their persistence level), we 
use the Hurst exponent. 

Thus, it is fair to note that there are three different clas-
sifications for different Hurst exponents:

 – at 0 <H<0.5 – an anti-persistent time series, i.e. a 
series with a so-called return to the average: if the 
system develops for a certain period, then the system 
is expected to decline in the next period. The closer 
the H value to zero, the more stable the system flu-
ctuations. 

 – Н = 0.5 – corresponds to a stochastic time series. 
 – 0.5 <H<1 – persistent time series or trend-resistant 
series. Such a time series is characterized by the effect 
of “long memory”. If the series began to grow, one 
should expect further growth. If the series began to 
decline, then this trend will continue in the future. 

The following Hurst exponent was used to calculate the 
persistence:
 ( )= α · ,

HR N
S

  (14)

where H  – the Hurst exponent; N  – a number of obser-
vation periods; α  – a positive real number, given constant.

Thus, 

 ( )

 
 
 =
α

log
,

log ·

R
SH
N

 
(15)
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where the scale of the accumulated deviation is as follows:

 ≤ ≤≤ ≤
−

=
σ

11
max minu uu Nu N

u

Z Z
R ; (16)

 

 
( )= −∑

1
,

u

u iZ y y
 

(17)

where y  – the arithmetic mean of the time series; σu  – the 
mean squared accumulated deviation.

Consequently, when determining the persistence of 
the Basel AML Index time series, it is necessary, first, to 
calculate the deviation of the current time series from the 
arithmetic mean for the study period, the results of which 
are presented in Table 4.

Based on the deviation of the current time series from 
the mean arithmetic for the period under study presented 
in the previous table, we will define further intermediate 

calculations of the Hurst exponent, namely, we calculate 
the accumulated magnitude of the Basel AML Index time 
series, weighted by the accumulated mean square deviation 
(Table 5).

Using the data in Table 5, we will construct nonlinear 
regression equations of type (14), the graphical represen-
tation in the context of Germany is shown in Figure 3 and 
Equation (18).

 ( ) ( )= α =
0.5387

· 0.9539 ·
HR N N

S
. (18)

Equation (18) in the Basel AML Index time series in the 
context of Germany (cyclic component) demonstrates that 
the Hurst exponent is 0.5387 units.

Similarly, the calculation of the Hurst exponent of the 
Basel AML Index time series for other countries is described 
in Appendix C.

Table 4. Deviation of the current time series of the Basel AML Index from the arithmetic mean for the period under study 
(source: authors’ calculation)

Type of 
country Country

Year
2012 2013 2014 2015 2016 2017 2018

Developed 
economies

Germany 0.500 0.486 0.191 0.180 0.026 –0.523 –0.860
Germany cyclic 
component –0.171 0.039 –0.033 0.180 249 –0.076 –0.188

Italy 0.138 0.181 0.016 –0.126 0.001 0.056 –0.266
Italy cyclic 
component –0.020 0.076 –0.037 –0.126 0.053 0.161 –0.107

Switzerland 0.278 0.258 0.033 0.007 –0.046 –0.358 –0.173
Switzerland cyclic 
component –0.008 0.068 –0.062 0.007 0.050 –0.167 0.113

United Kingdom –0.004 0.145 0.048 0.012 0.099 0.138 –0.438
United Kingdom 
cyclic component 0.021 0.055 –0.093 –0.117 0.048 0.228 –0.142

United States 0.132 0.109 0.072 0.054 0.039 –0.280 –0.126
United States cyclic 
component –0.038 –0.004 0.016 0.054 0.096 –0.167 0.043

Economies 
in transition

Azerbaijan 0.969 0.958 0.941 –0.623 –0.680 –0.740 –0.823
Azerbaijan cyclic 
component –0.145 0.215 0.569 –0.623 –0.309 0.002 0.290

Tajikistan –0.132 0.021 0.091 0.007 –0.065 0.031 0.047
Tajikistan cyclic 
component –0.059 0.052 0.099 –0.003 –0.088 –0.003 0.003

Russia –0.377 –0.280 0.257 0.226 0.190 0.188 –0.204
Russia cyclic 
component 0.078 –0.182 0.122 –0.019 –0.043 0.089 –0.045

Ukraine 0.136 –0.007 0.071 0.080 0.094 0.045 –0.420
Ukraine cyclic 
component 0.105 –0.116 –0.063 –0.026 0.069 0.154 –0.123

Kazakhstan –0.821 –0.001 –0.001 –0.011 –0.065 0.480 0.419
Kazakhstan cyclic 
component –0.326 0.329 0.164 –0.011 –0.230 0.150 –0.076
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Table 5. The accumulated magnitude of the Basel AML Index time series, weighted by the accumulated mean square deviation 
(source: authors’ calculation)

Type of 
country Country

Periods
2 3 4 5 6 7

Developed 
economies

Germany 1.414 1.771 1.800 2.278 2.722 2.659
Germany cyclic component 1.414 1.968 2.400 2.507 2.645 2.619
Italy 1.414 1.928 2.227 2.525 2.819 2.909
Italy cyclic component 1.414 1.853 2.440 2.520 2.863 2.785
Switzerland 1.414 1.800 1.885 2.147 2.735 2.819
Switzerland cyclic component 1.414 1.991 2.433 2.545 2.738 3.016
United Kingdom 1.414 1.969 2.226 2.404 2.333 2.891
United Kingdom cyclic component 1.414 1.906 2.033 2.100 2.782 2.863
United States 1.414 1.982 2.215 2.407 2.719 2.762
United States cyclic component 1.414 1.978 2.392 2.581 2.889 3.084

Economies 
in 
transition

Azerbaijan 1.414 1.986 2.016 1.872 1.905 2.000
Azerbaijan cyclic component 1.414 2.000 2.339 2.575 2.874 2.982
Tajikistan 1.414 1.956 2.390 2.612 2.835 2.986
Tajikistan cyclic component 1.414 1.945 2.309 2.422 2.708 2.965
Russia 1.414 1.856 1.910 2.073 2.234 2.312
Russia cyclic component 1.414 1.851 2.258 2.572 2.687 2.891
Ukraine 1.414 1.997 2.429 2.743 2.965 2.920
Ukraine cyclic component 1.414 1.916 2.346 2.408 2.573 2.515
Kazakhstan 1.414 1.732 2.008 2.281 3.102 3.061
Kazakhstan cyclic component 1.414 1.923 2.338 2.419 2.605 2.824

Figure 3. R/S analysis of the Basel AML Index time series in the context of Germany (cyclic component) (source: authors’ 
calculation)

y = 0.9539x 
R² = 0.937
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3. Results

Turning to the analysis of the results of the above-descri-
bed stage of the study of the cyclic pattern of the money 
laundering process, we note that for developed economies, 
the peak, the bottom and duration of the studied process 
cycle are grouped in Table 6.

The data presented in Table 6 allows stating that for each 
of the developed economies there was a different number 
of peaks and downturns in the money laundering process, 
which, accordingly, led to a differentiated value of the dura-
tion of the cycle of this process. Analysing the same char-
acteristics of the money laundering process in economies 
in transition (Table 7), we note that significant differences 
are not observed in developed economies. Thus, Tajikistan 
has the same cycle duration as Germany at the level of three 

Table 6. Peak, bottom, cycle duration in the context of deve-
loped economies (source: authors’ calculation)

Type of 
country Country

Characteristics of the money 
laundering process

Peak Bottom Cycle 
duration

Developed 
economies

Germany 2013, 
2016 2014 3 years

Italy 2013, 
2017 2015 4 years

Switzerland
2013, 
2016, 
2018

2014, 
2017 2.3 years

United 
Kingdom

2013, 
2017 2015 4 years

United States 2016 2017 not found
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years, and the significance of the cycle of the money laun-
dering process for four years is typical both for Russia, for 
the United Kingdom, and for Italy.

Table 7. Peak, bottom, cycle duration in the context of econo-
mies in transition (source: authors’ calculation)

Type of 
country Country

Characteristics of the money 
laundering process

Peak Bottom Cycle duration

Eco-
nomies 
in tran-
sition

Azerbaijan 2014 2015 Not found

Tajikistan 2014, 
2017 2016 3 years

Russia 2014, 
2017

2013, 
2016 4 years

Ukraine 2012, 
2017

2013, 
2018 5 years

Kazakhstan 2013, 
2017 2016 4 years

Continuing the study of the money laundering behavior, 
we note that summarizing the results of harmonic analysis 
(Table 8) in the context of developed economies, the follow-
ing conclusions were drawn: Germany and Italy are most 
prone to cyclic fluctuations in the money laundering risk, as 
evidenced by the greatest values of fluctuations amplitude of 
0.219 and 0.244, respectively). In the context of the United 
States, the absence of a clearly identified cyclic component 
was previously determined, which is confirmed by the 
lowest value of the amplitude of the systematic component 
of the Basel AML Index time series for the given country 
at 0.061. At the same time, the cyclical component in the 
context of Switzerland and the United Kingdom is present, 
but not as pronounced as in the case of Germany and Italy.

Table 8. Investigation of the cyclic component of the Basel 
AML Index time series (source: authors’ calculation)

Type of 
country Country

1st har-
monic 
ampli-
tude

2nd har-
monic 
ampli-
tude

1st har-
monic 
phase

2nd har-
monic 
phase

Deve-
loped 
eco-
nomies

Germany 0.215 0.219 –2.540 3.142
Italy 0.244 0.145 0.295 –0.911
Switzerland 0.096 0.100 –0.688 –1.582
United 
Kingdom 0.077 0.083 0.112 3.142

United States 0.061 0.076 –2.987 –1.573

Based on the results of the harmonic analysis (Table 9) in 
the context of economies in transition, it is fair to note that 
Russia and Kazakhstan are most prone to cyclic fluctuations 
in the money laundering risk, as evidenced by the highest 
values of the amplitude of fluctuations (0.152 and 0.270, 

respectively). At the same time, in the context of Tajikistan 
and Ukraine, the cyclic component is present, but it is not 
so clearly expressed as in the case of Russia and Kazakhstan 
at the level of 0.044 and 0.091.

Table 9. Investigation of the cyclic component of the Basel 
AML Index time series (source: authors’ calculation)

Type of 
country Country

1st har-
monic 
ampli-
tude

2nd har-
monic 

amplitude

1st har-
monic 
phase

2nd 
har-

monic 
phase

Econo-
mies in 
tran-
sition

Azerbaijan 0.396 0.411 –0.611 –2.325
Tajikistan 0.040 0.044 1.565 2.247
Russia 0.152 0.095 1.083 –0.397
Ukraine 0.091 0.086 –0.606 –1.654
Kazakhstan 0.225 0.270 2.194 1.886

Turning to the analysis of the practical results of the 
Basel AML Index time series volatility (Table 10), we note 
the highest volatility of the quantitative assessment of the 
money laundering risk for Italy and the United Kingdom 
in the context of developed economies, as well as Tajikistan 
and Kazakhstan in the context of economies in transition. 
In addition, since the highest level of absolute volatility is 
observed in the case of Italy (developed economies) and 
Kazakhstan (economies in transition), the corresponding 
level of this indicator is set at 1.0. Thus, the Basel AML Index 
for Germany is 91.4%, Italy, Switzerland – 96.6%, the United 
Kingdom – 99.4%, the United States – 95%. 

Table 10. Results of the Basel AML Index time series volatili-
ty assessment (source: authors’ calculation)

Type of 
country Country

Volatility
absolute relative

Developed 
economies

Germany 2.659 0.914
Italy 2.909 1.000
Switzerland 2.819 0.969
United Kingdom 2.891 0.994
United States 2.762 0.950

Economies in 
transition

Azerbaijan 2.000 0.653
Tajikistan 2.986 0.975
Russia 2.312 0.755
Ukraine 2.920 0.954
Kazakhstan 3.061 1.000

We systematize the results of the R/S analysis of the Basel 
AML Index time series in the context of all the countries 
considered in Table 11. 

Consequently, in the context of the 10 countries con-
sidered, stochastic time series were not found in either the 
actual data or the cyclic components. For those time series 

Business: Theory and Practice,  2019, 20: 492–508 501



Table 11. Persistence of actual values and cyclic components of the Basel AML Index time series (source: authors’ calculation)

Type of country Country
Persistence

actual values cyclic components

Developed 
economies

Germany 0.5387 persistent time series
Germany cyclic component 0.4975 anti-persistent time series

Developed 
economies

Italy 0.5798 persistent time series
Italy cyclic component 0.5727 persistent time series
Switzerland 0.5519 persistent time series
Switzerland cyclic component 0.5764 persistent time series
United Kingdom 0.4972 anti-persistent time series
United Kingdom cyclic component 0.5418 persistent time series
United States 0.526 persistent time series
United States cyclic component 0.6105 persistent time series

Economies in 
transition

Azerbaijan 0.2064 anti-persistent time series
Azerbaijan cyclic component 0.5895 persistent time series
Tajikistan 0.5938 persistent time series
Tajikistan cyclic component 0.5644 persistent time series
Russia 0.3707 anti-persistent time series
Russia cyclic component 0.5753 persistent time series
Ukraine 0.6003 persistent time series
Ukraine cyclic component 0.47 anti-persistent time series
Kazakhstan 0.6548 persistent time series
Kazakhstan cyclic component 0.5303 persistent time series

where the Hurst exponent is less than 0.5, it can be con-
cluded that they are anti-persistent, i.e. the gradual return to 
the middle level of the series and a change in the trend (for 
the growing time series), and in the future perspective one 
should expect a decline and a reverse trend for the declin-
ing time series. This applies to countries such as the United 
Kingdom and Azerbaijan (the declining trend observed in 
2012–2017 will be replaced by the growth trend), Russia 
– given the current increase in the money laundering, the 
reduction of this indicator should be expected in the long 
term. At the same time, countries such as Germany, Italy, 
Switzerland, the United States, Tajikistan, Ukraine, and 
Kazakhstan appeared to be trend-resistant in the context 
of the Basel AML Index. Turning to the analysis of the per-
sistence of the cyclic components of the Basel AML Index 
time series, we observe the trend stability in the context of 
all the countries under consideration, except for Germany 
and Ukraine. It is also worth noting that stable fluctuations 
are characteristic of Azerbaijan and Russia since the Hurst 
exponent is close to zero.

4. Findings for cybersecurity

The increase in the number and scale of cyber threats in 
the information and communication system of the finan-
cial sector requires the development and implementation 

of effective preventive measures to counter cyber-attacks 
and cybercrime. The development of methodological foun-
dations, which provide an opportunity to make effective 
management decisions and apply certain tools of influen-
ce in a well-defined period, is particularly relevant. One 
of such activities is the development of methodological 
support for the study of the cyclical nature of the money 
laundering process, which, in fact, serves as an informa-
tional basis for sound management decisions about the 
provision of cybersecurity on the part of various economic 
actors, namely:

 – agencies engaged in state regulation, control and 
supervision – in identifying the risk of money laun-
dering and developing measures to minimize or neu-
tralize it through information systems; during the 
formation of the macroprudential policy of the state, 
in developing strategic plans for the development of 
the country, in ensuring the cybersecurity of state in-
formation resources, as well as in the determination 
of cyber threats and threats to national cybersecurity.

 – financial and credit institutions as key intermedia-
ries in money laundering – when conducting internal 
financial monitoring, in ensuring the protection of 
the information environment, in the formation of 
their strategic development vectors in the context 
of increasing money laundering risks using various 
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information and innovation financial tools, as well 
as comprehensive cases of cyber-attacks. 

Thus, an effective methodology has been developed and 
implemented to determine cyclical patterns in the study of 
money laundering processes that will allow potential users 
to determine their strategic development vectors, identify 
possible cyber risks that slow down their growth and choose 
effective tools to minimize this risk in the most optimal 
time span.

5. Discussion

The issue of analysing the money laundering process and 
further counteraction is relevant to any country worldwide: 
either for a developed economy or for an economy in tran-
sition. This is because about 50% of GDP may be in the 
shadow sector of the country’s economy, and, first, it is 
necessary to eliminate the money laundering channels, 
which may be both residents and non-residents.

The method proposed in the article allows determining 
the cyclic fluctuations in the money laundering process at 
the country level. This may be used to predict the money 
laundering peaks and neutralize them in the future. The 
reliability of this task is confirmed by the definition that 
the money laundering processes are not stochastic, and 
therefore predictable.

Hypotheses concerning the dependence of the money 
laundering process on the type of economy (developed 
economies, economies in transition) have not been con-
firmed. At the same time, it is true to note that although the 
revealed characteristics of the development of the money 
laundering process are similar in developed economies and 
economies in transition, but these trajectories differ in their 
essence and in particular, causes. This is evidenced, for ex-
ample, by the absence of the cycles of the Basel AML Index 
time series in the United States and Azerbaijan. Thus, in the 
first case, this is due to the functioning of an effective system 
of financial investigations and a stable level of the money 
laundering risk, and in the second case, on the contrary, the 
absence of both legislative barriers to the money laundering 
processes and the developed infrastructure of state control 
agencies, i.e. the development of this process in Azerbaijan 
is due to the demand of fraudsters.

The refutation of the hypothesis about the specific indi-
vidual patterns of the money laundering process separately 
for developed economies and economies in transition is 
explained by the internationality of this process, i.e. the im-
possibility to limit its territory to one country. Typically, 
fraudsters in one country use financial institutions of sev-
eral countries for money laundering, trying to hide the real 
sources of money.

Thus, the continuing development of cooperation be-
tween the state financial monitoring agencies of different 

countries within the anti-money laundering strategy is be-
coming relevant. This necessitates further research in the 
context of comparing cycles in different countries and the 
imposition of trends in the development of the money laun-
dering processes of some countries to others, based on the 
volume of related financial transactions between economic 
agents of these countries. The obtained results will allow 
defining complex interstate anti-money laundering instru-
ments and forming a unified strategy of activity of various 
state control agencies at a meso-level.

Conclusions

Understanding the cycles of money laundering and terro-
rist financing will allow predicting the maximum load and 
increase in the number of attacks on government agencies 
and financial institutions, which causes a direct threat to 
their cybersecurity. After identifying these cycles, it is possi-
ble to train the cyber police staff and test the cyber security 
system of financial institutions. Knowledge of the charac-
teristics of these cycles in countries with different levels of 
economic development will allow responding flexibly to the 
challenges of cybersecurity on a global scale. These results 
will be useful both for the management of financial institu-
tions for leveling the risk of loss of funds and information in 
cyber-attacks, and for the state, which is responsible for the 
stability of the financial system as a whole. Further research 
will focus on developing a scientific and methodological 
approach to assessing the most effective state and market 
instruments to counter the criminal proceeds legalization, 
depending on the trends in its cycle.
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Figure A2. Visualization of the input time series of the BASEL AML INDEX, trend and cyclic components in the context of the 
United Kingdom for the period from 2012 to 2018 (source: authors’ calculation)
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Figure A3. Visualization of the input time series of the BASEL AML INDEX, trend and cyclic components in the context of 
Switzerland for the period from 2012 to 2018 (source: authors’ calculation)
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Figure A4. Visualization of the input time series of the BASEL AML INDEX, trend and cyclic components in the context of the 
United States for the period from 2012 to 2018 (source: authors’ calculation)
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Figure A1.Visualization of the input time series of BASEL AML INDEX, trend and cyclic components in the context of Italy for 
the period from 2012 to 2018 (source: authors’ calculation)
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APPENDIX B
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Figure B1. Visualization of the input time series of the BASEL AML INDEX, trend and cyclic components in the context of 
Tajikistan for the period from 2012 to 2018 (source: authors’ calculation)
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Figure B2. Visualization of the input time series of the BASEL AML INDEX, trend and cyclic components in the context of 
Ukraine for the period from 2012 to 2018 (source: authors’ calculation)
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Figure B3. Visualization of the input time series of the BASEL AML INDEX, trend and cyclic components in the context of 
Russia for the period from 2012 to 2018 (source: authors’ calculation)
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Figure B4. Visualization of the input time series of the BASEL AML INDEX, trend and cyclic components in the context of 
Kazakhstan for the period from 2012 to 2018 (source: authors’ calculation)
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