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Notations

Abbreviations

API – Application Programming Interface;
DAG – Directed Acyclic Graph;
DoS – Denial of Service;
FNR – False Negative Rate;
GNSS – Global Navigation Satellite System;
GPU – Graphics Processing Unit;
IMU – Inertial Measurement Unit;
IoT – Internet of Things;
JSON – JavaScript Object Notation;
PoS – Proof of Stake;
TPR – True Positive Rate;
tx/sec – transactions per second;
UAV – Unmanned Aerial Vehicle;
UNIX  – Uniplexed Information and Computing System; 
refers here to UNIX epoch time, the standard for track-
ing time as the number of seconds since January 1, 1970 
(00:00:00 UTC);

Web3.py – Python library for interacting with Ethereum 
blockchain nodes via Web3 interface.

1.	Introduction

Unmanned Aerial Vehicles (UAVs) have become integral 
to a variety of missions, including military operations, 
rescue, logistics, and monitoring tasks (Sharma & Mehra, 
2023). Their growing adoption across sectors is driven by 
advancements in communication networks and multi-UAV 
systems, enabling autonomous coordination and data ex-
change (Hafeez et al., 2023; Sihag et al., 2023). However, 
this increased interconnectivity also expands their attack 
surface, making UAV systems increasingly vulnerable to 
cyber threats that can compromise navigation, control, 
and mission integrity (Yaacoub et al., 2020). Among these, 
GNSS spoofing remains one of the most critical, allowing 
adversaries to manipulate positioning data through coun-
terfeit signals, leading to navigation failures or system hi-
jacking (Gupta et al., 2021).

While encryption and authentication protocols offer 
some protection, centralized UAV communication archi-
tectures suffer from single points of failure and limited 
scalability, rendering them ineffective against distributed 
and evolving attacks such as DoS and man-in-the-middle 
intrusions (Jensen et al., 2019; Riahi Manesh & Kaabouch, 
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2019). As UAV networks continue to expand in complexity 
and autonomy, these vulnerabilities are exacerbated (Ku-
mar et al., 2022). To address these challenges, research-
ers increasingly advocate for decentralized and trustless 
security frameworks.

Blockchain, originally designed for secure financial 
transactions, offers decentralization, immutability, and 
cryptographic integrity-making it well-suited for UAV se-
curity challenges such as GNSS spoofing (Almotery, 2020; 
Atlam et al., 2018; Ghribi et al., 2020; Zheng et al., 2017). 
Unlike centralized security models, blockchain eliminates 
single points of failure and ensures that data integrity is 
preserved across a distributed network (Ghribi et al., 2020). 
In the context of UAV security, blockchain can provide 
real-time, tamper-proof validation of positional data, pre-
venting adversaries from injecting false GNSS signals or 
manipulating UAV navigation (Almotery, 2020).

Despite extensive applications of blockchain in sec-
tors like finance, supply chain management, and health-
care (Alladi et al., 2020), its deployment in UAV cyberse-
curity  – particularly for real-time GNSS spoofing detec-
tion – remains underexplored. Current literature focuses 
largely on identity management, encrypted data sharing, 
and swarm coordination (Ferrag & Maglaras, 2019), while 
the development of blockchain-based spoofing detection 
mechanisms remains a critical gap. Addressing this void 
presents an opportunity to design a resilient, tamper-proof 
framework for positional data verification in UAV systems.

However, realizing this potential is not without obsta-
cles. Despite the advantages of blockchain, its integra-
tion with UAV systems presents several challenges. These 
include transaction latency affecting real-time detection, 
high energy and computational demands, and scalability 
constraints as UAV network size increases (Alladi et  al., 
2020; Gugueoth et al., 2023; Zheng et al., 2017; Zhou et al., 
2020).

These challenges lead to the following key research 
questions:

	■ How effectively can blockchain-based systems detect 
GNSS spoofing in UAV networks?

	■ What is the trade-off between detection performance, 
latency, and computational efficiency?

	■ How scalable is the proposed solution for large UAV 
fleets?

	■ What are the energy efficiency implications of block-
chain integration in resource-limited UAVs?

Accordingly, this study aims to design, implement, and 
evaluate a blockchain-based GNSS spoofing detection sys-
tem tailored for UAV networks. The proposed system in-
tegrates a simulated multi-UAV environment using AirSim 
and Python with an Ethereum-based blockchain backend 
(via Ganache) and smart contract logic (Solidity) to en-
able decentralized geolocation verification. By leveraging 
consensus among UAVs, the system autonomously detects 
and mitigates spoofing attacks in real time, eliminating 
reliance on centralized infrastructure and enhancing net-
work resilience.

The key contributions of this work are as follows:
	■ A security-oriented analysis of UAV communication 
vulnerabilities, with a focus on GNSS spoofing threats 
and their operational impact.

	■ The development of a modular, blockchain-enabled 
framework for spoofing detection, employing smart 
contracts and consensus voting among UAVs.

	■ A comprehensive performance evaluation of the sys-
tem across critical metrics including detection accura-
cy, transaction latency, throughput, gas consumption, 
energy efficiency, and storage overhead.

	■ A comparative assessment of blockchain-based de-
tection against traditional and state-of-the-art ap-
proaches in terms of scalability, efficiency, and feasi-
bility in real-world UAV networks.

To achieve these objectives, the study undertakes the 
following methodology:

	■ Analyze current challenges in UAV cybersecurity and 
evaluate the implications of GNSS spoofing attacks.

	■ Design a decentralized detection architecture utilizing 
blockchain technology.

	■ Implement and simulate coordinated multi-UAV valida-
tion scenarios within a high-fidelity virtual environment.

	■ Quantitatively evaluate the proposed system’s per-
formance, trade-offs, and scalability under varying 
workloads.

Based on the outlined research objectives and guiding 
questions, the following section presents the methodology 
adopted to design, implement, and evaluate the proposed 
blockchain-based GNSS spoofing detection framework for 
UAV networks.

2.	Methodology

To investigate the feasibility and performance of block-
chain-based GNSS spoofing detection in UAV networks, 
a simulation-based experimental architecture was devel-
oped. This architecture integrates distributed consensus 
via Ethereum smart contracts, UAV behavioral modeling, 
and realistic GNSS coordinate generation through high-
fidelity flight simulations using AirSim. The methodology 
encompasses system architecture design, consensus al-
gorithm development, spoofing scenario simulation, and 
quantitative performance evaluation.

2.1. System architecture
The proposed system establishes a decentralized verifica-
tion framework for UAV positional data using a permis-
sionless blockchain network. Each UAV periodically sub-
mits its GNSS coordinates to a smart contract deployed 
on an Ethereum-compatible testnet, where a validation 
algorithm assesses the spatial-temporal consistency of the 
data. The architecture is designed to support real-time op-
eration, trustless consensus, and scalability for swarms of 
autonomous UAVs operating in adversarial environments.

The high-level layered structure is inspired by Han et al. 
(2019), which delineates a three-tier model comprising a user 
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layer, data sharing layer, and cloud-based data storage. In 
contrast, proposed system replaces centralized cloud com-
ponents with on-chain storage and smart contract-driven 
validation. It introduces a GNSS spoofing simulation environ-
ment, validator UAVs, and a blockchain consensus layer tai-
lored to detect and classify spoofed GNSS data in real time.

The system comprises four main subsystems:
	■ GNSS Data Simulation Layer: UAV behavior and 
spoofing events are emulated in Microsoft AirSim, 
with randomized offsets used to inject false GNSS 
data along predefined trajectories.

	■ Blockchain Interface Layer: GNSS data is transmitted 
asynchronously via Web3.py to a smart contract on 
a local Ethereum blockchain (Ganache), with crypto-
graphic signing to ensure data integrity.

	■ Validation and Consensus Layer: A Solidity smart con-
tract calculates motion vectors and applies speed-based 
plausibility checks. Validator UAVs cast votes, and major-
ity consensus determines spoofing classification.

	■ Blockchain Logging Layer: All validation outcomes are 
immutably stored on-chain for auditability and post-
simulation analysis.

Figure 1 presents the layered architectural breakdown 
of the system, outlining how GNSS spoofing simulation, 
consensus validation, and blockchain logging components 
are organized across four interoperable layers.

Ethereum was selected as the blockchain framework 
due to its active open-source ecosystem, compatibility 
with Solidity-based smart contracts, and extensive tool-
ing for prototyping decentralized applications. The use 
of Ganache enables rapid local deployment and testing 
without mining overhead. AirSim was chosen for its phys-

ics-accurate UAV flight modeling, and native support for 
multi-agent simulation. Web3.py provides a modular and 
well-documented interface for interacting with Ethereum 
from Python, ensuring seamless integration of the control 
logic with the blockchain backend.

Figure 2 illustrates the complete end-to-end data flow 
across both simulation and blockchain environments. The 
process begins with simulated GNSS signal broadcasting 
from virtual satellites to all UAVs. UAV 1, randomly desig-
nated as the spoofed agent, transmits falsified GNSS data to 
the blockchain. Validator UAVs (e.g., UAV 2 and UAV 3) inde-
pendently retrieve and assess this data. Their votes are cast 

Figure 1. Layered system architecture illustrating GNSS 
spoofing simulation, blockchain interaction, consensus logic, 
and logging mechanisms. Architecture adapted from Han 
et al. (2019)

Figure 2. Overall system data flow architecture integrating UAV simulation, spoofing logic, smart 
contract processing, and decentralized consensus
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via the blockchain interface and aggregated on-chain by the 
smart contract. Final results – whether valid or spoofed – are 
logged immutably on the local Ethereum ledger.

This architecture offers several key advantages. First, 
it eliminates the single point of failure characteristic of 
centralized validation systems, which are often targeted in 
spoofing and denial-of-service attacks. Second, it enables 
horizontal scalability: additional UAVs can act as valida-
tors without compromising the integrity or latency of the 
verification process. Finally, the modular design facilitates 
rapid iteration and testing of alternative spoofing scenari-
os, consensus rules, or blockchain configurations.

To maximize realism and flexibility, the system permits 
dynamic reconfiguration of parameters such as spoofing 
probability, validator count, communication delays, and 
flight trajectories. These features collectively support rig-
orous evaluation of detection performance across a range 
of operational conditions and threat models.

2.2. Smart contract and consensus design
At the core of the spoofing detection framework lies a 
custom-built smart contract developed in Solidity and de-
ployed on a local Ethereum blockchain via Ganache. The 
contract serves as a trustless validator for GNSS data sub-
mitted by UAVs, ensuring that all positional information is 
stored and verified on-chain in a transparent and tamper-
resistant manner.

Each UAV is assigned a unique identifier and maintains 
a history of its most recent GNSS coordinates and associ-
ated timestamps within the smart contract. Upon receiving 
a new data point, the contract calculates the displacement 
between the current and previous positions based on the 
Euclidean distance in a two-dimensional space:

( ) ( )2 2
d lat lon= Δ + Δ ,	 (1)

where latΔ  and lonΔ  represent the changes in latitude 
and longitude, respectively. These are computed as:

2 1 –lat lat latΔ = ;	 (2)

2 1 –lon lon lonΔ = .	 (3)

The time difference between submissions is calculated 
using the block timestamps recorded on-chain:

 –current lastt t tΔ = .	 (4)

A simplified kinematic model is used intentionally, as 
the primary objective of this study is not to develop com-
plex spoofing detection algorithms, but to evaluate the 
feasibility, performance, and scalability of a blockchain-
based validation and consensus mechanism under realistic 
UAV network conditions.

The smart contract compares the computed distance 
against a predefined maximum plausible displacement 
based on the UAV’s speed threshold. If the distance ex-
ceeds this threshold, the data is provisionally classified as 
spoofed:

   d maxDistancePerSecond t≥ ×Δ ,	 (5)

where Δ𝑡 represents the elapsed time between the current 
and previous GNSS submissions.

Validator UAVs operate asynchronously and autono-
mously. Each validator retrieves the GNSS submission from 
the blockchain and independently assesses its plausibility 
using internal logic (e.g., expected formation geometry, 
relative position, or kinematic feasibility). A vote is cast – 
either valid or invalid – and submitted to the smart con-
tract via Web3.py. The contract aggregates all validator 
votes and applies a majority rule: if more than 50% of the 
votes classify the data as invalid, the entry is flagged as 
spoofed and permanently recorded.

This mechanism ensures that:
	■ No single UAV can dominate or manipulate the vali-
dation process.

	■ The network can collectively determine whether the 
positional data should be accepted or rejected.

	■ Decisions are based on swarm intelligence, improving 
robustness against isolated node failures or compro-
mises.

	■ The validation logic is verifiable, auditable, and im-
mutable due to on-chain execution.

Figure 3 presents the logical flow of the spoofing de-
tection protocol. From GNSS data generation and log-
ging to validator votes and final classification, each step is 
modular and blockchain-integrated, allowing for traceable 
validation decisions without central coordination.

Figure 3. Logical flow diagram of the validator system: 
data submission, vote aggregation, and final spoofing 
classification
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This consensus mechanism mirrors key design princi-
ples of fault-tolerant distributed systems. It is lightweight 
in computation, enabling deployment even in constrained 
UAV platforms, and generalizable to a variety of decision-
making contexts beyond GNSS spoofing – including swarm 
formation control, intrusion detection, and mission-critical 
data validation.

In the present implementation, consensus is achieved 
through a simple majority vote; however, the modularity 
of the system permits the integration of more complex 
schemes such as weighted trust scoring, federated learn-
ing, or Byzantine fault-tolerant voting in future extensions.

While the current implementation utilizes a basic Eu-
clidean distance–based plausibility check, future work 
should explore more sophisticated models incorporating 
UAV dynamics, IMU-based fusion, or learning-based clas-
sifiers. This would enhance resilience against adversarial 
spoofing patterns in complex flight scenarios.

2.3. Simulation framework and scenario 
design
The simulation architecture integrates an Unreal Engine–
based environment via Microsoft’s AirSim platform with 
Python-based flight logic, spoofing attack injection mech-
anisms, and a local Ethereum blockchain. This design ena-
bles rigorous testing of the spoofing detection consensus 
algorithm under spatially and temporally variable condi-
tions while ensuring full data immutability and verifiability.

The simulation environment was constructed using 
AirSim, an open-source robotics simulator that provides 
photo-realistic 3D worlds and physically accurate multiro-
tor dynamics. Each UAV instantiated in the environment 

was represented as an independent agent controlled via 
the MultirotorClient API. UAVs were initialized at distinct 
coordinates and programmed to follow a closed-loop 
square trajectory at a fixed altitude of 15 meters.

Each UAV agent executed its flight behavior asynchro-
nously, simulating distributed operation. The number of 
agents in each simulation run was configurable, with typi-
cal scenarios involving 3 to 5 UAVs. All UAVs continuously 
monitored their own state and submitted positional data – 
including latitude, longitude, altitude, and spoofing flags – 
to the blockchain at predefined intervals.

Spoofing attacks were modeled probabilistically us-
ing a Bernoulli distribution. At each movement iteration, 
a UAV had a 20% probability of becoming spoofed. Upon 
spoofing activation, a random offset was applied to both 
the latitude and longitude coordinates, with displacements 
drawn uniformly from the range of [−0.05, +0.05] meters. 
These offsets were retained until the UAV reached the next 
waypoint, mimicking transient GNSS manipulation events 
observed in real-world spoofing incidents.

This form of attack modeling enabled the system to 
emulate a diverse range of anomalies, including abrupt 
location jumps, nonphysical acceleration patterns, and 
invalid trajectory geometries. The ground-truth positions 
and spoofed positions were logged separately to facilitate 
comparative evaluation.

Three primary mission scenarios were designed to 
stress-test the spoofing detection mechanism under dif-
ferent spatial constraints:

	■ Uniform Linear Flight: UAVs traverse a fixed axis, pe-
riodically subjected to spoofing to simulate corridor 
surveillance missions with minimal maneuvering.

Figure 4. High-level modular software architecture showing interaction between UAV simulation, blockchain interaction, 
spoofing detection, and validation modules
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	■ Closed-Loop Path Execution: Each UAV executes 
a square pattern, introducing frequent directional 
changes that test dynamic position verification.

	■ Formation Flight with Re-Tasking: UAVs maintain fixed 
spacing in coordinated formations, with dynamic 
waypoint reallocation mimicking wind-induced drift 
or emergency re-routing.

All behavioral and environmental parameters – includ-
ing spoofing probability, UAV velocity, waypoint density, 
and GNSS noise margins  – were externally configurable 
via structured JSON files. This design enabled experimen-
tal reproducibility and scalability across varying mission 
conditions.

Due to the asynchronous nature of UAV operations, 
blockchain interactions, and consensus evaluations, sys-
tem-wide coordination was achieved through an event-
driven simulation controller. This controller managed UAV 
telemetry polling, spoofing activation, and the submission 
of GNSS data to the blockchain. A dedicated blockchain 
interface layer encoded and optimized each transaction 
for on-chain logging, ensuring minimal gas consumption.

The consensus mechanism was executed at regular 
intervals to validate submitted location data and detect 
spoofing behavior. The modularity of the system archi-
tecture supports seamless integration of alternative con-
sensus strategies, including trust-weighted voting, feder-
ated learning-based classifiers, or Byzantine fault-tolerant 
algorithms, without requiring changes to the underlying 
simulation workflow.

As illustrated in Figure 4, the architecture consists of 
three interconnected layers: a central control module, 
functional components for flight, spoofing, and valida-
tion, and the underlying blockchain layer. Configuration 
settings and results propagate through clearly defined in-
terfaces, supporting dynamic experimentation and flexible 
extension of the framework.

This simulation framework balances computational 
tractability with physical fidelity. It allows for rapid ex-
perimentation while preserving physical realism, enabling 
robust evaluation of the system’s resilience to spoofing 
under a range of operational and adversarial scenarios.

2.4. Performance evaluation metrics
The performance of the proposed blockchain-based GNSS 
spoofing detection framework was evaluated through a 
series of controlled simulations. For reproducibility, the 
evaluation was carried out under two main scenarios: 3 
UAVs and 5 UAVs, each executing a predefined number 
of simulation iterations. The framework monitored and 
recorded a comprehensive set of performance metrics, 
including spoofing detection rate, false negative rate, 
transaction latency, smart contract execution time, gas 
consumption, blockchain throughput (transactions per 
second), on-chain storage utilization, and energy con-
sumption per UAV session.

Real-time statistics were collected using a multi-thread-
ed Python script that emulates UAV telemetry submissions, 
introduces randomized spoofing attacks, and logs detec-
tion outcomes. Blockchain performance data such as gas 
usage, latency, and storage footprint were extracted via 
Web3 calls to the deployed smart contract. Energy met-
rics were derived by estimating the energy consumed per 
transaction in an Ethereum Proof-of-Stake model, using 
a baseline of 0.03 kWh per transaction. All metrics were 
visualized post-simulation using the matplotlib library to 
analyze scalability, responsiveness, and fault tolerance.

Table 1 summarizes the simulation configuration param-
eters and control conditions used in the performance evalu-
ation. It includes both static inputs (e.g., UAV start positions, 
spoofing probability) and dynamic system-level configura-
tions (e.g., consensus protocol, blockchain platform) neces-
sary for reproducing the experimental environment.

The configuration in Table 1 defines the experimen-
tal foundation for evaluating the system’s performance. 
The UAVs were deployed in diverse initial positions and 
subjected to randomized GNSS spoofing events with con-
trolled probability and offset magnitudes. The use of a 
majority-vote consensus mechanism ensured distributed 
decision-making in detecting spoofed data. All data sub-
missions, validations, and blockchain interactions were ex-
ecuted and recorded under consistent simulation param-
eters, enabling reliable measurement of key performance 

Table 1. Simulation setup parameters and configurations

Parameter Description Value / Range

UAV initial coordinates Starting positions of UAVs in the AirSim environment (0,0,–15), (10,0,0), (–10,0,0), (20,0,0), (–20,0,0)
UAV identifiers Unique labels assigned to UAV agents Drone1, Drone2, ..., DroneN
Simulation time Number of iterations and update interval 60 iterations, updates every 1–5 seconds
Maximum speed UAV waypoint velocity constraint (imposed by AirSim) 5 m/s (AirSim default)
Random spoofing probability Probability of spoofed GNSS injection per UAV per 

iteration
20%

Spoofing offset range Latitude and longitude offsets applied to spoofed data Latitude: [–0.05, 0.05], Longitude: [–0.05, 0.05]
Blockchain platform Ethereum test blockchain for logging UAV data Ganache
Smart contract interface Method used to log UAV location and spoofing status Python Web3.py and Solidity contract
Consensus mechanism Spoofing detection logic based on validator agreement Majority vote among validator UAVs
Data logging frequency Rate of GNSS data submission to blockchain One submission per UAV per iteration
Timestamp generation Method of recording submission times on-chain UNIX epoch time
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indicators. This controlled setup allowed for repeatable 
comparisons across different UAV network sizes in the 
subsequent analysis.

The chosen configuration balances simulation realism 
and computational feasibility, enabling extensive testing 
while maintaining fidelity to real-world UAV swarm behav-
iors and spoofing threat models. Parameter values – such 
as spoofing offset range and GNSS logging frequency – 
were selected to emulate short-duration, low-amplitude 
GNSS anomalies commonly observed in practical adver-
sarial scenarios, ensuring the relevance of the evaluation 
to real-world UAV deployments.

3.	Results

The evaluation focuses on assessing the performance of 
the proposed blockchain-based GPS spoofing detection 
framework for UAV networks. Key performance metrics in-
clude spoofing detection rate, false negative rate, block-
chain transaction latency, throughput, smart contract exe-
cution time, gas usage, energy consumption, and on-chain 
storage utilization. Results are presented using compara-
tive tables to highlight patterns, performance trade-offs, 
and system behavior across different UAV network sizes 
and operational scenarios.

3.1. Spoofing detection performance
The system demonstrated high spoofing detection capa-
bility in both scenarios. Table 2 presents the detection out-
comes, including True Positive Rate (TPR), False Negative 
Rate (FNR), and overall transaction success.

The spoofing detection system demonstrated consist-
ently high detection performance across both simulation 
scenarios. With a True Positive Rate (TPR) of 97.22% in the 
3-UAV case and 93.94% in the 5-UAV case, the consen-
sus-based mechanism effectively identified spoofed GNSS 
data in real time. The False Negative Rate (FNR) remained 
low overall, increasing slightly from 2.78% to 6.06% as the 
swarm size grew.

The decrease in accuracy with 5 UAVs is primarily 
attributed to the higher volume of GNSS updates and 
concurrent validation activity, which increases consensus 
latency and may lead to timing mismatches in spoofing 
detection. With more UAVs casting votes asynchronously, 
brief delays in receiving validator data or in achieving con-
sensus can lead to occasional misclassifications, especially 

when spoofing occurs in rapid succession. This limitation 
can be mitigated by optimizing block confirmation time, 
prioritizing spoofing-related transactions, or implement-
ing lightweight pre-validation at the UAV level to filter out 
obvious anomalies before on-chain voting.

Despite this, the system sustained 100% transaction 
reliability, with no failed submissions or blockchain in-
consistencies recorded across all test cases. These results 
highlight the scalability and resilience of the decentral-
ized architecture. The ability to maintain high detection 
rates – even under increased throughput – demonstrates 
the robustness of the majority-vote consensus strategy. 
This design ensures that even when individual UAVs face 
spoofed input, the swarm can collectively verify legitimacy 
without relying on centralized infrastructure.

Overall, this evaluation confirms the practical viability 
of blockchain-based consensus mechanisms for spoof-
ing detection in UAV networks. The architecture shows 
strong potential for real-world applications such as forma-
tion flight coordination, border patrols, and autonomous 
search-and-rescue, where real-time, decentralized geolo-
cation integrity is mission-critical.

3.2. Blockchain performance metrics
Blockchain-level performance is summarized in Table 3, 
comparing latency, throughput, gas usage, energy effi-
ciency, and on-chain storage across scenarios.

As the number of UAVs increased from 3 to 5, the 
system exhibited predictable and controlled scaling be-
havior across all blockchain-related performance metrics. 
The number of logged entries, total gas consumption, and 
on-chain storage usage increased linearly (+66.7%), in pro-
portion to the number of UAVs and their data submission 
frequency. This reflects the scalability of the underlying 
smart contract design and the modular architecture of the 
blockchain integration layer.

The most pronounced scaling effect was observed in 
the average transaction latency, which more than dou-
bled from 1.85 seconds to 3.95 seconds (+113.5%). This 
increase is attributed to the cumulative overhead of vali-
dating and processing a higher volume of transactions in a 
synchronous consensus system. Although the throughput 
experienced a modest decline (−13.2%), it remained above 
1 transaction per second, which is generally acceptable for 
decentralized UAV telemetry systems that do not require 
millisecond-scale responsiveness.

Table 2. Spoofing detection evaluation

Metrics 3 UAVs 5 UAVs Percentage

Total location updates 180 (60 per UAV) 300 (60 per UAV) 100%
Normal movements 144 267 80–89%
Spoofing attempts 36 33 11–20%
True Positive Rate (TPR) 97.22 % (35 detections, 1 missed) 93.94% (31 detections, 2 missed) High accuracy
False Negative Rate (FNR) 2.77% 6.06% Minimal error
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Energy consumption per transaction remained constant 
at 0.03 kWh, consistent with the assumed PoS baseline. 
However, total energy consumption scaled proportionally 
with the number of UAVs, as expected. Storage growth 
followed a similar trend, reinforcing the idea that system 
resource demands can be anticipated and managed based 
on UAV network size.

Importantly, no failed transactions were recorded in 
either scenario, confirming the system’s stability under in-
creased workload. The smart contract maintained reliable 
operation without breakdowns, queuing failures, or exe-
cution bottlenecks. These results collectively demonstrate 
that the proposed framework is operationally robust and 
exhibits predictable scaling behavior.

However, the observed latency increase highlights a 
limitation of synchronous public-blockchain models when 
applied to real-time UAV swarm applications. These find-
ings underscore the need to explore optimization strat-
egies such as asynchronous consensus mechanisms, off-
chain transaction batching, or migration to lower-latency 
platforms (e.g., DAG-based ledgers or private blockchain 
networks) for future large-scale deployments.

3.3. Comparative analysis with other spoofing 
detection approaches
To contextualize the performance of the proposed block-
chain-based spoofing detection framework, a compara-
tive analysis was conducted against state-of-the-art GNSS 
spoofing detection techniques reported in the literature. 
Table 4 summarizes key characteristics of each method, 
including detection accuracy, scalability, energy con-
sumption, and implementation requirements. The table 
is adapted from the work of Mykytyn et  al. (2023), with 
modifications based on the present study’s performance 
metrics and architectural assumptions.

When compared to state-of-the-art GNSS spoofing 
detection techniques, the blockchain-based framework 
demonstrates a compelling trade-off between detection 
accuracy, system decentralization, and data integrity. 
Achieving a detection rate of 97.22%, it outperforms tradi-
tional IMU-based machine learning systems while offering 
greater transparency and resistance to tampering through 
its tamper-proof logging and consensus mechanism.

Unlike methods relying on hardware-intensive ap-
proaches – such as antenna arrays and multi-receiver sys-
tems, which deliver higher accuracy but lack scalability and 

Table 3. Blockchain performance results summary

Metric 3 UAVs 5 UAVs Comparison

Logged entries 180 300 +66.7%
Simulation duration 149.33 sec 285.79 sec +91.4%
Successful transactions 180 300 +66.7%
Failed transactions 0 0 No change
Average transaction latency 1.85 sec 3.95 sec +113.5%
Throughput 1.21 tx/sec 1.05 tx/sec −13.2%
Total gas used 20,761,860 34,617,818 +66.7%
Energy per transaction 0.03 kWh 0.03 kWh No change
Total energy consumption 5.40 kWh 9.00 kWh +66.7%
Energy per UAV session 1.80 kWh 1.80 kWh No change
Total on-chain storage used 28.16 KB 46.91 KB +66.7%

Table 4. Comparative analysis of blockchain-based and alternative GPS spoofing detection mechanisms (source: Authors 
elaboration based on Mykytyn et al., 2023)

Mechanism Approach Detection Rate Scalability Energy Use Limitations and Drawbacks

Cellular network 
based

Position validity 
cross-check

95% Moderate Moderate Requires a cellular module and 
network coverage

Gyroscope + 
Accelerometer

Position estimation 96% Moderate Moderate Requires accurate motion sensors 
for spoofing detection

IMU-based Machine Learning 96.30% High Moderate Computational overhead; limited 
by training data

Blockchain-based Tamper-proof 
logging + voting

97.22% Moderate (blockchain 
scalability)

High Blockchain, smart contracts, stable 
connectivity

Multi-receiver Multiple devices for 
position checking

99% Low (hardware bound) Low Requires additional hardware; not 
suitable for small UAVs

Antenna Array Direction-of-arrival 
of GNSS signals

99% Low (not scalable) Moderate Complex antennas, limited to 
larger UAVs
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are unsuitable for lightweight UAVs – the blockchain-based 
solution requires no additional physical components. This 
renders it more adaptable to diverse mission environ-
ments, especially those involving resource-constrained 
platforms.

While its moderate scalability and high energy con-
sumption, inherent to blockchain consensus and transac-
tion validation, pose limitations for real-time or large-scale 
deployments, the framework’s security, auditability, and 
autonomy make it particularly well-suited for UAV net-
works operating in adversarial or GNSS-contested envi-
ronments.

The results suggest that blockchain-based spoofing 
detection is best positioned for use cases where data au-
thenticity, traceability, and distributed decision-making 
outweigh low-latency constraints. As such, it establishes 
a strong foundation for future integration of secure, de-
centralized communication protocols in autonomous aerial 
systems.

4.	Conclusions

This study introduces a modular, blockchain-enabled ar-
chitecture for GNSS spoofing detection in UAV swarms, 
combining high-fidelity AirSim simulations with decentral-
ized consensus mechanisms deployed via Ethereum smart 
contracts. The proposed framework facilitates autonomous 
geolocation validation, spoofing anomaly detection, and 
tamper-resistant data logging in adversarial and untrusted 
environments.

Experimental results demonstrate the robustness and 
feasibility of the approach, achieving a spoofing detec-
tion accuracy of 97.22% in the 3-UAV scenario and 93.94% 
in the 5-UAV configuration. The system maintained 100% 
transaction reliability and exhibited low false negative rates 
(2.77% and 6.06%, respectively). Its software-defined archi-
tecture supports reconfigurable simulation parameters and 
seamless UAV integration without requiring changes to the 
underlying blockchain logic, underscoring its adaptability 
to diverse mission profiles.

It is important to acknowledge that the current evalu-
ation was conducted entirely within a simulated environ-
ment, utilizing AirSim for UAV dynamics and Ganache for 
local blockchain deployment. While this setup provides 
valuable insights into system behavior under controlled 
conditions, future validation on physical UAV platforms is 
essential to address practical implementation challenges, 
such as environmental uncertainty, communication laten-
cy, sensor noise, and computational resource limitations.

Despite the system’s functional scalability, performance 
trade-offs were identified. Notably, average transaction la-
tency increased from 1.85 to 3.95 seconds (+113.5%), cu-
mulative gas consumption rose by 66.7%, and total energy 
consumption also increased by 66.7% as the UAV count 
increased from three to five. These limitations highlight 
the importance of efficiency-oriented design when de-
ploying blockchain systems in resource-constrained UAV 
environments.

To enhance real-time responsiveness and scalability, 
future research should explore lightweight consensus pro-
tocols, off-chain transaction batching, and hybrid architec-
tures that combine public and private ledger frameworks. 
Furthermore, the adoption of alternative distributed ledg-
er technologies – such as DAG-based platforms, IOTA, or 
Hyperledger Fabric – may reduce transaction latency and 
computational overhead, making the architecture more 
suitable for time-critical aerial operations.

The proposed framework is particularly suited for mis-
sion-critical UAV operations where secure, real-time ge-
olocation verification is paramount – such as cross-border 
surveillance, autonomous delivery in GNSS-contested re-
gions, infrastructure monitoring, and emergency response 
missions. Its decentralized architecture eliminates single 
points of failure, while the tamper-proof blockchain ledger 
supports auditability and accountability – key features in 
safety-critical deployments. By aligning high-fidelity UAV 
simulation with blockchain-based consensus, this work 
offers a scalable and trustless foundation for deploying 
resilient UAV swarms in real-world scenarios where cyber-
security and autonomy are mission enablers.

To the best of gained knowledge, this is among the 
first implementations to integrate blockchain consensus, 
smart contracts, and high-fidelity UAV simulation for real-
time GNSS spoofing detection – representing a significant 
advancement in resilient and decentralized aerial cyberse-
curity systems.
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